
Mapping C/C++ Concurrency to Processors



Recap: Transformations

Redundant access elimination such as

Yrlx = v ;Yrlx = v ′ ; Yrlx = v ′ (OW)

Yrlx = v ; a = Yrlx ; Yrlx = v ; a = v ; (RAW)

a = Yrlx; a = Yrlx ; a = Yrlx (RAR)

Fence Insertion such as

C1;C2 ; C1;Frel,acq,sc;C2

Access strengthening such as

Yrlx = v ; Yrel = v

a = Yrlx ; a = Yacq

Reordering of accesses such as

a = Yrlx;Zrlx = v ; Zrlx = v ; a = Yrlx
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C11 in Compilers

GCC and LLVM compiles C11 concurrency primitives.

Introduce primitives in intermediate representation (IR).

GCC follows C11 concurrency model but LLVM di�ers.

No optimization on atomic accesses.
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Mapping to Processors

C11 concurrency primitives = operations + memory order

Operations

Load

Store

....

Memory orders:

Relaxed

Release

Acquire

...

Remember the concurrency primitives in architectures:

Load

Store

Fence

...
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Mapping Scheme to x86

C11 x86

Rna mov(R)
Rrlx mov(R)
Racq mov(R)
Rsc mov(R)
Wna mov(W)
Wrlx mov(W)
Wrel mov(W)
Wsc mov(W);mfence
Uo lock cmpxchg

F<sc skip

Fsc mfence
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Example

C11 to x86: Why Wsc ; W;mfence is required.

C11: a = b = 0 is disallowed.

x86: a = b = 0 is disallowed

(but allowed without the mfence accesses)

Xsc := 1;
a := Ysc;

Ysc := 1;
a := Xsc;

;

X := 1;
mfence

a := Y ;

Y := 1;
mfence

a := X ;
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Example: Alternative Scheme

C11 to x86: Why Wsc ; U

C11: a = b = 0 is disallowed.

x86: a = b = 0 is disallowed

(no mfence is required)

Xsc := 1;
a := Ysc;

Ysc := 1;
a := Xsc;

;
U(X , 0, 1);
a := Y ;

U(Y , 0, 1);
a := X ;
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Mapping Correctness

We prove the mapping scheme is correct.

For each consistent execution of the target program there exists a

corresponding consistent execution of the source program with

same outcome.

X ∈ [[Ptgt]]. ∃X ′ ∈ [[Psrc]]. O(X ) = O(X ′)

1 For each consistent execution X ′ of target program Ptgt, de�ne
an execution X of Psrc.

2 Show that X is consistent.

3 Show that O(X ) = O(X ′)
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Mapping Correctness

1 For each consistent execution X ′ of target program Ptgt, de�ne
an execution X of Psrc.

Ptgt is x86 program and Psrc is C11 program.

X ′ is an x86 consistent execution of target program Ptgt and X is

the C11 consistent execution of source program Psrc.

Let's start with non-SC programs.

In that case target execution X ′ has no mfence.
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Mapping Correctness

Given X ′ we de�ne X .

Based on Psrc:

X ′.R =⇒ X .Rna/X .Rrlx/X .Racq

X ′.W =⇒ X .Wna/X .Wrlx/X .Wrel

X ′.U =⇒ X .Una/X .Urlx/X .Urel/X .Uacq/X .Uacq_rel

It is su�cient to consider:

X ′.R =⇒ X .Racq

X ′.W =⇒ X .Wrel

X ′.U =⇒ X .Uacq_rel

Question: Why is it su�cient?
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C11 Source Execution

a ∈ X ′.E =⇒ a ∈ X .E where

a′ ∈ R =⇒ a ∈ Racq

a′ ∈ W =⇒ a ∈ Wrel

a′ ∈ U =⇒ a ∈ Uacq_rel

X ′.rf(a′, b′) =⇒ X .rf(a, b)

X ′.so(a′, b′) =⇒ X .mo(a, b)

Relations in C11:

(X .po ∪ X .rf)+ = (X .po ∪ X .sw)+ = X .hb
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C11 Consistency

We show X is consistent.

(irrHB)

Assume a X .hb cycle.

It implies a (X .po ∪ X .rf)+ cycle.

It implies a (X ′.po ∪ X ′.rf)+ cycle which is a contradiction.

Therefore X satis�es (irrHB).
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C11 Consistency

We show X is consistent.

(irrHB)

Assume a X .hb cycle.

It implies a (X .po ∪ X .rf)+ cycle.

It implies a (X ′.po ∪ X ′.rf)+ cycle which is a contradiction.

Therefore X satis�es (irrHB).

(CohHBRF)

Assume a X .rf;X .hb cycle.

It implies a X .rf; (X .po ∪ X .rf)+ cycle.

It implies a (X ′.po ∪ X ′.rf)+ cycle which is a contradiction.

Therefore X satis�es (CohHBRF).
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C11 Consistency

(Coh-WW)

Assume a X .mo;X .rf;X .hb cycle.

It implies a X ′.so;X .hb cycle.

However, X ′ satis�es (ConsHBSO) and therefore a contradiction.

Hence X satis�es (Coh-WW).

(Coh-WR)

Assume a X .mo;X .hb;X .rf−1 cycle.

It implies a X .hb;X .fr cycle.
It implies a X ′.hb;X ′.fr cycle.
However, X ′ satis�es (ConsFRHB) and therefore a contradiction.

Hence X satis�es (Coh-WR).
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C11 Consistency

(Coh-RR)

Assume a X .mo;X .rf;X .hb;X .rf−1 cycle.

It implies a X .mo;X .hb;X .rf−1 cycle.

It implies a X .hb;X .fr cycle.
It implies a X ′.hb;X ′.fr cycle.
However, X ′ satis�es (ConsFRHB) and therefore a contradiction.

Hence X satis�es (Coh-RR).

(Atomicity)

Assume a X .fr;X .mo cycle.

It implies a X ′.fr;X ′.so cycle.

However, X ′ satis�es (ConsFRSO) and therefore a contradiction.

Hence X satis�es (Atomicity).
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