
C/C++ Concurrency and Program
Transformations



Recap: Transformations

Redundant access elimination such as

Yrlx = v ;Yrlx = v ′;; Yrlx = v ′; (OW)

Yrlx = v ; a = Yrlx;; Yrlx = v ; a = v ; (RAW)

a = Yrlx; a = Yrlx;; a = Yrlx; (RAR)

Fence Insertion such as

C1;C2 ; C1;F{rel,acq,sc};C2

Access strengthening such as

Yrlx = v ; Yrel = v

a = Yrlx ; a = Yacq

2



Recap: Transformations

Reordering of accesses

a; b ; b; a

All reorderings which are correct for sequential programs
may NOT be correct for concurrent programs.

Concurrently running threads may a�ect the outcome.
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Example

Consider interleaving semantics:

a = X ;
Y = 1;

b = Y ;
if(b)
X = 1;

;
Y = 1;
a = X ;

b = Y ;
if(b)
X = 1;

Source program: a = b = 1 is not possible

Target program: a = b = 1 is possible

Reordering of accesses is unsound in interleaving semantics.
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Example

Consider the program:

a = X ;
Y = 1;

b = Y ;
if(b)
X = 1;

C11 allows a = b = 1

[X = Y = 0]

R(X , 1)

W(Y , 1)

R(Y , 1)

W(X , 1)

program-order
reads-from
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Example

Consider C11 semantics:

a = X ;
Y = 1;

b = Y ;
if(b)
X = 1;

;
Y = 1;
a = X ;

b = Y ;
if(b)
X = 1;

Source program: a = b = 1 is possible

Target program: a = b = 1 is possible
Sequence: W(Y , 1);R(Y , 1);W(X , 1);R(X , 1)

Reordering of accesses is sound in C11.
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Another Example

Consider C11 semantics:

X = Y = 0

Xna = 1;
Yrel = 1;

a = Yacq;
if(a)
b = Xna;

Behavior: a = 1 =⇒ b = 1

[X = Y = 0]

c:Wna(X , 1)

Wrel(Y , 1)

Racq(Y , 1)

b:Rna(X , 1)

program-order
SW

The program is race-free as (c , b) ∈ hb
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Another Example in C11

X = Y = 0

Xna = 1;
Yrel = 1;

a = Yacq;
if(a)
b = Xna;

;
Yrel = 1;
Xna = 1;

a = Yacq;
if(a)
b = Xna;

Target program: a = 1 ∧ b = 0 is possible.

[X = Y = 0]

c:Wna(X , 1)

Wrel(Y , 1) Racq(Y , 1)

b:Rna(X , 0)

program-order
SW

The program is racy as (c , b) /∈ hb
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What about This Transformation?

X = Y = 0

Yrel = 1;
Xna = 1;

a = Yacq;
if(a)
b = Xna;

;
Xna = 1;
Yrel = 1;

a = Yacq;
if(a)
b = Xna;

Think about the possible behaviors in source and target.
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Rlx-Rel Reordering

Consider C11 semantics:

X = Y = 0

Xrlx = 1;
Yrel = 1;

a = Yacq;
if(a)
b = Xrlx;

Behavior: a = 1 =⇒ b = 1

[X = Y = 0]

c:Wna(X , 1)

Wrel(Y , 1)

Racq(Y , 1)

b:Rna(X , 1)

program-order
SW

The program is race-free anyway.
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Rlx-Rel Reordering

X = Y = 0

Xrlx = 1;
Yrel = 1;

a = Yacq;
if(a)
b = Xrlx;

;
Yrel = 1;
Xrlx = 1;

a = Yacq;
if(a)
b = Xrlx;

Target program: a = 1 ∧ b = 0 is possible.

[X = Y = 0]

c:Wrlx(X , 1)

Wrel(Y , 1) Racq(Y , 1)

b:Rrlx(X , 0)

program-order
SW

Note that both source and target programs have de�ned behavior.
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Reordering with Release-Acquire Accesses

Moving a memory access after release write/update is unsound.

Similarly moving a memory access before acquire read/update is
unsound.

↓ a \ b→ Rvacq(`) Rsc(`) Wna(`) Wrlx(`) Wwrel(`) Uvacq(`) Uwrel(`) Facq Frel Fsc

Rna(`′) - - - - 7 - 7 - - -

Rrlx(`
′) - - - - 7 - 7 - - -

Rwacq(`
′) 7 7 7 7 7 7 7 - - -

Wvrel(`
′) - - - - 7 - 7 - - -

Wsc(`′) - - - - 7 - 7 - - -

Uvrel(`
′) - - - - 7 - 7 - - -

Uwacq(`
′) 7 7 7 7 7 7 7 - - -

Facq - - - - - - - - - -

Frel - - - - - - - - - -

Fsc - - - - - - - - - -
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Reordering with Fences

Extend the earlier example programs:

X = Y = 0

Xna = 1;
Fwrel;
Yrlx = 1;

a = Yrlx;
if(a) {
Fwacq;
b = Xna;

}
Behavior: a = 1 =⇒ b = 1

[X = Y = 0]

c:Wna(X , 1)

Fwrel

Wrlx(Y , 1)

Racq(Y , 1)

Fwacq

b:Rna(X , 1)

SW

The program is race-free as (c , b) ∈ hb
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Reordering with Fences

Moving memory access after release/SC fence is unsafe.

Xna = 1;
Fwrel;
Yrlx = 1;

a = Yrlx;
if(a) {
Fwacq;
b = Xna;

}

;

Fwrel;
Xna = 1;
Yrlx = 1;

a = Yrlx;
if(a) {
Fwacq;
b = Xna;

}

Moving memory access before acquire/SC fence is unsafe.

Xna = 1;
Fwrel;
Yrlx = 1;

a = Yrlx;
if(a) {
Fwacq;
b = Xna;

}

;

Xna = 1;
Fwrel;
Yrlx = 1;

a = Yrlx;
if(a) {
b = Xna;
Fwacq;

}
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Reordering with Fences

Moving memory access after release/SC fence is unsafe.

Moving memory access before acquire/SC fence is unsafe.

↓ a \ b→ Rvacq(`) Rsc(`) Wna(`) Wrlx(`) Wwrel(`) Uvacq(`) Uwrel(`) Facq Frel Fsc

Rna(`′) - - - - 7 - 7 - 7 7
Rrlx(`

′) - - - - 7 - 7 - 7 7
Rwacq(`

′) 7 7 7 7 7 7 7 - 7 7
Wvrel(`

′) - - - - 7 - 7 - 7 7
Wsc(`′) - - - - 7 - 7 - 7 7
Uvrel(`

′) - - - - 7 - 7 - 7 7
Uwacq(`

′) 7 7 7 7 7 7 7 - 7 7
Facq 7 7 7 7 7 7 7 - - -

Frel - - - - - - - - - -

Fsc 7 7 7 7 7 7 7 - - -
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Reordering with Fences

Fwrel;Wrlx ; Wrlx;Fwrel is unsound.

Xna = 1;
Fwrel;
Yrlx = 1;

a = Yrlx;
Fwacq;

if(a) {
b = Xna;

}

;

Xna = 1;
Yrlx = 1;
Fwrel;

a = Yrlx;
if(a) {
b = Xna;
Fwacq;

}

a = 1 ∧ b = 0: Not possible in source but possible in target
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Reordering with Fences

Rrlx;Fwacq ; Fwacq;Rrlx is unsound.

Xna = 1;
Fwrel;
Yrlx = 1;

a = Yrlx;
Fwacq;
if(a) {
b = Xna;

}

;

Xna = 1;
Fwrel;
Yrlx = 1;

Fwacq;
a = Yrlx;
if(a) {
b = Xna;

}

a = 1 ∧ b = 0: Not possible in source but possible in target
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Reordering with Fences

Moreover:

Fwrel;Uwrel ; Uwrel;Fwrel

Uwrel;Fwacq ; Fwacq;Uwrel

↓ a \ b→ Rvacq(`) Rsc(`) Wna(`) Wrlx(`) Wwrel(`) Uvacq(`) Uwrel(`) Facq Frel Fsc

Rna(`′) - - - - 7 - 7 - 7 7
Rrlx(`

′) - - - - 7 - 7 7 7 7
Rwacq(`

′) 7 7 7 7 7 7 7 - 7 7
Wvrel(`

′) - - - - 7 - 7 - 7 7
Wsc(`′) - - - - 7 - 7 - 7 7
Uvrel(`

′) - - - - 7 - 7 7 7 7
Uwacq(`

′) 7 7 7 7 7 7 7 - 7 7
Facq 7 7 7 7 7 7 7 - - -

Frel - - - 7 - 7 - - - -

Fsc 7 7 7 7 7 7 7 - - -
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Exercise

Find out the counter-examples for other combinations of memory
accesses.
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