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Abstract—The harmful interference caused by rogue radios
poses a serious threat to spectrum sharing ecosystems. One
approach for mitigating this problem is to adopt an enforce-
ment scheme that can be used by an enforcement entity (e.g.,
Federal Communications Commission’s Enforcement Bureau) to
uniquely identify transmitters by authenticating their waveforms.
In this approach, the enforcement entity that is authenticating
the waveform is not the intended receiver, and hence it has to
decode the authentication signal ‘blindly” with little or no knowl-
edge of the transmission parameters. In real-world scenarios, an
enforcement entity may need to cope with additional challenges,
including poor signal strength of the received signals and simul-
taneous co-channel transmissions from multiple transmitters. In
this paper, we propose a novel concept that effectively addresses
some of these challenges, which we refer to as crowd-sourced
blind authentication of co-channel transmitters (CBAT). We also
present a concrete instantiation of this concept called frequency
offset embedding for CBAT (FREE). Our results show that FREE
enables the enforcement entity to blindly authenticate multiple
co-channel transmitters with good accuracy by harnessing the
power of crowd-sourcing.

Index Terms—Dynamic spectrum sharing, enforcement, trans-
mitter authentication, frequency offset, crowd-sourcing.

I. INTRODUCTION

HE EXPLODING demand for radio frequency (RF)

spectrum to support wireless applications has motivated
spectrum regulatory agencies in industrialized countries to pur-
sue initiatives to realize dynamic spectrum sharing (DSS) [2].
In the DSS paradigm, the secondary users (SUs) need to
employ software-defined radios (SDRs) to harmoniously coex-
ist with the primary users (PUs) as well as other SUs.
Unlike a legacy radio, which is hardware or firmware-based,
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a SDR enables a user to readily re-configure its transmis-
sion parameters through changes in the code, allowing for
greater flexibility. However, this “programmability” of SDRs
also significantly increases the possibility of “rogue” or mal-
functioning SU transmitters [3]. We define a rogue transmitter
as a non-compliant transmitter that violates spectrum access
rules, and causes interference to the PUs and other SUs.

The problem of rogue transmitters is an especially critical
issue in the U.S.A., where spectrum sharing between federal
government, including the military, systems and commercial
systems will become a reality in the near future. For exam-
ple, per its Report and Order (GN Docket 12-354 [4]), the
Federal Communications Commission (FCC) has opened up
the 3.5 GHz band to SU access, and has mandated the deploy-
ment of technologies to realize spectrum sharing between
military radar systems and commercial small-cell networks.
The harmful interference due to rogue transmitters poses a
serious threat to the federal incumbent users, and is a major
security problem that is being actively studied [5].

One viable approach for deterring rogue transmissions
is to enable a regulatory enforcement entity (e.g., FCC’s
Enforcement Bureau) to uniquely identify transmitters by
authenticating their waveforms. This ex post enforcement
approach would enable the enforcement entity to identify
an interference source and collect verifiable evidence of
interference [6]. To realize transmitter authentication, all
radios (employed in a spectrum sharing ecosystem) should be
required to employ a mechanism for embedding an authentica-
tion signal—which contains the regulator-assigned identity of
the transmitter—into the message signal that are transmitted.
Note that the mandatory adoption of this mechanism can be
incorporated as part of the radios’ certification process, and
it is consistent with the requirements stipulated in the FCC’s
Report and Order [4] for realizing spectrum sharing in the
3.5 GHz band.

To carry out transmitter authentication in DSS, an enforce-
ment entity faces the following three real-world challenges.
Firstly, the enforcement entity is considered a “blind receiver”
which denotes a receiver that has little, if any, knowledge of
the physical (PHY) layer parameters needed to demodulate
and decode the received signals, and moreover, has no knowl-
edge of the upper-layer protocols that is needed to interpret
the decoded data correctly [7]. The enforcement entity is mod-
eled as a blind receiver because it is not the intended receiver
of the transmitted signals. Here, the intended receiver denotes
the receiver which coordinates with the transmitter to obtain
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the information about the transmission parameters and proto-
cols so that it can demodulate and decode the message signal.
Secondly, the enforcement entity may need to cope with the
reception of very poor-quality signals due to multipath fading
and very low message signal to noise ratio (MSNR). Thirdly,
the enforcement entity needs to cope with the possibility of
multiple simultaneous transmissions from multiple transmit-
ters operating in the same frequency that are located within
the reception range of the enforcement entity. In such a sit-
vation, the signals received at the enforcement entity may
contain multiple unique authentication signals, which need to
be separated, extracted, and verified.

The vast majority of the existing PHY-layer authentication
schemes [8], [9], [10], [11], [12] are designed to work only
when the enforcement entity is assumed to be the intended
receiver and the MSNR of the received signal is sufficiently
high enough to demodulate and decode the message signal cor-
rectly. The authentication schemes proposed in [5], [7], [13]
have attempted to address the problem of blind transmitter
authentication. However, none of these schemes can be utilized
for authentication of multiple co-channel transmitters. The
PHY-layer identification framework presented in [14] enables
identification of multiple co-channel transmitters by enforcing
time-sharing of the available frequency channel. This time-
sharing among the transmitters lowers the achievable data
throughput of the transmitters. Hence, none of the schemes
reported in the current literature adequately address all the
three aforementioned challenges.

We assert that to realize transmitter authentication in real-
world deployment scenarios, we need a network of enforce-
ment nodes collaborating with each other. Unfortunately,
deploying and maintaining a network of dedicated enforce-
ment nodes for this purpose is prohibitively expensive [15].
There is a more economically viable alternative. This approach
involves the use of a limited number of dedicated enforcement
nodes, and the employment of a much greater number of SUs’
radios that act as non-dedicated enforcement nodes to greatly
enhance the enforcement capability of the dedicated nodes. We
refer to a network of dedicated and non-dedicated enforcement
nodes as a crowd-sourced enforcement network (CEN). In the
CEN, the SUs use their spare resources to act as enforcement
nodes in exchange for well-defined incentives [16].

We investigate the idea of Crowd-sourced Blind
Authentication of co-channel Transmitters (CBAT) which
refers to the mechanism of the CEN authenticating multiple
co-channel transmitters by extracting the transmitters’ unique
and identifiable information from the received signals at the
PHY layer. Specifically, we consider CBAT in a scenario
where a CEN consists of a data fusion station (DFS),
and a number of dedicated and non-dedicated enforcement
nodes. Note that all nodes in the CEN can be considered
as blind receivers. CBAT proceeds through two phases. In
the first phase of CBAT, each blind receiver extracts the
authentication information from its received signals, and then
sends its results to the DFS. In the second phase, the DFS
performs data fusion to integrate the results collected from
the blind receivers to authenticate one or more transmitters
whose signals have been recorded. Note that in most of the

existing literature on crowd-sourcing in DSS [15], [17], no
authentication/identification signal is embedded in the trans-
mitted signal, and the crowd-sourced receivers try to detect
“anomalies” in the spectrum sensing data with the aim of
detecting rogue transmissions. The aim of CBAT is different;
the blind receivers in CBAT extract the authentication signal
that is embedded in the message signal with high accuracy
under challenging conditions.

In this paper, we propose the very first instantiation of CBAT
called FREquency offset Embedding for CBAT (FREE). In
FREE, the transmitter’s authentication information is embed-
ded into the waveform as a series of controlled frequency
offsets. According to our findings, FREE is very effective
in addressing all of the aforementioned challenges. The main
contributions of this paper are summarized as follows.

1) We propose a transmitter authentication scheme for
DSS called FREE which provides high accuracy and
reliability even when the received signal’s quality is
very poor. This is possible by harnessing the power of
crowd-sourcing and collaborative processing.

2) We illustrate that FREE reliably separates and verifies
authentication signals from multiple simultaneous co-
channel transmissions.

3) We demonstrate the viability of FREE with simulation
results as well as experimental results.

The rest of the paper is organized as follows. In Section II,
we present the model, assumptions and notations utilized
in this paper. We provide a high-level overview of FREE
in Section III. We comprehensively describe the details of
the operations at the transmitter, the blind receiver and the
DFES in Sections IV, V, and VI, respectively. We analyze
the performance of FREE in Section VII, and evaluate FREE
by comparing with the prior art in Section VIII. Section IX
presents the experimental results, and Section X concludes the
paper by highlighting the main contributions.

II. MODEL, ASSUMPTIONS AND NOTATIONS

We consider a network scenario where the transmitters,
intended receivers and blind receivers share the same wireless
network, and are uniformly distributed in a hexagonal cell.

Transmitters: Let there be an authentic SU transmitter that
is allotted a particular channel as per the rules stipulated in
DSS. The transmitter transmits the message signal continu-
ously to communicate with its intended receiver. It utilizes
the cyclic prefix (CP) based orthogonal frequency division
multiplexing (OFDM) for its message signal. The message
signal is transmitted in frames, where each frame contains
two parts—a preamble, and a message data. The preamble
in each frame is utilized by the intended receivers to per-
form time and frequency synchronization. The message data
contains the information which needs to be delivered to the
intended receiver along with the information regarding the
modulation and the encoding of the message data. Let there
be other rogue transmitters which follow the same OFDM-
based communication protocol, but cause interference to the
authentic transmitter by transmitting incessantly at the same
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channel. To enable transmitter authentication, every transmit-
ter adopts a mechanism for embedding its authentication signal
into its message signal. The tamper-resistance techniques are
employed to deter malicious users from circumventing or alter-
ing the embedding process carried out by the transmitter’s
radio [18].

Intended Receivers: The intended receivers readily extract
the preamble and the message data from each frame, and
demodulate and decode the message data. The intended
receivers are not required to alter their conventional message
signaling procedure even after embedding of the authentica-
tion signal in FREE. Hence, we do not discuss the specific
details related to the intended receivers in this paper.

Blind Receivers: The blind receivers are aware of the fact
that OFDM is employed by the transmitters to modulate and
transmit the message signals in frames. The blind receivers
also know the sampling frequency, the length of the Fast
Fourier Transform (FFT), and the length of CP utilized in the
transmitted signals. These parameters are typically standard-
ized as part of the air-interface standard, e.g., IEEE 802.11g.
The blind receivers receive signals with multipath Rayleigh
fading and at a very low MSNR (e.g., below 0 dB). The
multipath propagation is modelled as a tapped delay line [19].
In such a case, the message data in each frame cannot be
processed by the blind receivers. This means that the blind
receivers cannot obtain the information (e.g., modulation and
channel coding techniques) that is required to demodulate and
decode the message signal.

DFS: The DFS utilizes polling-based protocol on a sec-
ondary channel (with good MSNR) with the blind receivers
to obtain the results of the authentication information extrac-
tion procedures at the blind receivers. Further, let there be a
fine-grained clock synchronization between each of the blind
receivers and the DFS. This can be facilitated by the DFS using
the conventional techniques, e.g., distributed primary reference
clock and packet-based time synchronization [20], [21].

Adversary: We assume that a conventional digital signa-
ture scheme is utilized to generate the authentication data,
and the adversary does not know the key used to generate
the signature. This means that the adversary cannot success-
fully launch attacks, such as, tampering with the authentication
data, impersonation attacks and replay attacks. However, the
adversary attempts to perturb the authentication mechanism by
tampering with the data fusion procedure at the DFS.

Notations: In this paper, we assume that in a particular
communication channel, the number of transmitters is repre-
sented by Ny. The i*P transmitter is represented by Tx;, where
i € [1, N¢]. Also, there are N blind receivers receiving the
signals in the communication channel. The j*" blind receiver
is represented by BRx;, where j € [1, N]. A parameter rep-
resented by z;; corresponds to k' frame of the Tx;, and a
parameter represented by Zj;, corresponds to the estimate of
the parameter z;;, at the BRx;. We also utilize the notation x[n]
to represent the n'™ element of the sequence x. We utilize the
values of the parameters given in Table I (unless stated oth-
erwise) for generating the simulation and experimental results
in this paper. These parameter values are obtained from [22],
and used in conventional OFDM-based 802.11 systems.

TABLE I
NOTATIONS AND VALUES OF PARAMETERS USED TO OBTAIN
SIMULATION AND EXPERIMENTAL RESULTS

Notation | Description Value
Fs Sampling frequency 5 MHz
Ly Taps in multipath Rayleigh fading channel 10
K, Length of authentication signal 512
K, Frames used in computing decision variable 10
Ng Number of OFDM symbols in each frame 40
Ny Number of blind receivers 1
Ne¢ Length of CP in each OFDM symbol 16
Ny Length of FFT in each OFDM symbol 64
Ny Number of samples in a frame 3200
N Number of transmitters in a band 1
M, Order of modulation of authentication data 2
M; Order of modulation of message data 4
R; Rate of convolution coding of message data 172
fa FO parameter set by the DFS 2.5 kHz
faik EFO in the kP frame at Tx; +2.5 kHz

Wmj Trustworthiness weight of BRx; 1

III. OVERVIEW OF FREE AND OUR CONTRIBUTIONS

We propose a concrete instantiation of the CBAT concept
called FREquency offset Embedding for CBAT (FREE). FREE
addresses all of the following three challenges: (1) authenticat-
ing received signals with minimal knowledge of the PHY-layer
transmission parameters; (2) authenticating received signals
with multipath fading and very low MSNR; and (3) authen-
ticating signals emitted simultaneously from multiple co-
channel transmitters. Here, we provide an overview of the
operations at each of the entities in FREE, and highlight our
contributions in this paper.

In FREE, the transmitter carries out four major opera-
tions. Firstly, the transmitter generates a sequence of frames
of the message signal using the conventional OFDM proce-
dures employed in modern communication systems. Secondly,
it generates the authentication signal which contains the trans-
mitter’s authentication data. This procedure plays a pivotal
role in FREE because the DFS verifies the authentication
data to uniquely identify the transmitter. The authentica-
tion data, at a minimum, contains information that enables
the enforcement entity to determine the regulator-assigned
identity of the transmitter as well as the regulator-imposed
spectrum access constraints, in terms of frequency, spatial,
and temporal domains. Thirdly, the transmitter embeds the
authentication signal into the message signal by modifying
the frequency offset (FO) of each frame of the message sig-
nal. The frequency offset is induced in such a way that the
authentication signal does not interfere with the decoding pro-
cess of the message signal at the intended receivers. Lastly,
the transmitter transmits the embedded signal using the RF
front-end procedures.

At the blind receiver in FREE, there are four major opera-
tions. Firstly, the blind receiver down-converts and samples
the received signal. Then, it computes a decision variable
by calculating the auto-correlation induced due to the repe-
tition of the training samples in the preamble. Secondly, with
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the decision variable, the blind receiver utilizes a heuristic
algorithm proposed in this paper to determine the number of
transmitters and the location of the start of the received frames
from the transmitters. This is an important step which enables
FREE to address the third challenge of detecting multiple co-
channel transmitters. Thirdly, for each detected transmitter,
the blind receiver estimates the frequency offset embedded
into the frames of the message signal by utilizing the cor-
relation between the CP samples and the corresponding data
samples of the OFDM symbols. Note that the frequency offset
of a frame is estimated at the blind receiver with only lim-
ited knowledge about the transmission parameters. In this way,
FREE addresses the first challenge of blind authentication of
the transmitters. The blind receiver also estimates the time of
arrival of the received frames and the signal to interference and
noise ratio of the received frames. Finally, the blind receiver
communicates the estimated values to the DFS.

At the DFS, there are four major operations. Firstly, from
the reported values of the time of arrival of the received frames
at the blind receivers, the DFS synchronizes the reported
data in time, and estimates the total number of transmitters
in the frequency channel. Secondly, for each transmitter, the
DFS aggregates the values of the estimated frequency off-
sets reported from multiple blind receivers. In this aggregation
procedure, the DFS utilizes the “trustworthiness” weights of
the blind receivers to differentiate between an honest blind
receiver which is reporting honest values of frequency off-
sets, and a rogue blind receiver which is reporting wrong
information to the DFS. Thirdly, the DFS utilizes the aggre-
gated frequency offsets to estimate the authentication signal,
and verify the validity of the authentication data. The collabo-
ration of the blind receivers enabled by the DFS significantly
improves the error performance of the estimated authentication
signal, and addresses the aforementioned second challenge of
robust authentication at very low MSNR. Finally, after each
successful verification, the DFS utilizes a heuristic algorithm
proposed in this paper, and updates the trustworthiness weights
of the blind receivers by comparing their reported frequency
offsets to the true frequency offsets generated from the verified
authentication signal.

In the following three sections, we provide elaborate tech-
nical details of the operations performed at the three entities.

IV. OPERATIONS AT THE TRANSMITTER IN FREE
A. Generate Frames of the Message Signal

The Tx; generates the frames of the message signal using the
conventional OFDM signaling with length of FFT represented
by Ny and length of CP represented by N.. The message
data bits are encoded using a convolution code of rate R;,
and modulated to message data symbols using the quadrature
amplitude modulation (QAM) of order M;. Also, the preamble
is generated by employing the conventional structure utilized
in standards, e.g., IEEE 802.11g and IEEE 802.11af [22]. It
consists of 10 repetitions of a set of short training samples, a
CP guard interval, and two repetitions of a set of long training
samples. The number of samples in the set of short training
samples is equal to Ny /4; in the CP guard interval is equal to

Ny /2; and in the set of long training samples is equal to Ny.
The preamble (with the total length of four OFDM symbols or
5-Ny samples) is appended at the start of the OFDM symbols
with the message data. The total number of OFDM symbols in
a frame is represented by N, and the total number of samples
in a frame is given by N, = N, - (N; + N¢). The sequence
of the samples in k*" frame is represented by s.

B. Generate the Authentication Signal

The Tx; generates an authentication data, represented by
{Ts,1;, Fe, Lj, Ty;, 7; }, which contains a time-stamp, rep-
resented by T%;; a regulator-assigned identity of the Tx;,
represented by [;; a frequency channel allowed for trans-
mission, represented by F'.; a registered location of the Tx;,
represented by L;; a time-interval of operation authorized by
the regulator, represented by T},, and a digital signature,
represented by m;. The signature m; is generated using the
Elliptic Curve Cryptography (ECC) based digital signature
scheme [23], [24]. The authentication data is encoded using
a channel coding scheme to correct the bit inversion errors
and erasures. Finally, a sequence of authentication synchro-
nization bits is appended to generate the authentication signal,
represented by a.

C. Embed the Authentication Signal Into the Message Signal

We propose the following methodology to generate the
embedded frequency offset (EFO) based on the authentication
signal, and then embed the EFOs into the message samples.

1) Modulate Authentication Signal: We utilize a tech-
nique called Frame Frequency Modulation (FFM) where the
frequency offset of each frame of the message signal is mod-
ified (modulated) according to the authentication signal. FFM
of order M, (represented by M,-FFM) is represented by a set
of M, possible frequency offsets corresponding to M, = 29
possible g-bit authentication symbols. Here, an authentica-
tion symbol is defined as a set of g authentication bits, and
is obtained by using g-bit Gray code. The set of EFOs in
My-FFM can be represented by {f,} such that

p—1
Ma—l)’ (M

fpfa'(lz'

where p = 1,2,..., M,, and f, is the maximum positive
EFO that can be used to embed the authentication signal
into a frame of the message signal. The values of M, and
fo are set by the DFS and utilized by all the transmit-
ters. These values play an important role in determining the
robustness of the embedded authentication signal against noise
(see Section VII-B1). Figures 1(a) and 1(b) illustrate the
mapping schemes for 1-bit authentication symbols and 2-bit
authentication symbols, respectively.

2) Embed Authentication Signal: We assume that the num-
ber of authentication symbols obtained by modulating the
authentication signal is represented by K,. In FREE, one
authentication symbol is embedded into one frame of the mes-
sage signal by inducing the corresponding EFO from the set
of EFOs in the FEM. In the k" frame, where k € [1, K,],
the EFO is denoted by f,;;. The samples of the k*™" frame
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(a) (b)
Fig. 1. Mapping of authentication bits to EFO in Mq-FFM. (a) Mg = 2.
(b) Mg = 4.

of the embedded signal (i.e., the message signal embedded
with the authentication signal in the baseband) is computed

f
as e[n] = s[n] - SIE Wn € [0, Ny — 1], where Fj is the

sampling frequency.

D. Transmit the Embedded Signal

The embedded signal is up-converted to the carrier
frequency F. and transmitted. Assuming that the FO induced
due to the inaccurate oscillator at the Tx; is represented by fy;,
the samples of the k*™™ frame of the transmitted signal in the

baseband are given by x[n| = e[n]-¢ 2l 7" ¥n € [0, No—1].

V. OPERATIONS AT THE BLIND RECEIVER IN FREE

A. Down-Convert, Sample and Compute the Decision
Variable

The BRx; down-converts and obtains N, discrete samples

of the received signal at the carrier frequency F.. The n'®
sample of the received signal is represented by
Ir,
rln) = yln) - 2" 4 2, @

where f; represents the FO induced due to the inaccurate
oscillator at the BRx;, and z represents the complex Gaussian
noise with zero mean and variance equal to 0 . Also, the signal
y is computed as y = Ei:l h ® x, where ® represents the
convolution between coefficients of the L;-tap Rayleigh fading
channel k, and the transmitted signal in the baseband x.
Further, considering & as the assumed start of the first frame
in the received signal, the BRx; segments the received samples
into K, frames, where K, = [va 2 |. Here, |v] denotes the
largest integer less than or equal to v. For each k € [1, K],
the auto-correlation induced due to the repetition of the short
and long training samples in the preamble [25] is computed
as Pig. For each & € [0, N, — 1], a decision variable is
obtained by computing the average of the auto-correlation over

the K, frames as ¥j[a] = M where lvl denotes the
absolute value of v. Note that t0 perform real-time process-
ing, an intended receiver traditionally utilizes the individual
value of the auto-correlation in each frame for synchronization.
However, this mechanism is not suitable for synchronization at
very low MSNR. In FREE, the averaging over multiple frames
enables the BRx; to robustly estimate the frame boundaries at
very low MSNR.

Figure 2 shows an example which illustrates the values of
the decision variable corresponding to different values of the
assumed start of the first frame & when the signals from
two co-channel transmitters are received at the BRx;. The
MSNRs of the signals from two transmitters are equal to

1N o o
S ) ©
T T T

o
[N}

Decision variable (¥;)

o]

0 500 1000 1500 2000 2500 3000
Assumed start of the first frame (&)

o

Fig. 2. Decision variable vs. assumed start of the first frame.

Algorithm 1 Transmitter Detection Algorithm
1) Seti =1, and Aji = !pj.

» e *IAﬂ[ ]

2) Compute a mean value, \j; = , and set a
threshold, T= 2 Nji.

3) Compute ﬁﬂ = argmaxg Ajilal.

4) If Agz[ﬁﬂ] > T, set ﬂ]l as the start of the frame from 72
transmitter; otherwise, set th =4 — 1 and exit. In this
step, the BRx; detects a transmitter and a corresponding
peak in the values of ¥;.

5) Set Aj(iJrl) = Agz R

6) Set Aj(i+1)[&] = )\jz’, for each a = [6]’1’ -5 Nf/2 +
1, Bji +5- Ny /2]. Here, the BRx; removes the peak and
the corresponding hill by setting their values equal to
the mean value.

7) Seti = i+1 and go back to Step 2.

0 dB and —3 dB. Other PHY-layer parameters for generat-
ing the transmitted signals are shown in Table I. In this figure,
we observe that there are two conical hills at @ = 500 and
a = 1000 corresponding to the signals from two transmitters.
We also note that the width of the hill is equal to the length
of the preamble, i.e., S'Nf samples.

B. Detect Transmitters and Their Frame Boundaries

Driven by the observations from Figure 2, we propose
Algorithm 1 to detect the number of transmitters, represented
by th, and the start of the first received frame from the
transmitters, represented by ﬁﬂ, for all ¢ € [1, th]

Algorithm 1 detects multiple transmitters by detecting
multiple conical hills in the values of ¥;. For each detected
transmitter, ¢ € [1, th] the number of frames received at
Nr Bii

the BRx; is obtained as Krj = |
corresponding to the k*" frame are represented by

|, and the samples

u[n] :r[k~No+§ﬁ+n]7 Vnelo,Ng—1. (3

C. Estimate the Parameters

For each frame of each detected transmitter, the BRX;
estimates the following three parameters.

1) Time of Arrival: Let the BRx; start the detection at time
represented by T’;. Hence, the time of arrival of the kth
frame of the 7' transmitter, represented by ?ﬂk is computed
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as ?ﬂk =Ty +Ts Eﬂ + Ts- N, -k, where Ty is the sampling
time which is computed as Ts = 1/Fs.

2) Embedded Frequency Offset: Note that the true
frequency offset of the received signal at the BRx; from the
Tx; is given by foiir, = faik + fti + frj- Hence, the frequency
offset in the frame of the message signal has one constant part,
represented by fiji = fi; + frj, and a variable part, given by
the EFO f,;;.. Through the followmg steps, the BRx; obtains
the estimate of f,;, represented by fmﬂ, and the estimate of
fair> represented by fﬂk For each frame, the BRx; computes
the auto-correlation induced due to the repetition of samples
in the CP samples and the corresponding data samples as

Ny—1N.—1
Py (Ny + N,
Na o % nzo (N + Ne) + n]
x w[l- (Nf + Ne) + Ny +n]. 4)

The frequency offset for k' frame is estimated as ?Oﬂk =
27r N Z Py, where Z v denotes the polar angle of the complex
number v. Further, the estimate of the constant part of the

Zk =1 f()]lk
K

frequency offset is computed as fmﬂ = . For each

‘7 —~
ke [1, K,«j], the estimate of the EFO is obtained as fj;, =

f ojik — f myi-

3) Authentication Signal to Interference and Noise Ratio
(ASINR): The BRx; utilizes the auto-correlation in the received
samples to estimate the message signal to interference and
noise ratio (MSINR) of the received frame [26]. Let the esti-
mate of the MSINR corresponding to k™ frame be represented
as pj;;,- Hence, the estimate of the ASINR [27] corresponding
47%-Ne-Na- NP2 0,5

ik
Jik = FZ2 -

th
to k" frame is computed as o Tt

D. Communicate the Parameters

After computing the estimated values of the parameters,
the BRx; communicates the set of the estimated values, Tep-
resentedAby Dji, = {t Zk,fﬂk, Ok}, for all 7 € [1, Nt]]
k € [1, Ky], to the DFS.

VI. OPERATIONS AT THE DFS IN FREE

A. Synchronize the Reported Data and Detect Transmitters

In FREE, for the center frequency F'., the DFS receivesA the
set of estimated values Dj;p, for all j € (1, Np], i € [1, Ny],
k € [1, Kyj]. The DFS determines the number of transmitters
to be N; by evaluating the number of unique values of the
time of arrival of the first frame, tﬂl, for all j € [1, Np],
i € [1, Nt]] Further, the DFS segregates the set of esti-
mated values Dj;p corresponding to each of the detected
transmitter. Let each of the Nj blind receivers report KaZ
frames corresponding to the i*M transmitter. We assume that
K, < Ky < 2- Kg, so that one complete sequence of K,
authentication symbols is successfully received at the DFS.

B. Aggregate the Reported Data

For all k£ € [1, K, «i], the DFS merges the reported frequency
offsets to obtain an aggregated estimate of the EFO as

Algorithm 2 Trustworthiness Weight Update Algorithm

1) Compute 1 = % — Ok - M for each j €

[1, Np]. Note that the expected value of p; is O
Ny- H]

2) Calculate a normalized parameter v; = —x——;, for
each j € [1, N,]. Note that the expected value of v

is 1.
3) Finally, for each j € [1, N], update the trustworthiness
m-wmj—i-l/j

weight as W, 11); = — 47

7o 53204 Wiy Gy ik
ik > N:bl Wing T jik

corresponding to the trustworthiness of the reported values of
the blind receiver, BRx;, as perceived and computed by the
DES (see Section VI-D). Note that without these trustworthi-
ness weights, the data aggregation becomes the conventional
maximal ratio combining (MRC) [28]. In FREE, the trustwor-
thiness weights are employed to make the data aggregation

procedure robust against Byzantine attacks [29].

, Where wp,; represents a weight value

C. Demodulate, Decode and Verify the Authentication Signal

For each k € [1,AIA(M}, the DFS maps the aggregated esti-
mate of the EFO f,;; to the closest one among {f,}, for
p = 1,2,..., M,, given by equation (1), and obtains the
estimate of the authentication symbol embedded in the trans-
mitted frame. Then, the DFS concatenates the estimated g-bit
authentication symbols to obtain the bits of the authentication
signal. After synchronizing using a local copy of the authen-
tication synchronization bits, and detecting and correcting any
bit inversion errors and erasures in the estimated authen-
tication bits, the estimated authentication data is obtained.
Further, the estimates of the contents of the authentication data
G.e., Tsi, I;, Fe, L;, Ty,;, and m;) are extracted from the esti-
mated authentication data, and then verified using the digital
signature verification procedure.

D. Update the Trustworthiness Weights

After the successful completion of each verification pro-
cedure by the DFS, the trustworthiness weights are adjusted
based on the accuracy of the estimated EFOs reported by each
blind receiver. The blind receivers’ trustworthiness weights
are initialized as wy,; = 1, for m = 0 and Vj € [1, N].
Note that a digital signature can only be correctly verified
if all the bits in the digital signature are estimated correctly.
This means that if the digitally signed authentication data is
verified as valid, then the DFS knows exactly all the bits
of the authentication signal; and the corresponding values of
the true EFOs f,;.. Hence, after the successful verification
of (m + 1)' authentication data, the DFS utilizes the true
values of the EFOs f,;. as feedback information for updat-
ing the trustworthiness weights wy,;, Vi € [1, Ny], using
Algorithm 2.

To present the functioning of Algorithm 2, we provide the
following three illustrative scenarios. In the first scenario, an
honest BRx; reports low values of ASINRs along with the
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actually estimated values of the EFOs. In this scenario, there
can be significant difference between the true EFOs and the
reported EFOs. However, since the reported ASINRs are low,
5 may still have a low absolute value, and v; may still have a
value close to 1. Hence, the updated weight Wimt1)j remains
close to wy,;. This means that the trustworthiness weight of
an honest BRx; does not change significantly due to wrongly
reported data at low ASINR.

In the second scenario, a rogue BRx; reports incorrect values
of the estimated EFOs, and provides low values of ASINRs
to ensure low value of pj. In this scenario, the trustwor-
thiness weight of the rogue BRx; may remain unchanged.
However, due to low ASINRs, the rogue BRx; cannot sig-
nificantly impact the aggregate estimate of the EFOs ]Afm-k
(discussed in Section VI-B). In the third scenario, a rogue
BRXJ' reports incorrect values of the estimated EFOs. Also, it
may either report actually received ASINRs or incorrectly pro-
vide high values of ASINRs to affect the aggregate estimate
of the EFOs. In this scenario, u; will have a large absolute
value, and v; will have a small value. If the value of v; is
less than the value of the current weight wy,;, the updated
weight w(,,, 1 1); is set to a lower value than wy,;. In this way,
the DFS lowers the trustworthiness weight of the rogue BRx;
after an incorrect set of reported data at high ASINR.

VII. ANALYSIS OF FREE
A. Detection Performance of Transmitters

In FREE, each blind receiver detects the frame bound-
aries of the signals received from multiple transmitters using
the auto-correlation induced by the training samples. After
merging the reported time of arrival data from all the blind
receivers, the DFS makes the final decision of the detection
of transmitters. Hence, a transmitter is detected at the DFS if it
is detected by at least one of the blind receivers. Considering
that the detection of a transmitter in FREE involves multiple
steps, it is prohibitively complex to find a closed-form expres-
sion for its performance. Therefore, we evaluate the detection
performance through simulation.

Figure 3 presents the effect of overlap of the training sam-
ples of two transmitters, Tx; and Txp, on their probability of
detection at a blind receiver. In this simulation, ten continuous
frames from both the transmitters overlap in time such that the
start of the first frame of Txy is fixed at the time corresponding
to 10010 sample, while the start time of the first frame of Tx;
is varied from 15¢ sample to 3200th sample. Here, the MSNR
of the signals received from Tx; and Tx, are set to —3 dB
and 0 dB, respectively. In Figure 3, we observe that Txp (with
higher MSNR) is detected with high probability irrespective of
the amount of overlap of the training samples. For Tx;, when
the training samples do not overlap, the detection performance
remains relatively consistent. However, when the training sam-
ples overlap, the Tx; is not detected by the blind receiver. This
is because according to the Step 6 in the Algorithm-1, when
the Tx, is detected, the values of the decision variable corre-
sponding to the training samples of Txp are set to the mean
value of the decision variable. This procedure also removes the

-
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Fig. 4. Effect of crowd-sourcing on the detection performance.

conical hill corresponding to Tx; in the values of the decision
variable.

Although the detection procedure employed in FREE is
robust against multipath fading and channel noise, it limits
the detection performance at one blind receiver. However,
in a crowd-sourced network, different blind receivers (due
to their spatial distribution) may receive the signals from
the co-channel transmitters at different fading coefficients
and MSNRs. Hence, different transmitters can be detected
at different blind receivers with high probability, and all the
transmitters in a channel can be detected at the DFS with high
probability when a sufficiently large crowd-sourced network
is utilized. This observation is verified through Figure 4
which presents the effect of crowd-sourcing on the aver-
age probability of detection of a transmitter at the DFS in
FREE. In the figure, we observe that the effect of co-channel
interference on the probability of detection can be mitigated
by crowd-sourcing.

B. Error Performance of the Authentication Signals

1) One Transmitter: We theoretically evaluate the error
performance of the authentication signal for a typical scenario
when there is no co-channel interference, no multipath fading,
and the frame boundaries have been perfectly estimated at the
DFS. In this scenario, the mean square error (MSE) of the
frequency offset estimated at the DFS is lower bounded by
the following Cramer-Rao Lower-Bound (CRLB) [27]

1 F2 1 2
CRIB= ————— . 5 . [ o 4+ 2|, (5)
87r2NaNch Nf2 <p(2i pd>

where p,; represents the average of the MSNR received at
the blind receivers. Further, an error in the authentication
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authentication signal.

symbol received at the DFS occurs when the mapping of
estimated EFO, fy;, to the closest one among {f,}, for
p =12 ..., M,, leads to a different EFO as compared to
the transmitted EFO, f,;.. This happens when the error in
the estimate of the EFO exceeds the magnitude of half of the
dAifference between two consecutive EFOs in M,-FFM, i.e.,
|faik — fair] > % Using the lower bound on the MSE, the
lower bound on the bit error rate (BER) of the authentication
signal at the DFS is computed as

Pey = 1 - erfe 1 . i (6)
2 CRLB 2'(Ma_1)2 ’

where erfc represents the complementary error function.
The equations (5) and (6) can be readily utilized to analyze the
effects of different parameters on the error performance of the
authentication signal.

In FREE, the EFOs in the frames of the message signal
are estimated using the correlation properties between the CP
samples and corresponding data samples. This means that
the change in the correlation among those samples due to
multipath fading and noise may hamper the estimation of the
EFOs. Figure 5 presents the BER of the authentication sig-
nal vs. MSNR curves in FREE for different number of blind
receivers, Nj. In the figure, we observe that multipath fading
significantly increases the BER of the authentication signal.
However, the effect of multipath fading on the BER can be
significantly mitigated by crowd-sourcing, i.e., by increasing
Nj. We also observe that the black curve with triangle markers
representing the theoretical BER lower bound closely matches
the curve representing the simulated BER with the same values
of the parameters.

Figure 6 presents the BER of the authentication signal vs.
MSNR curves for different values of f, and M, utilized in
FREE. We observe that as the value of f, is increased, the
BER of the authentication signal decreases. This is because by
increasing the value of f;, we effectively account for a larger
margin of error in the estimation of the EFO. However, in the
existing standards describing PHY-layer specifications, there
is a limited margin allowed for the carrier frequency offset in
the message signals at the transmitters [22]. Hence, we need to
ensure that fy; + f, < F,, where F, is the allowed frequency
offset as per the standard. In Figure 6, we also observe that as
the value of M, increases, the BER of the authentication signal
increases. Note that FREE with M, = 2 can carry only one
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Fig. 6. Effect of fo and M, on the BER of the authentication signal.

authentication bit per frame of the message signal, but FREE
with M, = 4 can carry two authentication bits per frame of
the message signal. This means that the rate of transmission
of one complete authentication bit sequence is increased by
increasing the value of M,. Hence, the value of M, leads
to a trade-off between the error performance and the rate of
transmission of the authentication signal.

2) Multiple Co-Channel Transmitters: Significant undesir-
able modifications in the correlation between the CP samples
and corresponding data samples may be caused by co-channel
transmissions in addition to multipath fading and imperfect
detection at the blind receivers. However, in FREE, as a
result of collaborative detection by multiple blind receivers,
the transmitted signals are received with different channel
conditions at different blind receivers. Due to this diversity,
signals simultaneously emitted from multiple co-channel trans-
mitters can be detected and their EFOs can be extracted at
different blind receivers. By aggregating the results from these
blind receivers, it is possible for the DFS to authenticate the
multiple co-channel transmitters. This is the most important
characteristic of FREE that distinguishes it from prior art.

To evaluate FREE in this case, we utilize a parameter called
“verification rate” which is defined as the ratio between the
number of successfully verified digital signatures (see 7; in
Section IV-B) in the authentication data and the total num-
ber of received digital signatures in the authentication data at
the DFS. Figure 7 presents the average verification rate of the
authentication data vs. MSNR for different values of the num-
ber of co-channel transmitters /Ny, and the number of blind
receivers Nj. In this simulation, we utilize the conventional
(63,53) Reed Solomon code for channel coding to correct the
errors in the authentication bits. In the figure, we observe that
if there is only one blind receiver, then the authentication data’s
verification rate is low at very low MSNR and in the presence
of co-channel interference. However, the interference from the
other co-channel transmitters can be significantly mitigated
through crowd-sourcing, i.e., by increasing Np.

C. Security: Robustness Against the Byzantine Attack

In the context of crowd-sourced enforcement network uti-
lized in FREE, a Byzantine attack represents a scenario in
which a subset of the blind receivers (called rogue blind
receivers) provides intentionally incorrect estimates of the
EFOs to the DFS. In FREE, the trustworthiness weights
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are employed to make the data aggregation algorithm robust
against Byzantine attacks. Figure 8 shows the authentication
signal’s BER vs. MSNR curves for FREE in two scenarios—
when the number of rogue blind receivers, N, is one or zero.
The total number of blind receivers is four, i.e., N, = 4. The
figure also presents the same curves for the conventional MRC
algorithm as a benchmark. Here, a rogue blind receiver does
not report the correct estimates of EFO for half of the total
number of EFO estimates; the reported values of the EFO
are randomly selected from the range of possible values of
EFO at the rogue blind receiver. In the figure, we observe that
when N,;, = 1, FREE clearly outperforms MRC. This result
can be attributed to the fact that MRC has no mechanism for
mitigating the impact of incorrectly reported values (i.e., the
Byzantine attack). Note that the feedback information utilized
by FREE’s algorithm is the primary contributor to FREE’s
robustness against the Byzantine attack.

D. Delay in the Verification of the Authentication Signal

Here, we illustrate that FREE can satisfactorily ensure
successful verification of the authentication signal under real-
world delay constraints. For the following illustration, we
consider the specifications of the software defined radio wire-
less regional area network in IEEE 802.22 standard [30].
Specifically, we consider that the duration of a transmitted
frame (frame size) is 10 milliseconds (ms), and the nominal
data rate of a secondary channel between the blind receiver
and the DFS is set to 1 Mbps.

Let each of the components of the authentication data (i.e.,
Ty, I;, Fe, L; and T};) be represented by 32 bits. The rec-
ommended length of the ECC-based digital signature m; is

10 ms
50 us
R
— @ <@ >
Frame - 1 Frame - 2
< 4 4 >
Frame - 1 Frame - 2

Il TOA reported by Blind Receiver - 1
@ TOA reported by Blind Receiver - 2
3 TOA reported by Blind Receiver - 3
A TOA mapped at the DFS

Fig. 9. An illustration presenting the time of arrival (TOA) reported by blind
receivers and TOA mapped by the DFS.

259 bits [23]. Hence, along with the authentication synchro-
nization bits and channel coding, the authentication signal
can be represented by 512 bits. This means that in FREE,
the transmitter’s authentication signal can be transmitted in
(512 x 10/1000 = 5.12) seconds. Further, let each of the
components of the reported data (i.e., /t\jz-k, Fiik» Tji;) by the
blind receiver be represented by 32 bits. Hence, the reported
data corresponding to one instance of the authentication sig-
nal of a transmitter can be transmitted to the DFS through the
secondary channel in (512 x 96/ 106 = 0.0492) second.

Further, in FREE, let the DFS periodically broadcast a ref-
erence signal on the secondary channel. Using this reference
broadcast, the blind receivers synchronize their data aggre-
gation and reporting procedure with the DFS. Considering
different types of delay (e.g., the clock jitter, and differences in
acquisition, processing and travel time among multiple nodes)
involved in this synchronization mechanism, the worst-case
time misalignment between the DFS and the blind receivers
can be limited to less than 25us [20], [21]. This means that
the worst-case time misalignment between the time of arrival
values (of a frame transmitted by a transmitter) reported by
any two blind receivers is limited to 50us which is signifi-
cantly less than the frame size (10 ms). Hence, for each frame,
the DFS can readily map the TOA values reported by dif-
ferent blind receivers to a mapped TOA which is utilized to
synchronize their reported data. An illustrative example (with
three blind receivers and the DFS) of this synchronization
mechanism is presented in Figure 9.

Our experiments (discussed in Section IX) suggest that
the DFS can readily collect the authentication signal from
the blind receivers, and authenticate it within six seconds.
Note that in the dynamic spectrum management framework
proposed by FCC for 3.5 GHz band, Citizen Broadband
Radio Service (CBRS) must check the status of the avail-
able frequency channels and report any changes in every
60 seconds [31]. Hence, the required time to authenticate
a transmitter in FREE is within the technical requirements
suggested by FCC.

E. Incentives for Crowd-Sourced Blind Receivers

The design of FREE enables SUs in the DSS paradigm
to act as crowd-sourced blind receivers. These SUs need to
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invest significant computational, communication and memory
resources for the extensive set of operations required at blind
receivers as discussed in Section V. Hence, SUs need to be
sufficiently compensated with appropriate incentives to moti-
vate them to participate in the enforcement network. In DSS,
incentives can be provided through two methods: spectrum
access opportunities and monetary credits. In the first method,
the channel allocation strategy in DSS may allow the crowd-
sourced SUs to access the spectrum for additional amount of
time. For instance, the time made available by revoking the
transmission rights of the rogue transmitter can be utilized for
this purpose. In the second method, the penalty amount col-
lected from rogue transmitters can be paid to crowd-sourced
SUs. Note that when the two methods are employed with
FREE, the incentives can be commensurate with the trustwor-
thiness weights of SUs. A detailed discussion on incentives
in the crowd-sourced enforcement networks is out of scope
this work, and the readers are referred to [15], [16], [32] for
further readings on this topic.

VIII. COMPARISON WITH THE PRIOR ART

To evaluate FREE, we compare its performance with two
benchmarks—viz., FEAT [7] and Gelato [5]. We select FEAT
and Gelato since they, like FREE, support blind receivers and
are backward-compatible with the PHY-layer of the intended
receivers. In all the three schemes, FREE, FEAT and Gelato,
the message signal is generated using the parameters shown
in Table I. In FREE and FEAT, the authentication signal is
embedded into the message signal by modifying its frequency
offset. Note that the procedures for embedding the authentica-
tion signal are the same in FREE and FEAT, but the procedures
for extracting the authentication signal are different. In Gelato,
the authentication signal is embedded into the transmitted
OFDM signal by repeating 12 message data symbols over the
sub-carriers to generate a cyclo-stationary signature. In all the
three schemes, by design, one bit of the authentication signal
is embedded into each frame of the message signal.

Overhead: This attribute includes the evaluation of the sig-
nificantly disadvantageous changes related to various aspects,
including the computational complexity of the transmitter
and the intended receivers; the transmission power and the
throughput of the message signal at the transmitter; and the
BER of the message signal at the intended receiver. In FREE
and FEAT, the transmitter embeds the frequency offset into
the message signal through simple vector multiplication over
each frame. This means that no significant computational over-
head is incurred at the transmitter. Also, there are no changes
in transmission power and message throughput at the trans-
mitter. FREE and FEAT do not impact the BER performance
of the message signal at the intended receiver. In Gelato, the
computational overhead to embed the authentication signal at
the transmitter is non-significant. However, since 12 out of 64
message data sub-carriers are loaded with redundant symbols,
the message throughput is significantly reduced. Gelato does
not negatively impact an intended receiver’s BER performance.

Compatibility: This attribute recognizes the changes to the
demodulation and decoding procedures needed at an intended
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Fig. 10. BER performance in FEAT, Gelato and FREE.

receiver. This is an important criterion in terms of evaluat-
ing a scheme’s real-world validity, because a non-compatible
scheme would require all receivers (including those that do
not need to authenticate the received signals) to modify
their demodulation/decoding procedures, which would be pro-
hibitively expensive in some cases. In the existing air-interface
standards, there is a margin of error allowed for the carrier
frequency offset (CFO) in the message signals due to inac-
curate oscillators at the transmitters and the receivers. For
instance, as per the IEEE 802.11g standard [22], a CFO of less
than 25 ppm of the carrier frequency is allowed. This means
that for signals transmitted at 2.4 GHz, a CFO of £60 kHz is
allowed. FREE and FEAT are designed to function correctly
within the allowed CFO margin of error, and hence they are
compatible with the legacy receivers. Although Gelato is com-
patible with the PHY-layer of the legacy receivers, it is not
compatible with the upper-layers. For correct decoding of the
message data, Gelato requires the message decoding procedure
at an intended receiver to be modified to discard the redundant
symbols at the 12 sub-carriers.

Authentication Signal’s Error Performance: In Figure 10,
we compare the BER performance of the authentication sig-
nal in FREE, FEAT and Gelato. In this figure, we observe
that the collaborative authentication performed by multiple
blind receivers provides FREE with a noticeable advantage
over the other two schemes in terms of the BER. This
advantage becomes more pronounced as the number of blind
receivers, Np, is increased. Note that unlike FREE, FEAT
and Gelato were not designed to support the crowd-sourced
authentication.

Authentication of Multiple Co-Channel Transmitters:
In real-world scenarios, the enforcement entity may need
to authenticate signals being transmitted simultaneously
from multiple (possibly rogue) co-channel transmitters.
Unfortunately, FEAT and Gelato were not designed to func-
tion correctly under such circumstances. However, our find-
ings show that FREE can reliably authenticate transmit-
ters even under such challenging conditions. This is the
most distinguishing feature of FREE when compared to the
prior art.

IX. EXPERIMENTAL VALIDATION

To evaluate the validity of FREE in a testbed envi-
ronment, we implemented FREE on Universal Software
Radio Peripheral (USRP) radio boards. We used National
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Instruments’ LabVIEW as the system-design platform to con-
figure the USRP radios. The parameters provided in Table I
were utilized by two USRP transmitters to generate the mes-
sage signals, embed them with the authentication signals, and
transmit the embedded signals over-the-air at 900 MHz. Two
USRP blind receivers were utilized to receive and extract the
authentication signals. The USRP radios were placed at ran-
dom locations in an indoor lab facility. A PC was used as the
DFS. The PC was also utilized to generate the time-stamps
for recording the time of arrival of the reported data from the
USRP blind receivers.

We faced with two challenges during our experiments
at very low MSNR. Firstly, the USRP radios suffered
from low receiver sensitivity. Secondly, the distances among
the radios were limited as the radios needed to be con-
nected to the PC running the LabVIEW application through
network cables. Hence, the channel conditions experienced
by the signals received at the blind receivers in our experi-
ments were limited to additive Gaussian noise (without any
fading).

In our experiments, we were able to verify that using the
proposed techniques in FREE, the blind receivers were able to
detect two co-channel transmitters (that are transmitting simul-
taneously) with high accuracy. Further, Figure 11 shows the
performance of FREE in the LabVIEW implementation exper-
iments in terms of verification rate of the authentication signals
from two co-channel transmitters. In this figure, we observe
that the verification rate in FREE with two blind receivers is
significantly better than that with one blind receiver, specif-
ically at low MSNR. For instance, at the average MSNR of
—4 dB, the DFS is able to verify the two transmitters with
accuracy around 10% when Nj, = 1, and around 55% when
Np = 2. Figure 11 also includes the curves obtained from
MATLAB simulations as benchmarks. We can observe that
the LabVIEW implementation’s curves closely track those of
the simulations.

X. CONCLUSION

In this paper, we proposed a novel CBAT scheme called
FREE. Using theoretical analysis, simulations, and experimen-
tal results, we showed that FREE can reliably authenticate
multiple transmitters that are transmitting simultaneously in
the same channel.
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