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ABSTRACT

Recent advances in spectrum access technologies, such as
cognitive radios, have made spectrum sharing a viable op-
tion for addressing the spectrum shortage problem. How-
ever, these advances have also contributed to the increased
possibility of “hacked” or “rogue” radios causing harm to the
spectrum sharing ecosystem by causing significant interfer-
ence to other wireless devices. One approach for countering
such threats is to employ a scheme that can be used by a
regulatory entity (e.g., FCC) to uniquely identify a trans-
mitter by authenticating its waveform. This enables the
regulatory entity to collect solid evidence of rogue transmis-
sions that can be used later during an adjudication process.
We coin the term Blind Transmitter Authentication (BTA)
to refer to this approach. Unlike in the existing techniques
for PHY-layer authentication, in BTA, the entity that is
authenticating the waveform is not the intended receiver.
Hence, it has to extract and decode the authentication sig-
nal “blindly” with little or no knowledge of the transmis-
sion parameters. In this paper, we propose a novel BTA
scheme called Frequency offset Embedding for Authenticat-
ing Transmitters (FEAT). FEAT embeds the authentication
information into the transmitted waveform by inserting an
intentional frequency offset. Our results indicate that FEAT
is a practically viable approach and is very robust to harsh
channel conditions. Our evaluation of FEAT is based on the-
oretical bounds, simulations, and indoor experiments using
an actual implementation.
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1. INTRODUCTION

In the shared spectrum access model, the secondary users
(i.e., users with secondary access priority) employ cognitive
radio and /or other advanced technologies to access the spec-
trum opportunistically [10]. Unlike legacy radios, these tech-
nologies enable a user to readily re-configure the transmis-
sion parameters, allowing for greater flexibility, but such a
feature also increases the possibility of malicious or “rogue”
transmitters that pose a serious threat to other transmitters.
Here, a “rogue” transmitter is defined as a non-compliant
transmitter that violates regulator-prescribed spectrum ac-
cess rules. One approach for deterring rogue transmissions
is for a regulator (e.g., FCC’s Enforcement Bureau) to have
the capability to uniquely identify or authenticate “rogue”
transmitters [22]. However, the regulator that is attempt-
ing to identify the non-compliant transmitter is not the in-
tended receiver. Hence, we refer to such a receiver as a
“blind receiver”. As the name implies, the blind receiver has
little, if any, knowledge about the communication parame-
ters needed to demodulate and decode the detected signal.
Hence, the blind receiver would need to carry out transmit-
ter authentication at the PHY-layer, where the least amount
of knowledge of the communication parameters is needed to
authenticate the transmitter. We coin the term Blind Trans-
mitter Authentication (BTA) to refer to the problem of au-
thenticating a transmitter by extracting its unique, identi-
fiable information from the received signal with [little or no
knowledge of the transmission parameters.

For BTA to be a viable approach for spectrum access
enforcement, all transmitters should be mandated to em-
ploy a mechanism for embedding an authentication signal—
which contains the identity of the transmitter and possibly
a certificate of compliance (e.g., FCC Declaration of Con-
formity)—into the message signal (which contains the data
that the transmitter wants to send). Also, tamper resistance
techniques should be employed to prevent hackers from cir-
cumventing this embedding mechanism. In this paper, we
assume that such mechanisms are incorporated into each
radio used by a secondary user.

We want to emphasize that there are a few important
differences between BTA and the conventional PHY-layer
authentication problem |[25| [32]. In the latter problem, it
is assumed that the receiver (that is authenticating the sig-
nal) has complete knowledge of the transmission parame-
ters, whereas in the former problem, the receiver is “blind”.
Moreover, most, if not all, of the PHY-layer authentication
schemes are designed to work when the received signal’s



signal to interference and noise ratio (SINR) is sufficiently
high—e.g., high enough to demodulate and decode the mes-
sage signal correctly. Because a blind receiver is not the “in-
tended” receiver, it may need to carry out BTA at a location
where the SINR is very low with significant multipath fad-
ing. Conventional PHY-layer authentication schemes would
perform very poorly under such conditions. An ideal BTA
scheme satisfies three requirements: (1) It incurs minimal
overhead in terms of the message throughput and transmis-
sion power; (2) It enables a receiver to “blindly” extract the
authentication information from the signal with little or no
knowledge of the transmission parameters; and (3) Authen-
tication can be performed under very harsh conditions (i.e.,
low SINR and significant multipath fading).

In this paper, we propose a BTA scheme called Frequency
offset Embedding for Authenticating Transmitters (FEAT).
To the best of our knowledge, FEAT is the first scheme that
satisfies the three requirements of an ideal BTA scheme.
FEAT modifies the frequency offset of each frame of the
message signal to embed the authentication signal into the
message signal. This is achieved in such a way that the
authentication signal does not interfere with the decoding
process of the message signal. Also, the authentication sig-
nal can be estimated at the blind receiver with only limited
knowledge about the transmission parameters by estimating
the frequency offset of each frame.

This paper’s main contributions are summarized below.

e We have defined the BTA problem, and described how
it differs from the conventional PHY-layer authentica-
tion problem.

e We propose a BTA scheme called FEAT. We have
demonstrated that FEAT is the first scheme that satis-
fies all of the required criteria of an ideal BTA scheme.
According to our results, FEAT outperformed the ex-
isting PHY-layer authentication approaches in all of
the performance criteria that were considered.

e We have evaluated FEAT using simulation results and
theoretical analysis. In addition, we have verified the
validity of FEAT by carrying out experiments with an
actual implementation.

The rest of the paper is organized as follows. We provide
the related work in SectionPland describe the technical back-
ground in Section[3] We discuss the proposed scheme in Sec-
tion@ and analyze it in Section We evaluate the proposed
scheme by comparing with the prior art in Section [f] We
discuss a prototype implementation of the proposed scheme
in Section [7] Section [§ concludes the paper by highlighting
the main contributions.

2. RELATED WORK

PHY-layer authentication schemes can be broadly divided
into two categories: intrinsic and extrinsic approaches. The
schemes in the first category utilize the transmitter-unique
“intrinsic” characteristics of the waveform as unique signa-
tures to authenticate/identify transmitters. They include
RF fingerprinting, and electromagnetic signature identifi-
cation (5| |8, [14] 27]. Although these intrinsic approaches
have been shown to work in controlled lab environments,
their sensitivity to factors—such as temperature changes,
channel conditions, and interference—limit their efficacy in
real-world scenarios. The schemes in the second category
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(Unaware Receiver)
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\r Eve
(Adversary)

Figure 1: Authentication scenario.

enable a transmitter to “extrinsically” embed an authenti-
cation signal (e.g., digital signature) in the message signal
and enable a receiver to extract it. Such schemes include
PHY-layer watermarking |7} [11} 13| [16] and transmitter au-
thentication |17, |20} 21} |25} {28} |29} |32]. On one hand, the
intrinsic approaches require the blind receiver to have only
a little knowledge about the transmission parameters to au-
thenticate the transmitter, but they are limited by their low
robustness against noise and security attacks [9]. On the
other hand, the extrinsic approaches can be made highly ro-
bust against noise and security threats, but they require the
blind receiver to have complete knowledge about the trans-
mission parameters. Hence, the authors in [31] propose an
authentication scheme in which the authentication signal is
embedded into the message signal extrinsically to modify
an intrinsic characteristic (cyclo-stationary signature) of the
message signal. This enables the blind receiver to decode the
authentication signal with high robustness with only a lit-
tle knowledge about the transmission parameters. However,
this scheme achieves authentication at the cost of loss in the
message throughput.

3. TECHNICAL BACKGROUND

3.1 Models and Assumptions

Network Model: We assume that Alice, Bob, Charlie,
Dave and Eve are five users which share the same wireless
medium, as shown in Figure [[] Alice intends to transmit
messages to Bob and Charlie via the wireless medium as
per the rules established for dynamic spectrum sharing. Al-
ice utilizes cyclic prefix based orthogonal frequency-division
multiplexing (CP-OFDM) for its message signals, but can
reconfigure its PHY-layer parameters as per the require-
ments for the wireless medium [26]. OFDM is an spectrum
efficient modulation scheme used in high bit-rate wireless
communications, e.g., IEEE 802.11a. Alice conveys the in-
formation about these parameters to Bob as well as Charlie
so that they can demodulate and decode Alice’s message sig-
nal. Dave (a.k.a. “blind receiver”) represents a regulatory
entity that needs to authenticate Alice. Suppose Alice and
Dave have agreed on a keyed authentication scheme that
enables Dave to blindly authenticate the waveforms that he
receives from Alice. For this to work, we must require Alice’s
radio to embed an authentication signal into her message sig-
nal’s waveform using the agreed authentication scheme, and
Dave must have the capability to extract and decode the
authentication signal from the received signal. We assume
that tamper-resistance techniques are employed to deter ma-



licious users from circumventing or altering the embedding
process carried out by Alice’s radio [19, 24, 30]. Bob (a.k.a.
“aware receiver”) has knowledge about the authentication
scheme and can decode the message signal as well as the
authentication signal from the received waveforms. Charlie
(a.k.a. “unaware receiver”) does not know the authentica-
tion scheme and cannot authenticate Alice’s waveforms, but
should be able to demodulate and decode Alice’s message
signal. Eve represents an adversary, and she is able to launch
various types of attacks against Alice, e.g., extracting iden-
tity of Alice from the authentication signal, tampering with
Alice’s message signals, impersonation attacks, and replay
attacks. We assume that Eve does not know the key used to
generate Alice’s authentication signal. More details on Eve
are provided in Section [3.2

Channel Model: Dave receives signals from Alice and
Eve with low SINR and significant multipath. Also, there
may be simultaneous transmissions from Alice and Eve on
the same spectrum band. This means that Dave may receive
signals from Alice and Eve at the same time. Hence, Dave
should be able to authenticate even when the SINR is below
0 dB. Usually, it is very difficult for a receiver to decode the
message signal under such harsh channel conditions [1].

Knowledge at Dave: It is assumed that Dave is aware
of the fact that CP-OFDM is employed by Alice and Eve
to modulate the message signals. Dave also knows the cen-
ter frequency and the sampling frequency of their signals;
these parameters are typically standardized as part of an
air-interface standard [26].

3.2 Performance Criteria

We present a set of performance criteria which can be
used to evaluate BTA schemes. We will use them to evalu-
ate FEAT, and compare the performance of FEAT with the
prior art.

Overhead: Embedding the authentication signal in the
message signal requires applying changes to the message sig-
nal itself, and thus incurs some type of PHY-layer overhead
when a signal with authentication is compared to a signal
without authentication. Examples of such overhead include
drop in message throughput, increase in bandwidth, increase
in complexity of the transmitter (Alice) and aware receiver
(Bob), and degradation of error performance, i.e., bit error
rate (BER), of the message signal at the aware receiver.

Transparency: This criterion dictates that a BTA scheme
should embed the authentication signal into the message sig-
nal such that it enables the blind receiver (Dave) to extract
the authentication signal, while at the same time, enables
the unaware receiver (Charlie) to recover the message signal
without requiring the unaware receiver to change its demod-
ulation or decoding procedure. This criterion also quantifies
the possible impact of the authentication scheme on the error
performance of the message signal at the unaware receiver.

Authentication Rate: The authentication rate is de-
fined as the amount of authentication information (com-
puted in bits) that can be transmitted per second. The
authentication signal is embedded by altering the message
signal in a certain manner so that the blind receiver can
detect the alteration and use it to extract the authentica-
tion information. The rate at which the alteration can be
made determines the authentication rate. Usually, the mes-
sage rate (or message throughput) affects the authentication
rate.

Robustness to Noise and Fading: This criterion de-
termines the authentication signal’s error performance at the
aware receiver and the blind receiver. Note that the blind
receiver should be able to extract the authentication signal
from the received signal even in harsh channel conditions
(i.e., very low SNR and significant multipath).

Authentication of Concurrent Transmissions: This
criteria considers the feasibility of authentication of multi-
ple transmitters which are transmitting concurrently. This
means that if both, Alice and Eve, are transmitting on the
same spectrum band at the same time, Dave should be able
to uniquely extract the authentication signals corresponding
to Alice and Eve from the received signal. The concurrent
transmissions hamper the decoding of their authentication
signals in two ways—sample-by-sample interference and au-
thentication signature interference. Since an OFDM signal
is Gaussian in nature, sample-by-sample interference from
samples of one transmitter can be considered Gaussian noise
to the other transmitter. The authentication signature in-
terference depends on the BTA scheme utilized to embed
the authentication signal into the message signal.

Blind Authentication: The blind receiver is not the in-
tended recipient of the transmitted signal, and hence it does
not know the transmission parameters, e.g., frame format,
preamble samples, modulation scheme, and pilot samples.
However, the blind receiver needs to be able to verify the
authentication signal. This criterion takes into account the
minimum amount of information needed by Dave to extract
the authentication signal from the received signal.

Security: There are four facets of security that need to
be considered: privacy, integrity, impersonation, and re-
play. To protect the privacy of Alice from Eve, the BTA
scheme should not reveal the identity of Alice through the
authentication signal. To ensure integrity, the BTA scheme
should prevent Eve from modifying/corrupting Alice’s mes-
sages without being detected by Dave. To thwart imperson-
ation, the BTA scheme should prevent Eve from creating
valid proofs of authenticity for her messages that can be used
to impersonate Alice. To thwart replay attacks launched by
Eve, Alice’s authentication signal should incorporate coun-
termeasures that deter the interception and replay of the
authentication signal.

4. DESCRIPTION OF FEAT

We propose a BTA scheme that we refer to as Frequency
offset Embedding for Authenticating Transmitters (FEAT).
In the following text, we describe FEAT in the context of
the authentication scenario depicted in Figure

Alice embeds the authentication signal in the form of em-
bedded frequency offset (EFO) in each frame of the mes-
sage signal in the baseband. The embedded signal in the
baseband is sent to the oscillator where it gets up-converted
and transmitted along with the inherent carrier frequency
offset (CFO) due to the inaccurate oscillator. This over-
all frequency offset does not affect the decoding procedure
of the message signal by Bob and Charlie as being the in-
tended receivers, they estimate and correct any frequency
offset present in the received signal with the help of the
preamble symbols, and the pilot samples. Dave estimates
the authentication signal blindly. Further, we discuss in de-
tail the generation of the message signal (M S,) and authen-
tication signal (AS,), and embedding of AS, into M S, by
Alice followed by extraction of the message signal (M Ss)



Table 1: Notations.

MS, message signal generated by Alice

AS, authentication signal generated by Alice
MSy message signal extracted by Bob

ASy authentication signal extracted by Bob
MS,. message signal extracted by Charlie

ASg authentication signal extracted by Dave

Ny size of IFFT used in each OFDM symbol of M S,

N size of cyclic prefix in each OFDM symbol of M S,

N, number of OFDM symbols in each frame of M S,

Fy sampling frequency of M S,

fa the maximum value of embedded frequency offset (EFO)

and authentication signal (ASy) by Bob, extraction of the
message signal (M S.) by Charlie, extraction of the authen-
tication signal (AS4) by Dave, and verification of AS, and
ASg4. The notations for the important parameters used in
the paper are provided in Table

Generation of M S,: The message data to be transmit-
ted is assumed to be a sequence of quadrature amplitude
modulated (QAM) samples which are statistically indepen-
dent and identically distributed with zero mean and average
power represented by o2. For each OFDM symbol, Alice
generates Ny samples by taking the Inverse Fast Fourier
Transform (IFFT) of N, QAM samples corresponding to
N,, non-zero sub-carriers loaded with data or pilot samples.
The last N. samples out of the Ny samples are repeated at
the beginning of the Ny samples as the cyclic prefix (CP) to
generate an OFDM symbol of N, = Ny + N, samples. The
message signal is transmitted in frames, and each frame con-
tains Ny = N, + Ng OFDM symbols, where N, represents
the number of symbols carrying the preamble and Ny rep-
resents the symbols carrying data. The samples of a frame
is represented by {s(n)}, where n = 0,1,---Ns - N, — 1.
Figure [2|illustrates the symbol and frame structure of M.S,.

Generation of AS,: The authentication signal contains
three pieces of information: frequency, location and time
(represented by F, L and T, respectively) at which the
message signal is authorized to be transmitted. A time-
stamp, represented by TS, is also used to prevent replay of
the authentication signal. This information, represented by
An = {TS, F,L,T}, is digitally signed using a privacy pre-
serving group signature scheme [3|, and the signature of A,
is represented by sign(An, ). Here, we assume that a unique
membership certificate has been issued by a designated cer-
tificate authority (CA) to each member (including Alice) of
the group of secondary users, and Dave has access to all
the information available at the designated CA. Hence, one
authentication sequence is given by As = {Anm, sign(Am)}.
Each A, is channel-coded with an error-correcting code (e.g.,
convolution code), and synchronization and guard bits are
appended to generate AS, of K, bits.

Embedding of AS, into MS,: For embedding the
authentication signal into the message signal, we propose a
novel scheme called Frame Frequency Modulation (FFM)
where the frequency offset of each frame of the message sig-
nal is modified (modulated) according to the authentication
signal. FFM of order M (M-FFM) is represented by a set
of M possible frequency offsets corresponding to M = 2°
possible b-bit authentication symbols. Here, an authentica-
tion symbol is defined as a set of b authentication bits, and
is obtained by using b-bit Gray code. The set of frequency
offsets in M-FFM can be represented by {fmn} such that

fm:fa'(lfzm’l), (1)

M—-1

Frame
(N symbols)

Preamble Data  _~Symbol~.
(Np symbols) (Nq symbols)” (N, samples) >~

Cyclic Prefix Data
(Nc samples)  (Nf samples)

Figure 2: Structure of the OFDM message signal.

0 1 00 o1 11 10
- f f -f £ F
’ 3 3
(a) M=2 (b) M=4
Figure 3: Mapping of authentication symbols to frequency
offsets in M-FFM.

where m = 1,2,--- , M, and f, is the maximum positive
frequency offset that can be used to embed the authentica-
tion signal into a frame of the message signal. Figures
and [3b| represent the mapping schemes for 1-bit authentica-
tion symbols and 2-bit authentication symbols, respectively.
Note that far—m41 = —fm, form=1,2,---, %

In k*" frame of the message signal, we embed the authenti-
cation symbol, represented by ax, by embedding a frequency
offset, fr. Hence, for n = 0,1--- Ns - N, — 1, each sample
of a frame of the embedded signal in the baseband is given
by z(n) = s(n) - ej%%n, where Fs is the sampling fre-
quency. The embedded signal is up-converted to the carrier
frequency (Fec) and transmitted. Assuming that CFO due
to the inaccurate oscillator at Alice is f;, the total frequency
offset of the transmitted signal is fi + f:.

Extraction of M Sy, ASy,, and MS.: After down-
converting and sampling the received signal, Bob, with the
knowledge of the preamble symbols and the pilot samples,
can estimate and correct the frequency offset in each frame
and extract the message signal, MSy. Also, Bob maps the
frequency offset in each of the frames to the closest one
among {fm}, for m = 1,2..- M, given by equation
and estimates the authentication signal, AS,. Charlie, also
equipped with the knowledge of the preamble symbols and
the pilot samples, can correct the frequency offset in each
frame and extract the message signal, M S.. Since Charlie
is not interested in the frequency offsets of the frames of the
message signal, the information contained in these frequency
offsets is simply discarded by Charlie.

Extraction of AS4: Dave, the blind receiver, does not
have the knowledge about the preamble symbols or the pilots
samples inserted in the message signal. Hence, to blindly es-
timate the transmitted authentication signal, Dave needs to
carry out four tasks—signal detection and sampling, sym-
bol synchronization, frame synchronization, and frame fre-
quency estimation.

Signal Detection and Sampling: Since Dave has the knowl-
edge of the center frequency and sampling frequency of the
transmitted signal, it down-converts and samples the re-



ceived signal in the considered frequency band. Assum-
ing a Gaussian channel, Dave observes the received sig-
nal with N, discreet samples which can be represented by
r(n) = A ~z(n) + w(n) for n =0,1,--- N, — 1, where
fr is the frequency offset due to the oscillator at Dave. The
additive noise w(n) is assumed to be independent of z(n),
and circularly complex Gaussian with zero mean, and o2,
variance. It can be observed that the frequency offset in
each frame of the received signal has one constant part,
fe = ft+ fr, and a variable part, fi, carrying authentication
signal.

Symbol Synchronization: Estimation of symbol bound-
aries includes estimation of the IFFT size (]V t), the CP size
(N.) and the sample offset (@). Dave estimates these three
parameters using the sub-optimal maximum likelihood (ML)
scheme described in [33| which utilizes the correlation in the
received signal induced due to CP. The likelihood function,

A(r, Jvf, Nc, @), can be expressed by
Np—1Ne—1
A = S5 (i (N + N +a+1)
N NC =0 [=0

r(i-(ﬁf+ﬁc)+ﬁf+a+l).

where 7*(n) is the complex conjugate of r(n), and N, =
(N, —@)/(Ns+ N.)|. Here, |v] denotes the largest integer
less than or equal to v. Ny, N. and @ can be estimated as

Ny, N, & = argmax
Nf,ﬁc,&

A (r,ﬁf,ﬁc,&)’.

where |v| denotes the absolute value of v. Dave obtains the
estimate of the constant part of the frequency offset as

~ F,
fc = =
2Ny

U, (2)

where A\ = A(r, Nf, ]VC, @), and Zc denotes the polar angle
of the complex number c. After symbol synchronization, the
received signal is represented by rs(n) = r(@ +n) for n =
0,1,--- N.—a. Note that the perfect symbol synchromza‘mon
is achieved when Nf = Ny, N, = N, and @ = a, where a is
the actual sample offset. In this case, the theoretical value
of A can be obtained as in Appendix @

Frame Synchronization: Estimation of frame boundaries
includes estimation of the total number of symbols in a frame
(N.), and the symbol offset (B) Dave estimates these two
parameters using the correlation among the preamble sym-
bols of the consecutive frames of the received signal. The
likelihood function, ¥(rs, N., B), can be expressed by

Vs e Y Y (kN Nt B Rt )

where K, = | (N, —a—p3-N,)/(Ns-N,)|, and N, = Ny +N..
Hence, Ns, and 8 can be estimated as

~ o~

N, B = argmax
Ns.B

¥ (e 5.5)|.

Simulated
Theoretical

100 -8 6 4 2 0
SNR (dB)
Figure 4: Theoretical CRLB and simulated RMSE in the
estimate of fi at the blind receiver with M = 2, f, =
5 kHz, Ny = 64, N. = 16, N, = 50.

The number of received frames is obtained as l?r = [(Nr —
a—pB-N, )/(Ns - N,)|. After frame synchronization, the
received signal is represented by ri(n) = ro(B - No + n)
for n = 0,1,-- ‘K, N,-N,—1. Note that the perfect
frame synchronization is achieved when N s = Ng, and B =
B, where 3 is the actual symbol offset. In this case, the
theoretical value of ¥ = ¥(r, ]Vb, B) can be obtained as in
Appendix [B]

Frame Frequency Estimation: Having synchronized with
the received signal, Dave estimates the correlation between
the CP samples and the corresponding data samples in the
symbols of each of the frames. For k = O,L---I?,»7 the
correlation is given by

(k) = - r}(k~ﬁs~ﬁo+i-ﬁo+l>

[y
/N

k~ﬁs-ﬁo+i~ﬁo+ﬁf+l).
Hence, the frequency offset for each frame is estimated as

~ F,
Jolk) = 21 Ny

ZLo(k), ®3)

The estimate of frequency offset embgdded in the framf
through M-FFM is obtained by fi = fo(k) — fe, where f.
is obtained from equation . Finally, Dave maps ﬁ to the
closest one among {fm}, for m =1,2--- M, given by equa-
tion 7 and estimates the authentication symbol of AS,
which is denoted as ay.

Verification of ASy and AS4: Having estimated the
authentication signal, AS;, or AS,, an estimate of the trans-
mitted authentication sequence, Es, is extracted by remov-
ing the synchronization and guard bits, and then carrying
out error detection and correction. After extraction of vari-
ous contents of the authentication signal, their authenticity
is verified by utilizing the techniques for group signature
verification [3].

5. ANALYSIS

In this section, we evaluate FEAT using Matlab-based
simulation results. Specifically, we discuss the error perfor-
mance of the authentication signal when Dave is the receiver.
We also discuss security issues relevant to FEAT.



fa:5kHZ,M:2
fa=lOKHZ,M=2
fa:5kHz,M:4

fa:10kHz,M:4

4 I I

-10 -8 -6

-4 = 0
SNR (dB)

(a)

N_ =50, Nf:64,Nc:lG
N_ =25, Nf=64,NC=lG
va: 128, NC216
f
f

, N 2128,NC:16
N =128,Nc=32

-4
SNR (dB)

(b)

1045 X 6

Figure 5: Error performance of ASy with (a) Ny = 64, N, = 16, N, = 50, and (b) M =2, fo =5 kHz.

5.1 Error Performance

To analyze the error performance of the authentication
signal in FEAT, we assume that perfect symbol and frame
synchronization have been achieved by Dave. An error in
the authentication symbol means @, # ar which occurs
when the mapping of estimated EFO, fk, to the closest
one among {fm}, for m = 1,2--- M, leads to a different
EFO as compared to the transmitted EFO, fr. This hap-
pens when the error in the estimate of the EFO exceeds the
magnitude of half of the difference between two consecutive

EFOs, ice., [fi = fi| > +f=
error (MSE) of the estimate of fx is lower bounded by the
Cramer-Rao Lower-Bound (CRLB) [4, |6]. We obtain the
CRLB of the estimate of fr in FEAT as

7- Theoretically, the mean square

1 1 2 F?
LB = =42 ) =2 4
CR 872N, <p2 + p) NfZNS7 (4)

where p = of/cr:f,, represents the SNR. In Figure we
present the root mean square error (RMSE) of the estimate
of fk at different SNRs. Note that the simulated RMSE
in FEAT is quite close to its theoretical bound given by
square-root of the CRLB. The RMSE vs. SNR curve helps
to estimate the error performance of ASy; at a particular
SNR given the specific values of different parameters (pre-
sented in equation ) For instance, in Figure [4] RMSE
of the estimate of fk at SNR of —6 dB is 2 kHz. Hence, in
this example, we can estimate the error performance of ASg
when f, =5 kHz and M = 2. However, since the frequency
estimate fk is non-Gaussian in nature, we analyze the effect
of different parameters on the error performance of the au-
thentication signal through simulation where the sampling
frequency F is chosen to be 5 MHz [26].

Effect of p: In Figure when we observe the curve
with f, = 5 kHz and M = 2, we note that FEAT is quite
robust against noise, and the error performance improves
(i.e., BER decreases) significantly with increase in SNR, e.g.,
BER =~ 0.03 at SNR = —8, and BER = 0.003 at SNR = —6.
This is because each frame of the message signal contains a
large number of samples (N, - N,) which are used to estimate
one symbol of the authentication signal.

Effect of f,: As the largest possible value of EFO, f,, is
increased, BER of ASy decreases as observed in Figure [Ba]
This is because by increasing EFO, we effectively account

for a larger margin of error in ﬁ However, there are some
limitations on the value of f, as discussed in Appendix .

Effect of M: While FEAT with M = 2 can carry only
1 authentication bit per frame of the message signal, but
FEAT with M = 4 can carry 2 authentication bits per frame
of the message signal. This means that the authentication
rate (defined in Section is increased by increasing M.
However, as shown in Figure as M increase, the BER
of AS, increases significantly. This means that M leads to
a trade-off between the error performance and the authen-
tication rate of ASg. This trade-off may play an important
role in the cases where the size of data to be communicated
between the transmitter and the intended receivers, is small.

In order to authenticate Eve, Dave should receive all the
bits from at least one complete authentication sequence.
Note that in order to verify the authentication signal, at
least one complete authentication sequence should be re-
ceived by Dave. This means that the estimated number
of frames of received signal K, should be greater than the
length of one complete authentication sequence, K,, i.e.,
I?T > K,. This means that for FEAT with M = 2, the
number of frames transmitted by Eve should be more than
the length of one authentication sequence which is K,. How-
ever, when the size of data is small, the number of frames
being transmitted can be significantly small. Hence, the au-
thentication rate needs to be increased at the cost of the
error performance to ensure embedding of the authentica-
tion bits of at least one authentication sequence. This will
allow the transmitter to be authenticated for all its trans-
mission including the burst mode.

Effect of Ny and N.: In Figure we observe that the
BER decreases by increasing Ny and N.. Recall that N,
(CP size) is the number of samples in each OFDM symbol
which are correlated with their corresponding data samples
for frequency estimation. This implies that with the increase
in N., the estimation error in frequency decreases leading to
the decrease in BER of AS,.

Effect of Ns: In Figure we observe that increasing N,
(frame size) leads to an improvement in error performance,
i.e., we achieve lower BER of AS;. However, larger frame
size also leads to lower frame rate which results into lower
authentication rate. Hence, we again observe a trade-off
between the authentication rate and the error performance
of AS; in terms of Ns;. We also observe that when the
total number of CP samples in a frame given by N, - N,
(used for correlation to estimate an authentication symbol)



remains the same at a particular value of Ny, the BER of
ASg remains the same.

Moreover, the value of Ns leads to another trade-off be-
tween the authentication rate and the transparency, which
is one of the main issues that we address through FEAT.
We need to use the unit for transmitting one authentication
symbol as a frame since we aim to embed the authentication
in an absolute transparent manner. In other word, FEAT al-
lows for the presence of unaware receivers (those who do not
know about FEAT) in the network, e.g., Charlie. However,
if the network environment does not require the condition
of absolute transparency (i.e., the network does not have
an unaware receiver), we could embed a frequency offset in
any number (as low as 1) of OFDM symbols. However, as
shown in Figure decreasing the number of symbols for
frequency estimation significantly reduces the error perfor-
mance. Hence, we can achieve an absolute transparency and
high robustness to noise at low authentication rate for ASy
through FEAT, but the approach used in FEAT can also be
utilized to achieve any feasible level of the error performance
and the authentication rate of AS; at cost of transparency.

5.2 Security and Robustness of FEAT

In addition to the strength of the cryptographic primi-
tives used to create the authentication signal, the security
of a BTA scheme also depends on the contents of the au-
thentication signal and the embedding scheme (i.e., method
for embedding the authentication signal into the message
signal). We discuss these security issues in the context of
FEAT in the following paragraphs.

Privacy: We ensure that Alice’s privacy is protected by
employing the privacy preserving group signature scheme
proposed in [3]. When this scheme is used, Eve or Bob
can verify the authenticity of Alice’s authentication signal,
but more importantly Eve cannot discover Alice’s identity
through the authentication process. However, the scheme
does allow Dave (the regulator) to extract Alice’s identity.

Hardware integrity: We assume that tamper resistance
techniques are employed to prevent hackers from circum-
venting the authentication signal embedding mechanism. The
tamper-resistant hardware detects any attempt to alter the
embedding process [24]. Moreover, before embedding the
authentication signal, it ensures that there is no frequency
offset present in the message signal. This means that se-
lective addition/removal of the authentication signal is not
possible.

Integrity of the Authentication Signal: As men-
tioned previously, the authentication signal is made up of
authentication sequences, and each authentication sequence
includes a digital signature. The digital signature ensures
the integrity of the authentication signal.

Robustness to Impersonation Attack: In a successful
impersonation attack, Eve should be able to create proofs
of authenticity for her messages to trick Bob and Dave into
thinking that those messages have been created by Alice.
Additionally, in the case of spectrum sharing, Eve may at-
tempt to perform location, time, and frequency spoofing in
order to gain unauthorized access to spectrum. Therefore,
the authentication signal has to be designed to make such
exploits infeasible. FEAT ensures that such an attack is
readily detected because the authentication signal includes
the information about authorized location L, time-frame T,
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Figure 6: Correlation vs. Delay.

and frequency F' along with the certificate C' containing the
identity of the transmitter.

Robustness to Replay Attack: To launch replay at-
tacks, Eve needs to store and re-transmit authentication
signals previously transmitted by Alice. However, such re-
played transmissions can be readily detected by Bob and
Dave since the authentication signal contains a time-stamp
TS that cannot be tampered without being detected.

Successful Transmission of the Authentication Sig-
nal: We consider the transmission to be successfully au-
thenticated if the transmitted signal contains at least one
authentication sequence. Due to the low authentication rate
in FEAT, Dave may be unable to authenticate Alice’s trans-
mission if the transmitted message signal does not contain
enough number of frames to embed a complete authentica-
tion sequence. Therefore, it is imperative to utilize a short
digital signature so that the authentication sequence will
be short. For this reason, FEAT utilizes a Elliptic Curve
Cryptography (ECC) based signature scheme instead of a
conventional digital signature scheme (such as RSA-based
signatures) [18]. It is well known that ECC-based cryp-
tosystems can provide an equivalent level of security with a
much shorter key when compared with conventional cryp-
tosystems. For instance, ECC with a key size of 163 bits
provides an equivalent level of security to the signature when
compared with RSA with a key size of 1024.

Robustness to Interference: Eve may also attempt
to corrupt Alice’s authentication signal through selectively
jamming the authentication signal. This type of attack,
called obstruction of authentication (OOA) jamming [17],
may remain undetected if the transmission power required
by Eve to corrupt the authentication signal is small as in the
case of PHY-layer authentication schemes based on hierar-
chical modulation [25]. In these schemes, the message signal
is embodied by a high-power constellation while the authen-
tication signal is carried on a low-power constellation. An
adversary can emit just enough interference to exploit the
power difference between the two constellations to disable
the decoding of the authentication signal without disabling
the decoding of the message signal.

In FEAT, the frequency offset in an OFDM symbol is
estimated using the correlation between CP samples and
corresponding data samples of the symbol. Hence, only a
subset of samples in an OFDM symbol is utilized for esti-
mation of the frequency offset. This means that the change
in the correlation among samples in a symbol other than
the samples related to CP samples bear no effect on the ex-
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Figure 7: Comparison of error performance of ASy in FEAT with f, = 5 kHz, Gelato with N, = 12, and ATM with 6 = 7/8,

where Ny = 64, N. = 16, and N, = 50. .

traction of the authentication signal in terms of interference
to the characteristics used to estimate ASq4, i.e., frequency
offset. If the received signal contains mutually exclusive sub-
sets of CP samples from multiple transmitters, these subsets
can be extracted and utilized to estimate frequency offsets
in the signals received from multiple transmitters concur-
rently. In FEAT, the probability that the set of CP samples
of the two signals are mutually exclusive can be calculated
to be p. = 1 — N./Ny. This means that when we esti-
mate A = A(r, Ny, Ne, ) to achieve the symbol synchro-
nization discussed in Section@ we can observe two indepen-
dent peaks with probability pe. To illustrate this property,
we consider that Dave receives concurrent signals of equal
power from Alice with sample offset a = 20 and Eve with
sample offset & = 60. In this case, Figure |§| shows the am-
plitude of A vs. a for known values of Ny and N.. We can
easily detect the start of the symbol of the signals from Alice
at sample 20 and Eve at sample 60. When we synchronize
with a = 20, we can extract the authentication signal of Al-
ice. On the other hand, when we synchronize with a = 60,
we extract the authentication signal of Eve. Hence, FEAT is
extremely robust against interference from an adversary, and
hence OOA jamming attack is not possible for Eve without
detection. This means that FEAT enables Dave to detect
the identity of Eve easily if Eve utilizes even a small power
to jam the message or authentication signals from Alice.

6. PERFORMANCE EVALUATION

Based on the performance criteria established in Section[3.2]
we evaluate FEAT through comparison with two schemes
which represent the existing art of PHY-layer authentica-
tion: Authentication Tagging with Modulation (ATM)[25],
and Gelato [31].

In FEAT, one bit of the authentication signal is embed-
ded in each frame of the message signal by modifying its
frequency offset, i.e., M = 2. In ATM, the authentication
signal is embedded into the message signal by changing the
phase of the QAM message samples. An authentication bit
of 1 is embedded by shifting the phase of a QAM sample to-
wards the Q-axis (representing quadrature-phase) by 6. An
authentication bit of 0 is embedded by shifting the phase to-
wards the I-axis (representing in-phase) by 6. For the sake
of comparison, we embed one authentication bit per frame
which means that the phase of all the QAM samples in a
frame are shifted in only one direction corresponding to the

authentication bit to be embedded. In Gelato, the authen-
tication signal is embedded into the transmitted OFDM sig-
nal by repeating N, QAM samples over the sub-carriers to
generate a cyclo-stationary signature. For the sake of com-
parison, we embed one authentication bit per frame which
means that all the OFDM symbols in a frame carry the
same signature. An authentication bit of 1 is embedded by
repeating the QAM samples from the first N, sub-carriers
to the next N, sub-carriers. An authentication bit of 0 is
embedded by repeating the QAM samples from the last N,
sub-carriers to the previous N, sub-carriers.

Overhead: In FEAT, Alice embeds the frequency offset
into the message signal through simple vector multiplication
over each frame. This means that no significant computa-
tion overhead is incurred to include FEAT at Alice. Also,
there are no power and message throughput overheads at
Alice. In general, an intended receiver utilizes the pream-
ble symbols added at the beginning of each frame, and the
pilot samples in each symbol of the received signal to esti-
mate and correct the frequency offset. In effect, no change
is required in the message decoding procedure at Bob, and
the embedding of the authentication signal has no effect on
the error performance of the message signal at Bob. More-
over, no significant overhead is incurred at Bob to use those
frequency estimates to estimate the authentication signal.
In ATM, no significant computational overhead is needed
to embed authentication at Alice along with no power and
message throughput overheads. Bob using its pilot symbols
can estimate and remove the phase offset and hence, there
is no effect on the error performance of the message signal
at Bob. In Gelato, the computation overhead to embed the
authentication signal at Alice is non-significant. However,
since N, out of N, useful sub-carriers are loaded with re-
dundant data samples, the message data-rate is reduced by
%—Z -100 %. For instance, with N, = 6 and N,, = 48, Alice
loses 12.5% of its data-rate. Although Bob does not suffer
in terms of the error performance of the message signal, the
message decoding procedure needs to be modified to discard
the data samples at the redundant sub-carriers.

Transparency: In the existing standards describing PHY-
layer specifications, there is a significant margin allowed for
the carrier frequency offset (CFO) in the message signals
due to inaccurate oscillators at the transmitters and the re-
ceivers. For instance, as per IEEE 802.11g [2], the absolute
value of CFO due to an inaccurate oscillator should be less



Table 2: Comparison of FEAT and prior art.

Scheme Overhead | Transparency | Authentication Robustness Authentication Blind
Rate to Noise & Fading | of Concurrent TX | Authentication

113] Low Good Low Medium Good Poor
117] Low Poor High Medium Poor Poor
121] Low Poor Low Good Good Poor
125] High Good High Poor Poor Poor

[31] High Poor Low Good Poor Medium
132] High Good High Poor Poor Poor
FEAT Low Good Low Good Good Good

than 25 ppm of the carrier frequency. This means that for
transmitted signals at 2.4 GHz, a frequency offset of £+60
kHz is allowed. Also, the preamble structure (inserted in
each frame) ensures that a frequency offset of 2 - 60 kHz
= 120 kHz (considering the margin for the oscillator at re-
ceiver) can be tolerated by each frame of the message signal.
In FEAT, Charlie utilizes the preamble symbols added at
the beginning of each frame, and the pilot samples in each
symbol of the message signal to estimate and remove the fre-
quency offset. Hence, there is no effect on the error perfor-
mance of the message signal at Charlie. In ATM, the phase
offset can be estimated using the pilot symbols and hence
there is no effect on the error performance of the message
signal at Charlie. In Gelato, Charlie can demodulate the
message signal, but the demodulated signal would not make
sense for Charlie since it being the unaware of the presence
of the authentication scheme does not know the presence
of the repetition of QAM message samples on some of the
sub-carriers. Hence, unlike FEAT and ATM, Gelato is not
transparent with the unaware receiver.

Authentication Rate: By design, in FEAT, ATM as
well as Gelato, one bit of authentication signal is embedded
into each frame of the message signal. Hence, the authenti-
cation rate is equal to the frame rate of the message signal.

Robustness to Noise and Fading: We simulate FEAT,
ATM and Gelato using Matlab to estimate their error perfor-
mance at different SNR. With AWGN channel, FEAT per-
forms significantly better than ATM and Gelato as shown
in Figure [7a] For instance, at SNR of —6 dB, the BER
in FEAT is 0.003 as compared to 0.2 in Gelato, and 0.3
in ATM. We also present the error performance of the au-
thentication signal in a Rayleigh fading channel with 200
Hz doppler shift in Figure @ Recall that since Dave does
not have the information of the pilot signals used by Alice,
it is not possible for it to counter the channel effects gen-
erated due to multipath. Hence, in Figure [7b] we observe
that the BER in ATM is close to 0.5. However, even in
these channel conditions, FEAT achieves sufficient BER so
that the authentication sequence can be recovered using the
error correcting code.

Authentication of Concurrent Transmissions (TX):
FEAT is robust to interference as discussed in Section [5.21
Hence, in presence of concurrent transmissions from Alice
and Eve, each of the two can be authenticated at Dave.
However, neither Gelato nor ATM can be used to extract
the authentication signal from the received signal corrupted
by interference from the similar type of signal. In ATM,
the phase offsets in the received samples containing the au-
thentication signals from Alice and Eve cannot be separated.
In Gelato, in the absence of interference, each OFDM sym-
bol contains one signature. But, when the received signal
contains signals from multiple transmitters, multiple cyclo-

stationary signatures can be observed in the received OFDM
symbol, and there is no way to extract the authentication
signature corresponding to a specific transmitter.

Blind Authentication: At a receiver, after down con-
verting and sampling the received signal, time and frequency
synchronization are the first steps to be performed to extract
the message signal. A significant amount of work has been
done in the field of blind (non-data-aided) parameter estima-
tion, e.g., time and frequency offset estimation, for OFDM
signals |12} |15} |23} 33]. Also, it has been shown in [14] that
carrier frequency offset (CFO) is an intrinsic characteristic
of a transmitter, and it can be used for authentication. Note
that the actual CFO of an oscillator in a transmitter usually
remains close to a constant value although some variations
may be caused due to long life-span, temperature, and other
environmental factors. Moreover, it has been shown in [21]
that an authentication signal can be extrinsically embedded
into the pilot symbols of the message signal in the form of
frequency offsets. However, the blind receiver cannot utilize
this scheme due to lack of knowledge of the pilot symbols.
In FEAT, the authentication signal is embedded into each
frame of the message signal using frequency offset such that
it can be extracted using the techniques of blind parame-
ter estimation. However, Dave (the blind receiver) needs
to know the center frequency and the sampling frequency
of the transmitted signal to authenticate the received sig-
nal. Gelato with the sample and symbol synchronization
mechanism (proposed in this paper) can be used with the
same knowledge as needed in FEAT. In ATM, other than
the center frequency and the sampling frequency, the blind
receiver also needs to know the modulation being used by
the transmitter. In general, the center frequency and the
sampling frequency depend on the standard to be utilized
to set up the network [26] and hence, their knowledge can
be considered to be available a priory. However, modula-
tion schemes depend on the channel conditions between the
transmitter and the intended receivers and hence, it is sub-
ject to change. This means that FEAT and Gelato enable
blind authentication, but ATM does not.

Security: Considering that the contents and the length
of the authentication signal in the three schemes are same,
we compare the robustness of the scheme in the case where
Eve may attempt to corrupt the authentication signal trans-
mitted by Alice, i.e. OOA jamming attack. Since FEAT is
the most robust scheme against interference, it is also the
most robust scheme against OOA jamming attack. More-
over, since FEAT is the most robust scheme against noise as
shown in Figure[7d] it is also the most secure scheme against
incessant jamming.

Table [2| provides a qualitative comparison of FEAT and
the state of the art in PHY-layer authentication, including
Gelato and ATM, in terms of the performance criteria dis-
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cussed in Section Note that FEAT outperforms the
prior art in every respect except for authentication rate.

7. EXPERIMENTAL VALIDATION

We conducted a number of experiments using an imple-
mentation of FEAT. In the experiments, we used three Uni-
versal Software Radio Peripheral (USRP) radios, one each
for Alice (transmitter), Bob (aware receiver), and Dave (blind
receiver). National Instruments’ LabVIEW is utilized as the
system-design platform to configure the three USRPs. Al-
ice and Bob use IEEE 802.11af to communicate with
each other. Alice also embeds an authentication signal us-
ing FEAT so that Dave is able to authenticate Alice.

Model and Assumptions: The three radios are placed
in an indoor environment in such a way that the distance
between any two radios is approximately 1 meter. The dis-
tances between the radios are limited by the fact that all
the radios need to be connected to the computer running
the LabVIEW application through network cables. Hence,
to obtain a wide range of SNR values (from —10 dB to 10
dB), we add Gaussian noise at Bob and Dave in addition to
the channel-induced noise added to the signal transmitted
over-the-air. Here, we assume that adding Gaussian noise
after receiving the signal is equivalent to increasing the dis-
tance between the transmitter and the receivers.

Design: We utilize the following PHY-layer parameters—
the center frequency F. = 915 MHz, the sampling frequency
Fy = 1 MHz, IFFT size Ny = 64, the CP size N. = 16,
the number of useful sub-carriers N, = 52 (48 for data sam-
ples and 4 for pilot samples), and the number of symbols in
each frame Ny = 50. The preamble consists of four sym-
bols (i.e., N, = 4)—two symbols each for short and long
preamble sequence. We utilize quadrature amplitude shift
keying (QPSK) as the modulation scheme for the message
signal. The data contained in the message signal consists

of a time-stamp and a text, and is transmitted without any
error correction coding. The authentication signal consists
of a set of random bits for synchronization, a time-stamp
and a text data without any error correction coding. It is
embedded into the message signal using FEAT with M = 2
and f, = 1 kHz. Since Bob is the receiver with the knowl-
edge of all the PHY-layer parameters, he demodulates and
decodes the received signal. The received message signal
is synchronized using a time-stamp, and compared with the
transmitted message signal to calculate the BER of the mes-
sage signal.

Dave extracts the authentication signal by synchronizing
with the received signal which is processed in blocks of 1
million samples (i.e., the number of samples received per
second). Since the processing overhead needed to achieve
synchronization is quite high, the parameters such as IFFT
size (ﬁf), CP size (]VC)7 and frame size (]/\75) are estimated
only for the first block of the received samples. During the
experiments, we noticed that the value of sample offset (@)
changes slowly because of the clock mismatch between the
hardware platforms. Hence, the sample offset (@) and sym-

bol offset (j3) are estimated for each block of received sam-
ples. The received authentication signal is synchronized us-
ing the synchronization bits, and compared with the trans-
mitted authentication signal to calculate the BER of the
authentication signal.

Figure [§] shows the LabVIEW VI of Alice illustrating the
various steps needed to embed an authentication symbol into
a frame of the message signal. The message signal is gener-
ated by creating conventional OFDM signals—mapping the
message bits to QAM symbols, performing IFFT, adding
CP, and adding preamble symbols. To embed the authen-
tication signal, the message signal is multiplied sample-by-
sample with a vector which embeds the frequency offset; this
process is carried out by the blocks enclosed in the gray box
shown in Figure

Results: Figure [J] shows the error performance of the
message signal at Bob (MSp) and the authentication sig-
nal at Dave (AS4). The error performance from Matlab
simulations with the same PHY-layer parameters are also
presented as a benchmark. We observe that the error per-
formance of the USRP implementation is quite close to the
error performance obtained from the simulations in the case
of the authentication signal. However, the same is not true
for the message signal. This result can be explained by rec-
ognizing the fact that the channel noise is Gaussian in the
simulations, whereas the channel noise is not truly Gaussian
in the over-the-air experiments when the message signal is
decoded sample-by-sample. However, when an authentica-
tion symbol is estimated by correlating the CP samples of
length N. - Ns = 800 with their corresponding data sam-
ples of equal length, then the channel noise added in the



over-the-air experiments can be considered to be Gaussian
for the authentication signal as a result of the central limit
theorem.

8. CONCLUSION

In this paper, we have defined the BTA problem, and pro-
posed a novel scheme called FEAT that satisfies all of the
required criteria of the BTA problem. Through analytical
analysis, simulations, and experiments with an USRP-based
implementation, we have shown that FEAT is a viable ap-
proach for authenticating transmitters even in very harsh
channel environments, where the SINR is low and the mul-
tipath fading is significant.
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APPENDIX
A. SYMBOL SYNCHRONIZATION (»)

For very large N,, when no authentication signal is embed-
ded, A = 6% ¢’/ where f. is the constant frequency offset,
and € = 2Ny /Fs [33]. When FEAT is utilized to embed
the authentication signal, we could define M sets of frames
with the frequency offsets f. + fx, where f. = fi + f», and
fe = fm form=1,2--- /M. Assuming that the authenti-
cation symbols are statistically independent and identically
distributed, X is given by
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_ 9s je(fetfm)
A= i Z e
m=1
0_2 M/2 M
_ Ms Ledete . Z elefm + Z el fm
m=1 m=M/2+1
2 M/2 M/2
_ O—MS . ejefc . Z ejefm + Z ejefM—17L+1
m=1 m=1
2 M/2 M/2
a i 1 —j
— MS . ejefc . Z e]efm, + Z e jefm
m=1 m=1
M/2
20’? jef.
= celle . Z coS €fm
M m=1

M/2

= ﬁ-e °~Zcosefa 1-2-

B. FRAME SYNCHRONIZATION (v)

For very large N,, when no authentication signal is em-
bedded, each frame has the same frequency offset and hence
the relative frequency offset between consecutive frames is
zero which means ¢ = 0. When FEAT is utilized to embed
the authentication signal, we could define M? sets of relative
frequency offsets between two consecutive frames—AM sets
of frequency offset 0, M — 1 sets of frequency offset +
and so on. Hence, 1 is given by
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C. THEORETICAL LIMITS ON EFO (f.)

In the presence of very large number of samples present
for synchronization, the performance of the proposed syn-
chronization algorithm depends mainly on f,. From equa-
tion , we note that the absolute value of A decreases by
increasing f,. This means that the probability of detection
of the peak of A decreases by increasing f,. Again, from
equation @, we observe that the absolute value of v de-
creases by increasing f,. This means that the probability of
detection of the peak of U decreases by increasing f,. On
the other hand, by increasing f,, we can enhance the error
performance of FEAT as shown in Section [5| Therefore, we
need to find theoretical bounds on f,.

From equation , for M = 2, X is given by

y
A=cg?.Ide - oS € fq.

where € = 2Ny /Fs. Hence, the maximum value of A is
achieved when f, = 0. This means that the synchronization
is achieved with highest accuracy when no authentication
signal is embedded into the message signal. On the other
hand, when f, = 7/(2¢) = F,/(4wNy), the absolute value
of A is 0. This means that it is difficult to achieve the syn-
chronization if the EFO is close to F,/(4wNy). Hence, to
achieve sufficient level of robustness for synchronization of
the received signal and for extraction of the authentication
signal, f, needs to be sufficiently larger than 0, but suffi-
ciently smaller than F /(47w Ny).

Moreover, in the existing standards describing PHY-layer
specifications, there is a limited margin allowed for the car-
rier frequency offset (CFO) in the message signals due to
inaccurate oscillators at the transmitters and the receivers.
For instance, as per IEEE 802.11g [2], the absolute value of
CFO due to an inaccurate oscillator should be less than 25
ppm of the carrier frequency. Hence, we need to ensure that
ft+ fa < F,, where Fj, is the allowed frequency offset as per
the standard.



	Introduction
	Related Work
	Technical Background
	Models and Assumptions
	Performance Criteria

	Description of FEAT
	Analysis
	Error Performance
	Security and Robustness of FEAT

	Performance Evaluation
	Experimental Validation
	Conclusion
	Acknowledgments
	References
	Symbol Synchronization ()
	Frame Synchronization ()
	Theoretical limits on EFO (fa)

