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1 Problem Statement

We aim to solve the problem of reading a captcha. Captchas are
images of distorted text, and are instruments to distinguish between
humans from machines. The task is to enter the distorted text shown
in image.

We solve a particular instance of captchas, ones being used
on the Computer Services Center (CSC) webmail web page
(https://webmail1.iitd.ernet.in/webmail/src/
login.php). We demonstrate that even a simple and naive
approach(with limited training) is able to crack close to half of the
captchas and hence defeats the purpose of having them.

We did not have access to labelled training data, and wanted
to minimize the effort of labeling captchas ourselves, and hence
chose a semi supervised approach which allows us to leverage
the large number of unlabeled training images available.
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Some sample captchas

2 Captcha Properties

The captcha we are trying to solve, has the following properties,
which makes the machinery to read them simpler.

1. The characters in the captcha image are quite different from
the background and the noise in the background.

2. The characters are of the same font, but are in different sizes
and orientation.

Both these observations allow simplification in the segmentation
and the character identification stages of the recognition algorithm,
as we explain below.

3 Solution Approach

We propose a semi supervised solution to captcha reading problem
at hand leveraging large number of unlabeled training images avail-
able to us. The algorithm has the following parts.

1. Segmentation: Preprocessing images to obtain separate let-
ters in separate images.

2. Classifier Training: Using the segmented binary images of
all the letters, unsupervised clustering based on the letter in
the image. Learning a classifier for each of letter possible.

3. Classifier Prediction: Given a new segmented letter image,
returning the English letter it contains.

4. Actual Captcha Reading: Segmentation of letters, determin-
ing their right sequence, and returning the English lettered
output of the characters in the given captcha.

We now describe each of these is detail.

3.1 Segmentation

As pointed out earlier, the letters have a very different intensity as
compared to the rest of the image. So, we simply do a clustering
in the space of intensities present in the image, and pick up pixels
belonging to the target intensity set which belongs to the letters we
are looking for.

The segmentation is mostly neat, noise removal using a blob size
threshold leaves us with only the relevant parts of the image. Some
letters like 5, J, get disconnected at areas of low thickness.

Segmented and PCA aligned letters

3.2 Classifier Training

The segmented letters as obtained from the segmentation, are un-
labeled English letters, which now need to be clustered based on
the similarity. Note, that these letter are of arbitrary orientation and
training a classifier on them directly will require a huge amount of
training data (possibly all orientations of all letters). Since this is
clearly infeasible, we propose an alignment step, where is we align
each character using principal component analysis so as to get all
images of a particular letter into the roughly the same orientation
(modulo reflection). Training a classifier is easier and more effi-
cient on this set of aligned characters.

Also note that we get 1800 segmented letters on training using 500
captcha images. It is not possible to label all these images manually,
and hence we do an unsupervised clustering based on similarity of
aligned letters, into some k classes(each class corresponding to one
English letter), which we then label (as the corresponding English
letter. We chose k as 200, and labelled only 200 representative
images (one for each cluster).

We use the similarity based on intersection over union of white pix-
els in 2 images. This is able to give us fairly neat clustering, with
almost all instances of a particular character being put into each
cluster. Note, we contour the reflection ambiguity by treating all
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possible reflections while calculating the similarity between 2 im-
ages.

Hence, we are able to obtain training data, in the form of images
for each of the English letter.

3.3 Classifier Prediction

Based on the training data obtained we train a naive k-nearest
neighbor classifier for recognizing a new character. The feature
vector used was the pixel value of the given images(all scaled to the
same size, 25x25, pixel values being 0 where black, 1 where white).
We use the L1 distance between the images as the distance metric.

Given a new image, we look at the label of its 5 nearest neighbors
to find out which English letter it is.

We did not investigate other classifiers for the task, as KNN gave
us reasonable performance.

3.4 Actual Captcha Reading

Given a new captcha to read, we segment the letters as described
above. We also estimate the ordering of the letters, based on the
value of the left most pixel of the letter. We then pass the segmented
letter image through our classifier, and return the English letters in
the estimated sequence.

4 Results

The following page shows the results on 100 captchas, that we
get using the above outlined procedure. Note around half of the
captchas are being answered correctly.

There are some obvious mistakes like confusing 6 and 9, that the
system makes. These can be easily fixed by limiting the PCA rota-
tion to [−π/2, π/2].

We noticed that the major source of error was improper segmen-
tation. As mentioned, segmentation is currently purely based on
connected components, and if a letter breaks into many parts, we
are not doing anything to reconnect broken parts. This effects both
the training and the testing. Most of the errors are due to this. Some
simple fixes based on closeness in space and color may be exploited
to improve this.

Another major issue, was inability of PCA to align symmetric let-
ters like D (letters where the principal eigen values are very simi-
lar). Some post PCA alignment may help us fix this.
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