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Abstract

Concurrency is ubiquitous. Concurrent processing improves the speed of execution,
and offers better resource utilization. However, the analysis of concurrent programs is
remarkably more challenging than sequential counterparts. Concurrency renders an
inherently complex program structure and unintuitive control flow. The complexity
is further escalated with synchronization primitives used to control access to shared
resources. Moreover, the reachable state graph grows exponentially with an increase

in the concurrent processing elements resulting in the state space explosion problem.

Relaxed memory models allow out-of-order execution of program instructions that fur-
ther ravel the program structure and significantly expand the reachable state graph.
As a result, the challenge in analyzing concurrent programs becomes more acute
under relaxed memory concurrency. Consequently, it is hard to develop concurrent
programs that efficiently utilize the permitted ordering relaxations, and equally hard
to determine the feasible program outcomes under relaxed memory concurrency. Both

the problems may become exacting even for expert programmers.

This work proposes techniques for the ease of development of efficient programs that

produce expected outcomes on relaxed memory models. The techniques focus on



verification efficiency, targeting legacy and developed programs, and developer pro-

ductivity and runtime efficiency, targeting programs under development.

Stateless model checkers mitigate the state space explosion problem by exploring a
reduced state graph comprising representative program executions from each equiva-
lence class; where, an equivalence class is a set of equivalent executions that is formed
based on an equivalence relation. This work proposes a novel equivalence relation
on the program executions called view-equivalence that is at least as coarse as any
existing equivalence relation. Consequently, view-equivalence induces the smallest
set of equivalence classes, positively reducing the analysis effort. This work also pro-
poses a stateless model checker called ViEqui, which partitions program executions
on the proposed view-equivalence relation. The fewer equivalence classes under view-
equivalence help ViEqui achieve faster analysis and better scalability in comparison

to the existing stateless model checkers on finer equivalence relations.

As the second contribution, this work explores stateless model checking under relaxed
memory consistency specifications or memory models. Various program outcomes fea-
sible under the memory model associated with languages (such as C/C++) may never
manifest on underlying architectures, being disallowed by the architecture’s stronger
implicit ordering. Existing model checking techniques operate under the memory
consistency specification of a language or of an architecture. This work proposes
a stateless model checker called MoCA that analyzes programs with C/C++ memory
model under a class of architecture memory models called multi-copy atomics. MoCA
performs a precise stateless model checking for program outcomes valid under the

C/C++ specification and feasible under multi-copy atomicity. The precise analysis of

vi



MoCA reduces the cognitive load on developers of sorting the feasible from infeasi-
ble outcomes while also reducing the model checking effort by restricting the set of

outcomes to analyze.

The C/C++ language is known to have intricate memory consistency semantics. The
work with MoCA uncovers the complexity of the semantics that a C/C++ developer is
exposed to. With a focus on reducing development effort, the final element of this
study proposes the first fence synthesis technique for C/C++ memory model. The
technique takes a buggy C/C++ program with a correctness specification and presents
an automated fix of the program with additional synchronization on concurrent ele-
ments through fences. This work proposes a technique called FenSying that fixes

the input program with minimal necessary synchronization overhead.

In summary, this work proposes analysis techniques for developing correct and effi-
cient concurrent programs for relaxed memory models. The focus of this work is on
verification efficiency (through ViEqui and MoCA), developer productivity (through
MoCA and FenSying), and runtime efficiency (through FenSying). Each technique is

accompanied by an effective tool support.
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SN

GHeRA AT TRAGATUT 3. FHAR TRAHSRUT & fAnured &t 1fd # gur giar 8, 8k dgar
LT JUYNT UG T & | geliich, THAL! ehRIATHT <Al fARIANUT § SrgehzfHen THeheny
H T 7 IAAEHT T & 3feh AR FHARAT Yeoh REd hidl & JarHiides U
Y ST hRIHTH T 3R TSl S[oH ehd FUARUT URATE | STfeear I1eMT deh ugd i
AR & & forq IuaiT fohy ST a1t Rispizamgsies gRffea & ary & sik g man @
YT | $Hh 37T, Ugd TN I ST TR g fe) oh AT il Y I@dT & THad! UREHehUT
el & URUTHHERT AT SRy fremhle st wegan Iqu gl &1

Relrgs a9 Afsd URRA fAEan & a1m3e-3ifth-3ikex fAyure &t srgafa 3d & <t
TR & &- d UITRA AT hl YUUE ohid & 3R Ugd I AT TR T Agdagyul
U ¥ fIgaR axd &1 uRumHagy, et shRaehyA! & faserwor & gAY ofiR a1fdres ek
g St & STRITeE THfa SmfAfa & sfawrd | R HERy, THaRd e st i3 & 3&
TR ST S1gAd e Heiell ©¢t T fRefdigach IUNT o 8, 3R THH T 4§ &fdA
ft Retnge ggfa Tmfafa & dgd quasRa saRgegd uRumat &t FRaRd e & forq) &t
faRtoeTst TR & forg off T fawe gt Tohdt &1

g hRY HAA HRIAIA! o AR & AT o o deh-iert o1 qRIATd et & Reqds
AARY Afgd R UK gRUMH IqUAT 2| dehrileh FAATU Genddl, faRad ek faenfa
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PRIRTH! i TIch] o he 3R STAIR THIYh TR YT hgRd ! & | AdTATa 3R Tersd
SR, AT & dgd ShRYHTHT el TTeh{Sd Tl

e Aigel densd @Il chich o IHdRAY fahle st THTAT ol A d & TRk
AT @ A ehrgrenza e ot enfiret exd gu avd fomar wam e RS- o9 a3,
STgl, Yeh AT a1 GHeT AYUTEH ohT Ueh T & St IdT & JoradT Haiy R SeRd. Jg

R Yeh A oIl Haie ohl TRHATE hidl § TRTRA fAUTe WR Ga-TAgeddT gl SITdl
& STt hH Y hH Id-T 81 AleT g HISET JeddT Jad. Adtolad, 3A-THdeddl 9oy Bl i
QRRT et & JeradT a7 el e, fAAATUT URATH hl HehRTHeh U d A Hdl 8| T8 hRY
ff UR- ViEqui AT Uk Geead Afgel dohe SATdT &, St UITRH fAyuTe ot faeford dear
& RYATAd gI-gAded oy WR| forarreis o JerardT a1 IHdeddT ViEqui ol Ja-T |
I fAREVOT 3R dgaR Hehallaferdl URU et | HEE hd! & sgdr Jorddl Geet IR Hial
e AlSe Iy o ferg |

TR NG & U |, Tg DRI ARM & dgd Yecad Alse dfhiT i USdldt hidl g AHRT
afa fafaeer a1 AnR Atsd | AfmT aRgexA aRom- vrrstt (S9 ¢/c++) & S8 A9t
Higd & dgd Rieet et 78 gt HehdT siaxfAfdd sRfhdehar R qRehe, 3TRfhdehaR o HoTed
AR 3dteRd foham ST 38T 8 SR 3mder. HiSIal Aisd Siid dehrich AART & a1
RIH ! g fehet |TST AT ARt St FfARAT fAfrear| I8 Ry qRYdIfad & MoCA T %
Uoh oty Algel IR STt C/C++ AARY dTet URTIRAT okl fACTUT ohidl & STRfhecher AHIRT
HiSd @ Yeh aYT o dgd AlSd ST Heldl-ahidl TelfHchd gl SITdT g | JIhT o SiaxTd A g
FRIRTH GRUTAT & g Teh Gl Feeatd Algd Sird shxdT g dt/d++ fafamear sk a1g-
QRfATI TRATU[AT & d8d TUAERA | MoCA hT Tteh fARAVUT TUTEgTRe & TUAERY i BicA
7 3TAIRY TR HSSIHIGHS HR i hH HdT 8- Ve Sl AT ich AlSd Siid YAt hl hH

e gY URUIHAT ht WRIE e fAW0T e o forg aRurm.




C/C++ TSI Sl ST AARY T ATERY & folg ST ST €1 MoCA @ AT hiF hiAt & C/C++
SIAWR o AIGRY hl ST T UdT TAdT & & 3TeTd T | fIhrR URAT Sl ohd e R
¢ & & T, 39HI AW qqa S1e@a= ¢/C++ AR Alsd & forg ugedt arg daretyor
deh-IIch hT UREATA hedl & | dhritch Teh qRIcaI C/C++ URIIRA bt &UdT fafadsm & a1y
At & 3R TG el & GHERA! ddat W SifaRed RieATssiM & 91 hRUchyH &1 Teh
edTierd GHTYT- T8 o HIYAH & YA, Jg hRT BRI ATHh Yeh deh11ch ohl YRHATT ]
& St 3k xdlt @ TAaH TRk RihIRATSSINA 3dRes o 1Y 3 Ye URIRA|

HRNU |, g hIRT el AR RHTEIqUTEH [aehrd o o1y fa=rewor denmitent ohi qREdTE ham g
Reterere AHRI ATsd o Ty dsTent-e THeRH! hRIAhYH | 39 HIH TR hichd g TqATI Gehddl

(ViEqui 3R MoCA & HTYIH b), STAUR IqUTEhdT (h ATEIH T) | MoCA 3R FenSying),

3R TICTZH GRYAT (FenSying o AIYIH ) | TR dh-1ch g Yeh UXHTAT IUhUT A

@ 91|
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Chapter 1

Introduction

Concurrency in computer systems involves the simultaneous execution of multiple
instructions by different processing elements. Concurrency can provide significant
benefits, including improved response time, higher throughput, and better resource
utilization. To facilitate concurrent programming, modern programming languages
have included concurrent processing elements as a first-class programming construct.
However, concurrency can also introduce complex interactions and data dependencies,
which has led to increased interest in analyzing concurrent programs for correctness

and efficiency within the research community.

Concurrent programs may be executed out-of-order, i.e., their execution order may
differ from that specified in the program. The out-of-order execution is done to reduce
the stalls associated with store instructions and to support compiler optimizations.
While this can increase efficiency, it also introduces additional scheduling overhead
and programming complexity. Furthermore, if a program’s correctness depends on
the completion of memory accesses in a specific order, out-of-order execution can lead

to errors.

In order to ensure correct execution of concurrent programs, it may be essential
to impose limitations on the allowable orderings of memory accesses. This is where

memory consistency models become significant, as they define the required constraints
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and guarantee that concurrent programs run coherently.

Different architectures and programming languages define their own memory con-
sistency models, which can vary in their strictness and performance characteristics.
The most restrictive model is the sequentially consistent memory model, which only
allows outcomes that are consistent with some sequential order of memory accesses.
While intuitively appealing, this model severely limits the possible execution orders

of instructions.

Most real-world architectures and programming languages support more relaxed mem-
ory consistency models that allow for greater performance but may permit out-of-
order executions. However, these models exacerbate the state space explosion prob-
lem, where the number of reachable program states grows exponentially with the
number of concurrent processing elements and instructions. This problem makes it

difficult to reason about and analyze concurrent programs accurately.

Despite these challenges, significant progress has been made in the last decade in
understanding the semantics of relaxed memory concurrency and developing effective
analysis techniques. However, there are still significant challenges in scaling analysis
techniques, accurately detecting feasible program outcomes, and understanding the

complex prose-style memory model specifications with mathematical rigor.

To address these challenges, this work proposes techniques to facilitate the develop-
ment of efficient concurrent programs that produce expected outcomes under various

memory consistency models. The techniques focus on,

e verification efficiency, targeting legacy and developed programs, and

e developer productivity and runtime efficiency, targeting programs under develop-

ment.

Note.
Verification is establishing the correctness of a concurrent program. The techniques
analyze all possible program outcomes under a memory consistency model, to vali-

date that a specified property is satisfied for every program run. Most verification
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techniques also provide an error trace if the property may be violated. Verification
efficiency focuses on improving the time of analysis, the memory requirement, and

the scalability of the verification process.

One effective verification technique is stateless model checking, which analyzes a re-
duced state graph to tackle the state space explosion. The reduced state graph com-
prises representative program executions from each set of equivalent executions, where
equivalence is established based on an equivalence relation. This work proposes a novel
equivalence relation on program executions called view-equivalence, which is at least as
coarse as any existing equivalence relation. As a result, view-equivalence induces the
smallest number of partitions of equivalent executions, which reduces the number of
representative executions to be analyzed and positively impacts the stateless model
checking effort. This work also proposes a stateless model checker, called ViEqui,
to analyze concurrent programs based on view-equivalence partitioning. ViEqui is

sound, complete, and optimal in its analysis.

Further, this work addresses the challenge of stateless model checking for concurrent
programs under relaxed memory consistency. Different computer architectures have
varying memory consistency models, which dictate the feasible outcomes of a con-
current program. Likewise, programming languages define their memory models for
proper compiler transformations and optimizations. However, outcomes that are per-
mitted by a language’s ordering specification may not manifest on an architecture’s
memory model with a stronger implicit ordering specification. It should be noted
that existing verification techniques are either designed for the memory model of an
architecture or the memory model of a language, which can lead to imprecise analysis

for outcomes that are permitted by the language and producible on the architecture.

In this context, this work proposes a stateless model checker called MoCA that ana-
lyzes C/C++ programs under a class of architecture memory models called multi-copy
atomics. The model checker is designed to be sound and precise for coherent C/C++
outcomes that can manifest on a multi-copy atomic architecture. The precise analysis

reduces the reachable state graph, leading to better verification efficiency. Moreover,
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the precise set of reported bugs reduces the burden of sorting feasible from infeasi-
ble bugs or the burden of fixing a larger set of bugs, thereby increasing developer

productivity.

Note.

Developer productivity focuses on easing the development process by improving the
programming constructs, unambiguous presentation of the memory model specifica-
tions, quick and precise detection of bugs, and automated program synthesis for fixing

bugs or improving performance, among others.

The work with MoCA exposes the complex semantics of the C/C++ memory model
that a developer of the language faces. Among existing memory models, the C/C++
memory model is one of the most relaxed, making it difficult to comprehend the
feasible program outcomes. Even experts of the language struggle to find a balance

between efficient use of the permitted relaxations and ensuring correctness.

To tackle this issue, this work proposes a fence synthesis technique called FenSying
that can automatically correct concurrent buggy programs under the C/C++ memory
model. The technique accomplishes this by using fences to preserve the ordering be-
tween program instructions that are relaxed under the memory model. Furthermore,
the FenSying technique produces the most runtime-efficient version of the corrected

C/C++ program.

Note.

Runtime efficiency deals with improving the performance of a concurrent program in
terms of response time, execution time, and effective resource utilization. Runtime
efficiency also focuses on efficiently exploiting the ordering relaxation permitted by

the language and architecture.

FenSying is sound and optimal, meaning that it fixes a C/C++ buggy program while

adding minimal fence overhead. However, the optimality of fence placement is an
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NP-hard problem. To mitigate the optimality toll, this work proposes a related fence
synthesis technique called fastFenSying. The fastFenSying technique is sound and
significantly outperforms the optimal technique, albeit with a small possibility of

incurring extra fences.

FenSying and fastFenSying are the first fence synthesis techniques developed for
the C/C++ memory model. The techniques perform fence synthesis while maintaining

the portability of the C/C++ program.

Each of the techniques, ViEqui, MoCA, FenSying, and fastFenSying, are accompa-

nied with an implementation.

The ViEqui technique is implemented in C++, over a tool called Nidhugg, for con-
current C/C++ programs. The technique is validated on 16,154 litmus tests of multi-
threaded C programs. ViEqui is compared on the time of analysis and scalability
against state-of-the-art stateless model checkers. Due to the effective reduction in
the state graph and optimal exploration, ViEqui performs verification over 10x faster
in ~23% of tests and times out in ~29% lesser tests than the fastest comparative

technique (~30% and ~46%, respectively on an average across techniques).

The MoCA technique is implemented in C++, over a tool called rInspect, for concurrent
C/C++ programs using C/C++ memory model semantics. The technique is validated on
diy7 family of litmus tests and small tests from SV-Comp suite. MoCA is compared on
the time of analysis, scalability, and precision against state-of-the-art stateless model
checkers for C/C++ memory model and non-multi-copy atomic memory models. MoCA
alone precisely detects the feasible outcomes for the cross-section of C/C++ and multi-
copy atomic memory models. Further, due to the precision of analysis, MoCA performs

3.3x faster and times out in ~12.5% lesser tests than the comparative technique.

The FenSying and fastFenSying techniques are implemented in Python for concur-
rent C/C++ programs. The techniques are validated on 1,389 buggy C programs built
on C/C++ memory model semantics. The performance of FenSying and fastFenSying
are compared on the time of analysis and scalability. The near-optimal fastFenSying

technique performs over ~100x faster in nearly 41% of tests (67x in general) and times
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out in ~35% lesser tests than the optimal FenSying technique. The fastFenSying
technique produces the optimal result in ~99.5% of the tests.

Thesis Statement

This work proposes techniques for efficient development of concurrent programs under
various memory consistency models, focusing on verification efficiency for both legacy
and developed programs, as well as developer productivity and runtime efficiency for

programs under development.
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Document structure

The remaining document is structured as follows.
Chapter 2. Preliminaries

The chapter introduces terms and notations used through this document. The chapter

also introduces the operational assumptions.
Chapter 3. Background

This chapter briefly presents background details on concepts and models relevant for
this work. This chapter includes details on concurrency, relevant memory models,

and brief introduction to model checking.
Chapter 4. ViEqui. Stateless Model Checking based on View-equivalence

This chapter discusses the various approaches for efficient model checking including
reducing the number of equivalence partitions. It discusses the existing equivalence
relations, and the difference and applicability of the novel view-equivalence relation
in comparison to the existing relations. The chapter presents the ViEqui stateless
model checker including the proposed analyses, representations and the ViEqui algo-
rithm. It presents proofs of various claims on ViEqui and presents its time and space
complexity. It further presents the implementation details and experimental study
on ViEqui. The chapter also discusses the scope of the work and compares against

similar notions. Finally, based on the scope, the chapter presents future directions.

Chapter 5. MoCA. Dynamic Verification of C11 Concurrency over Multi
Copy Atomics

This chapter discusses the imprecision in the analysis of the existing techniques wrt
feasibility of outcomes on multi-copy atomics (MCA). It presents the formal specifi-
cation of the MCA model. Tt then introduces a novel restriction of the C/C++ memory
model for MCA, and further restrictions for specific MCA models called TSO and

ARM; including proposed analyses and representations. The chapter presents proofs



Introduction

of various claims on MoCA and presents its time complexity. It further presents the
implementation details and experimental study on MoCA. The chapter also discusses

the scope of the work and presents future directions.
Chapter 6. (fast)FenSying. Fence Synthesis for the C11 Memory Model

The chapter discusses the complexity of C/C++ memory model and the need for a fence
synthesis technique. It then discusses the first fence synthesis techniques for the C/C++
memory model, including proposed analyses, and the FenSying and fastFenSying
algorithms. It presents proofs of various claims on FenSying and fastFenSying and
presents their time complexity. It further presents the implementation details and
experimental study on FenSying and fastFenSying. The chapter also discusses the
scope of the work and compares against similar notions. Finally, based on the scope

the chapter presents future directions.
Chapter 7. Conclusion

This chapter summarizes the work presented in this document.
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Preliminary Setup

Concurrent model

Consider an acyclic multi-thread program P on a finite set of program threads. Each
thread of P has deterministic computations and terminating executions. Let T repre-
sent the finite set of threads of P. Each thread in T is represented by a unique whole
number added as a subscript of T, for instance the ¥ thread of P is represented as
T;. The threads in P access a fixed set of memory locations called objects. The set
of objects is denoted by O. The input program operates on fixed input values and

the only source of non-determinism is the scheduling non-determinism.

Each thread of P constitutes a sequence of actions from the set A = {write, read,
rmw, fence} representing, respectively, the write operation or store to an object in
O, the read operation or load of an object in O, the read-modify-write operation
that atomically reads an object in O, modifies the object and writes it back, and a

fence memory synchronization action (discussed in §3.2.3).

Memory access actions on objects that are shared between threads are called shared or
global memory accesses and memory access actions on thread local objects are called
local memory accesses. For the purpose of program analysis'conducted in this study,

the local memory accesses are considered inuvisible actions, while the shared memory
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accesses and fences are considered wvisible actions.

Program events

The runtime instance of a visible action is called an event. An event comprises the
effect of a sequence of local actions followed by a visible action. A thread executes a

sequence of events.

Note that, multiple executions of a program location yield different events. Thus, an
event is uniquely identified in a program execution, however, multiple events may be

associated with the same program location. An event is formally defined as,
Definition 1. (Event)

An event e is a tuple (thr(e), idz(e) act(e), obj(e), ord(e), loc(e)) where,
thr(e) € T, represents the thread of e;

idz(e) represents the unique identifier of e;

act(e) € A, is the event action;

obj(e) C O, is memory objects accessed by e;

ord(e) is the memory order associated with e; and

loc(e) is the program location corresponding to e.

Note that, the events may be referred to by their actions, for instance, ‘a read event
e’ or simply ‘a read e’ refers to an event e such that act(e) = read. The obj(e) for a
fence event e is not valid as a fence does not access an object. Under the C/C++
memory consistency model an event e is additionally associated with a memory order,

represented as ord(e). Memory orders are formally introduced in §3.2.3.

'We use the term program analysis as opposed to program verification for the proposed techniques
to include a broader scope of analyses encompassing the verification techniques along with various
static and dynamic analysis.
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The set of events of P is represented by £. The notations £V, EX and £F are used
to represent the set of writes, the set of reads, and the set of fences respectively.
Note that, an rmw event belongs to both the sets £W and EF.

Further, for each shared object o, consider a special initial event (I,). The initial

event provides a well-defined initial value for its corresponding object.

Event sequences and program executions

A sequence of program events, 7 = ej.eq, ...e, where ¢; € £ for i € [1,n], is maximal if
after the sequence, there are no events enabled or available for execution. A maximal
event sequence represents a program execution or an execution sequence. A sequence

may refer to either non-maximal sequences or maximal sequences of events.

Given a sequence 7, notations &,, £ and EX represent respectively the set of events,
the set of writes and the set of reads occurring in 7. In a sequence 7, valf(e)
represents the value of an event e from a finite set of program values ). This represents

the value written for a write event and the value read for a read event.

Consider ey, e5 € &;, €, occurs-before e, in 7 is represented as e;<,e,. Given e, € EX,
the latest write of obj(e,) in the prefix of 7 up to e, is represented by lastWW;(e,).
However, if there does not exist a write event in the prefix of 7 up to e, then
lastWi(er) = Lopjce,)- Note that, under strong models of memory consistency (refer
to §3.2) such as the sequentially-consistent memory model (refer to §3.2.1) e, reads

the value of lastW;(e,) in 7.

A sequence T is extended by an event e or a sequence 7’ as T.e (respectively 7.77).
An empty sequence is represented by (). The notation e € A is used to represent
that an event e is contained in A, where A can be a set or a sequence of events.
Given sequences Ty, T2, notation 71 I 75 represents the longest sequence 7 that is a
subsequence of 7 and 7y, and 7 —7 represents the remaining sequence of 71 after

removing its subsequence 7.
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Exploration states.

A state of exploration (or simply a state) is defined as the valuation of shared objects.

The state reached after executing a sequence 7 is denoted as si.

The set of enabled events at a state sp is represented as En(sj;). An execution

transitions from a state si;) to the next state sj; . on execution of an enabled event e.

Given a state sj;) , shr(s};) denotes the valuation of shared objects, that is, a set
of pairs of (O,V) representing a shared object and its corresponding shared value.
Similarly, lcl(sp)) denotes the valuation of local objects, again a set of pairs of (O, V)

representing a thread local object and its corresponding thread local value.

Relational Operators

R~ represents the inverse and R* represents the transitive closure of a relation R.

Further, R;; Ry represents the composition of relations R; and R,.

Given a relation R, (a,b) € R is also represented with a corresponding infix notion

a—"b. Similarly, (a,b) € R is represented with a corresponding infix notion a-»b.

Lastly, a relation R has a cycle (or is cyclic) if Je € £ s.t. e—Fe.

Figure notations

The notation W (o,v) represents a write to a shared object o of value v. Similarly,
R(o0,v) represents the read of a shared object o and value v, and R(o) represents
the program event read of a shared object o (not associated with a sequence). The
parallel bars (]|) represent the parallel composition of events of program threads. The
events in figures may be referred to by their labels, for instance, consider the notation
a:W(z,1), where a write event of object x with value 1 is labeled with a, the event

may be referred to as the event a.
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Background

3.1 Introduction to Concurrency

Simultaneous execution of multiple sequences of events is called concurrency. The
sequences of events are executed by several concurrent processing elements such as
program threads. Concurrent execution significantly improves the processing speed

and offers better resource utilization.

Concurrency is ubiquitous. Various programming languages have included concurrent
processing as a first-class programming construct. Multicore systems are globally

used, and even on uniprocessor systems, the applications are typically concurrent.

3.1.1 Models of concurrency
There are two models of concurrency, the shared memory model, and the message
passing model. The models are diagrammatically represented in Figure 3.1.

Under the shared memory model of concurrency, concurrent processing elements com-

municate by read accesses and write accesses to a shared memory. The model is

13
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P1 P2
/ 000
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shared memory

P2

shared memory model message passing model

Figure 3.1: Models of concurrency

typically associated with a uniprocessor or a multiprocessor system, where the pro-
cessing elements and the shared memory reside on the same system. The model allows
a faster communication but explicit care is needed in ensuring a coherent access to

the shared memory.

Under the message passing model, concurrent processing elements communicate by
sending and receiving messages through a communication channel. The model is
typically associated with a distributed system where the processing elements reside
on separate machines. It is relatively slower than shared memory and is used for

exchange of small amounts of data.

3.1.2 Models of reasoning about concurrency

There are two popular models of reasoning about concurrency, the interleaving model

of reasoning and the partial-order based model of reasoning.

Under the interleaving model of reasoning events from different processing elements
are non-deterministically weaved or interleaved to represent a program execution se-
quence. As a consequence, the set of all possible interleavings represents the set of
all feasible program outcomes. The interleaving model of reasoning about concur-
rent programs abstracts from the multiple processing elements and reasons about the

program as a single sequence of events.

The partial order model of reasoning represents the input program by a set of partial
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orders such that each partial order represents a set of program executions that reach

the same outcome.

a c
a: W(z,1) || ¢ R(x) Ziz ll)\C a”
b Ry c.a.b Zi)

(a) (b) ()

Figure 3.2: WR-R. (a) input program, (b) interleavings, (c) partial orders

Consider the input program in Figure 3.2(a). Figure 3.2(b) represents the feasible
interleavings of the input program, where the event ¢ interleaves with the events of
the other thread. Figure 3.2(c) represents the feasible partial orders of the input
program. The order of execution of the write and read events of x result in different

program outcomes. The partial orders represent those program outcomes.

3.1.3 State-space explosion problem

The combinations of interleaving of concurrent events grows exponentially with num-
ber of concurrent processing elements and concurrent events. The condition is called

a combinatorial explosion in program interleavings.

As a result of the combinatorial explosion, the set of reachable program states, called
the state space, also grows exponentially. The exponential increase of the state space
with the increase in the number of concurrent processing elements and events is called

the state space explosion problem.

The state space explosion escalates the challenge of reasoning about concurrent pro-
grams and negatively impacts the time of analysis and scalability of analysis tech-

niques.
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a: Wz, 1)
b: R(y,0)

c: W(y,1) a: Wiz, 1)
d: R(x,0) b: W(y,1)
(a) (b)
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a: W(x,1) || b: R(z,1) || d: W(y,1) | e: R(y,1)
Jaddr Jaddr
c: R(y,0) f: R(z,0)

()

Figure 3.3: Concurrent programs. (a) Store buffer, (b) Message passing,
(¢) IRIW+addr (] addr represents address dependence)

3.2 Memory Models

Model of memory consistency, a.k.a memory model, is a specification of the permitted
outcomes of multi-threaded programs executing with shared memory. A memory
model describes the permitted reorderings on concurrent events, where reordering
refers to execution of events in a different order than that specified in the program. A
memory model also specifies the permitted accesses to the shared memory and, thus,

the permitted inter-thread interactions.

The memory models can range from strong to weak. The stronger memory models
allow a low degree of reordering and restrict the permitted inter-thread interactions.
The weak memory models are liberal with permitted reorderings and inter-thread
interactions. Weak memory models enable compiler and hardware optimizations that
improves system performance. However, even for experts, comprehending the pro-

gram outcomes under weak memory models is formidable.

3.2.1 Sequential consistency

Sequential consistency, or sequentially consistent memory model is defined by the

following property [61],
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“the result of any execution is the same as if the operations of all the threads
were executed in some sequential order, and the operations of each individual thread

appear in this sequence in the order specified by its program”.

The definition implies that all threads agree on an order of occurrence of program
events and the agreed upon order is consistent with the order of events in the in-
put program (called the program-order). The model does not support reordering on

program events.

Consider the three programs outcomes shown in Figure 3.3, where the read events
read the values shown in the figure. Any of the three outcomes cannot be explained by
a sequential occurrence order on the events for a single shared memory. As the result
the three outcomes are infeasible under sequential consistency and cannot manifest

on an architecture that follows sequential consistency.

Such sequential ordering levies a heavy performance penalty. The model also restricts

a large set of compiler optimizations.

3.2.2 Multi-copy Atomics (MCA)

Multi-copy atomicity refers to a class of memory models where the writes of the

memory models satisfy the conjunction of the following conditions [64].

e All writes to the same location are serialized, meaning they are observed in
the same order by all threads, although some threads might not observe all of

the writes.

e A read does not read the value of a write from a different thread until all

threads observe that write.

Intuitively, under multi-copy atomicity, a write is advertised to all other threads
simultaneously, however, the write is available to its own thread prior to being ad-

vertised to all other threads.
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Multi-copy atomic (MCA) is a popular class of memory models that is supported by
memory models such as Intel x-86 TSO, sparc PSO, newer versions of ARM (version 8
and later), and Alpha. However, each of the models that support multi-copy atomicity
defines its own set of permitted reorderings. The reordering conditions are conjuncted
with the above stated conditions of multi-copy atomicity to define the permitted

outcomes under the models of various MCA architectures.

The outcomes shown in Figure 3.3(a) and (b) can be explained under the conditions
stated above and, thus, represent multi-copy atomic outcomes. On the other hand,
in Figure 3.3(c) the events of a thread are address dependent (represented by addr)
disallowing any reordering. As a result, the outcome shown in Figure 3.3(c) is feasible
only if the writes become visible to different threads at different times. Thus, the

outcome is non-multi-copy atomic.

Total Store Order (TSO)

The TSO model relaxes the write-read ordering allowing writes from a thread to
complete after a later read of different object from the same thread. Here, later

implies a higher event index. x86 architecture supports the TSO memory model.

Consider the program outcome in Figure 3.3(a), the outcome can be explained by
reordering the write events of either of the two threads with the read events of the
same thread. Therefore, the outcome is feasible under TSO. A similar reordering

cannot occur for Figure 3.3(b), and (c), thus, the outcomes are not valid under TSO.

Partial Store Order (PSO)

In addition to the write-read ordering, the PSO model also relaxes the write-write
ordering allowing writes from a thread to complete after a later write of different

objects from the same thread.

Consider the program outcomes in Figure 3.3(a), and (b), the outcomes can be ex-
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plained by write-read and write-write reorderings respectively. Therefore, the
outcomes are feasible under PSO. A similar reordering cannot occur for Figure 3.3(c)

and, thus, the outcome is not valid under PSO.

ARM version 8 and higher (ARM)

The ARM memory model (associated with versions 8 and later) [64] allows the re-
ordering of every pair of events from a thread. The model defines a set of coherence
conditions that describe the valid reorderings. As a result a program outcome that is
feasible with reorderings but does not satisfy the ARM coherence conditions is con-
sidered invalid. For instance, the model does not permit reordering of program (data,

address, register, control) dependent events.

The necessary reorderings for the outcomes shown in Figure 3.3(a), and (b) are valid
under ARM and, thus, the outcomes are feasible under the model. The outcome shown
in Figure 3.3(c) is not feasible under ARM since the reads are address dependent and

cannot reorder. In the absence of such an address dependence, the outcome would be
feasible under ARM.

3.2.3 Non-multi-copy Atomics (non-MCA)

Non-multi-copy atomicity refers to a class of memory models where the writes may
become visible to different threads at different times. The memory models that do
not always satisfy the conditions of a MCA model fall in the class of non-multi-copy

atomic (non-MCA) memory models.

The outcomes of a non-MCA model are popularly explained using the Flowing model of
Flur et al. [36]. non-MCA is supported by memory models such as the memory model
of earlier versions (version 7 and earlier) of ARM architecture, Power and language

models such as the C/C++ memory model.

Each of the outcomes shown in Figure 3.3(a), (b) and (c) is a valid outcome under a
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non-MCA model.

C/C++ ISO 2011 memory model (C11)

The C/C++ 2011 (and subsequent) ISO standard introduces a memory model to define
the semantics of computer memory storage for the purpose of the C/C++ abstract
machine. The model lays down semantics of concurrent memory accesses in C and

C++. In this document the model is referred to as C11.

Non-atomic and atomic memory access. The model supports two categories of

events - non-atomic and atomic.

The events of an atomic object that are called atomic events. Atomic events are
specifically intended for shared objects. Data races on atomic events are permitted
or defined under C11. However, the compilers and underlying architectures have to in-
troduce memory barriers and impose additional restrictions to maintain the atomicity

and impose ordering restrictions.

The events of a non-atomic object are called non-atomic events. They are the general
events and can be translated to plain load and store instructions. However, data races

on such events are not permitted under C11 and lead to undefined behavior.

Memory orders in C11. C11 provides a spectrum of ordering restrictions that can
be imposed on an atomic event. The atomic events are tagged with memory orders
that define the ordering restriction on atomic and non-atomic events around them.
The memory orders provide options to pose no ordering restriction all the way to

strong ordering restrictions that may restore sequential consistency.

Let M = {na,rlx,rel,acq,acq-rel,sc}, represent the set of memory orders. A
non-atomic event is recognized by the na memory order. The atomic events may
be associated with the memory orders relaxed (rlx), release (rel), acquire/consume
(acq), acquire-release (acq-rel) and sequentially consistent (sc) associating varying
degrees of ordering guarantees. Let = C M x M represent the relation weaker such

that miCmy represents that the m; is weaker than ms. As a consequence, tagging
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an event with msy may order events that are unordered with m;. The orders in M

are related as,
na C rlx C {rel,acq} C acq-rel C sc.

Also, the relation T represents weaker or equally weak. Similarly, T represents

stronger and 2 represents stronger or equally strong.

Let £ represent the set of events ordered with the memory order m. Similarly, let
EWM) and ER(™) represent the set of writes and the set of reads, respectively, that

EMM and 2™ represent

are ordered with the memory order m. Further, let ST(m),
the set of events, write events and read events, respectively, of a sequence 7 that are

ordered with the memory order m.

The operators = and C are overloaded as unary operators that return the set of
memory orders that are weaker, and weaker or equally weak respectively. For instance,
Crel = {na, rlx, rel}. Similarly, the operators J and J are overloaded to represent
the set of memory orders that are stronger, and stronger or equally strong respectively.

For instance, Jrel = {rel,acq-rel, sc}.

Given a relation R, the notation R|s. represents a subset of R on sc ordered events;

i.e. (e1,63) € Rlse & (e1,62) € R A eq,e5 € EG),

Definition 2. (C11 Trace)
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Figure 3.4: C11 hb, relation

A trace under C11, 7, is a tuple (&;, hb,, mo,, rf;), where

.

hb,

mo,

rf.

C & represents the set of events in the trace 7;

(Happens-before) C €, x &, is a partial order which captures the event

interactions and inter-thread synchronizations, (discussed below);

(Modification-order) C EV x £V is a total order on the writes of an

object;

(Reads-from) C EV x ER is a relation from a write event to a read event

signifying that the read event takes its value from the write event in 7.

A wvalid outcome or behavior of an input program under C11 is called a trace of the

program. A C11 trace is defined over a set of events of the input program and relations

over the events, as shown in Definition 2.

C11 happens-before relation.
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The most significant relation that defines a C11 trace 7 is the irreflexive and acyclic
happens-before relation, hb, C &, x &,. The hb, relation is composed of the following

relations [46] (the relations are formally defined in Figure 3.4).

- (Sequenced-before): total occurrence order on the events of a thread®.

sw,  (Synchronizes-with) Inter-thread synchronization between a write e,, (ordered

O rel) and a read e, (ordered 3 acq) when e, —*e,.

dob,  (Dependency-ordered-before): Inter-thread synchronization between a write e,,
(ordered O rel) and a read e, (ordered 3 acq) when e/, —e, for e/, € release-

sequence’of ey, in T.

ithb,  (Inter-thread-hb): Inter-thread relation computed by extending sw, and dob,
with sb,.

hb., (Happens-before): defined as sh, U ithb,.

Happens-before relation with C11 fences.

C11 fences form ithb, relation with other events of a trace 7 [20, 46]. A fence can
be associated with the memory orders rel, acq, acq-rel and sc. An appropriately
placed fence can form sw, and dob, from an rf, relation between events of different
threads. The conditions for forming sw, and dob, relations with fences are formally

presented in Figure 3.5.

Figure 3.5 also represents the conditions diagrammatically; where the black edges
from e, to e/, labeled rs (in (e) and (f)) represent that e/ is in the release-sequence
of e,,. Further, the depictions (a) and (e) represent the conditions in the absence of
fences (presented in Figure 3.4); the depictions (b)-(d) represent the conditions for
forming sw, relation with fences; and, the depiction (f) represents the condition for

forming dob, relation with fences.

!Some events of a thread may not be ordered (for example, the operands of ==). This work
assumes sh, as a total order on the events of a thread, similar to previous works on C11 [51, 72].

2release-sequence of e, in 7: maximal contiguous sub-sequence of mo, that starts at e, and
contains: (i) write events of thr(e,), (ii) rmw events of other threads [20, 46].
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gEQeca) g ¢ e,—:"TF2 then e,,—>d°PFacq,

Figure 3.5: sw, and dob, using C11 fences

Intuitively, a write event with a fence placed before it in s, and a read event with

a fence placed after it in sh, enact the role of strongly ordered write and strongly

ordered read events respectively.

Note that, C11 fences are not memory barriers and do not flush write values to
the shared memory. They are synchronization tools that assist in forming ithb,
relations [20, 46].

Trace coherence under C11. The hb, relation along with the mo, and rf; relations

is used in specifying a set of six coherence conditions [46, 85].
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Figure 3.6: C11 coherence conditions

Formally, a trace is coherent under C11 if it satisfies the conjunction of the following
coherence conditions. The conditions are formally presented in Figure 3.6 and

discussed below.

(corf) A read event does not take its value from a write event hb, ordered after
the read.

(coWW) writes ordered by hb, are also ordered by mo,.

(coRR) A read (e,,) hb, ordered after another read (e,,) does not read from a write
mo, ordered before the write that e,, reads from.

(coRW) A read hb, ordered before a write reads from another write mo, ordered

before that write.
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(coWR) A read hb, ordered after a write (e,,) does not read from a write mo,
ordered before e, .

(tosc) The sc events®of a trace must form a total order (to,), such that, the hb,
and mo, ordered sc events are also to, ordered. Further, a sc read reads
from the immediately to, ordered before sc write or any non-sc write that
is hb, ordered after the immediately to, ordered before sc write.

(tofen) If there exists an sc fence before a read and the read reads from an sc
write then the sc write is immediately to, ordered before the sc fence.

(cormw) an rmw event reads from the immediately mo, ordered before event.

Coherence of a trace under the C11 model is also popularly interpreted as the con-
junction of the following constraints [60]. The constraints are defined as compositions

of event relations hb,, mo,, and rf; that must be irreflexive.

hb, is irreflexive. (co-h)
rf; hb, is irreflexive. (co-rh)
mo,; hb, is irreflexive. (co-mh)
mo,; rf; hb, is irreflexive. (co-mrh)
mo,; hby;rf-! is irreflexive. (co-mhi)
moy; iy hby; et is irreflexive. (co-mrhi)

Figure 3.7 diagrammatically represents conditions on events of a trace that violate

the above stated constraints.

3.3 Model checking concurrent software

Model checking is an automated verification technique that explores all possible pro-

gram states in a systematic manner. Given a reachable state graph of an input

3Given a memory order m, ‘m events’ (similarly ‘m writes’ and ‘m reads’) is used to describe
the set of events (similarly writes and reads) with the memory order m. For instance sc events
refers to the set of events with memory order sc.
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Figure 3.7: Conditions that violate C11 coherence

program and a formal property, a model checking technique examines all possible
program outcomes. In this way, it can be shown that a given system model truly

satisfies a certain property.

The model checking technique does not bias towards errors that are more likely to
occur, thus, even the subtle errors that remain undiscovered using testing and simu-

lation can be revealed using model checking.

Model checking suffers from the state space explosion problem. However, with the
use of elegant algorithms and efficient data structures, model checkers can scale to

larger state spaces.

Scheduling program executions. For the maximal coverage of the reachable state
space, model checkers orchestrate the order of execution of program events to sys-
tematically reach various program states. A scheduler controls the execution steps to

achieve a predetermined execution sequence.

At each state of exploration a model checker determines a representative set of the
various schedules that must be explored from the state. The classic representations

include ample sets [74] and persistent sets [39, 42, 86].
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Figure 3.8: commutativity of concurrent events

3.3.1 Stateless and Stateful model checking

A stateful technique captures the local and shared program states at runtime. Thus
the technique can accurately detect revisits to the same state during exploration of
the state space and avoid repetitive explorations. Capturing the entire state space
of an input program can be difficult to implement and expensive in memory require-
ment. However, the memory requirement may be tackled by efficiently tracking state

changes.

A stateless technique explores the reachable state space without explicitly storing the
program states. Stateless techniques reset the input program for each fresh execution
and replay the execution steps to reach an intermediate state in exploration. Thus, a
state can be represented by its execution prefix eliminating the need to store runtime
states. Stateless model checkers are easier to design and implement but may suffer

from repetitive explorations which effects the scalability of the technique.

3.3.2 Partial Order Reduction

Exploring all possible execution orders of events to determine correctness wrt a prop-
erty may be wasteful. Execution order of two concurrent events does not necessarily
change the outcome of the program. As an example consider again the input program

in Figure 3.2(a), execution of events b and c¢ in either order after the execution of a
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reaches the same state, as show in Figure 3.8. The condition is called commutativity

of events b and c.

Consequently, it suffices to explore any one of b.c or c.b from the state s; for a
sound model checking. Thus, instead of exploring the set of execution sequences of
a program, a model checker may focus on exploring representative executions for the
set of partial orders, such as those shown in Figure 3.2(c) for the input program in
Figure 3.2(a).
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Chapter 4

ViEqui. Stateless Model Checking

based on View-equivalence

4.1 Background

The interleaving model for reasoning about concurrent program outcomes suffers
from the state explosion problem [30] due to the combinatorial explosion of thread
interleavings (refer to §3.1.3). Early solutions to this problem were static in nature,
with partial order reduction (POR) being a popular approach [29, 43, 39, 56]. POR
techniques statically compute persistent sets [39, 42, 86] or ample sets [74], which
represent a subset of the interleavings that must be explored. However, conservative

over-approximation in static analyses often result in inaccurate sets.

Dynamic analyses, which construct persistent or ample sets on-the-fly, have proved
to be more effective in addressing the combinatorial explosion. Dynamic analyses
can be stateless or stateful (refer to §3.3.1). Seminal works like Verisoft [40, 41]
and CHESS [69] popularized stateless model checking. Stateless model checking is
a popular model checking technique under sequential consistency [1, 7, 12, 19, 24,
26, 27, 35, 52| and weak memory models [3, 9, 24, 52, 81] (refer to §3.2). Several
stateless model checking techniques are coupled with POR [1, 3, 7, 19, 26, 27, 35, 81]

31
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to combat the state space explosion.

Stateless Model Checkers (SMCs) investigate various schemes to further reduce the
combinatorial explosion and improve their performance, such as bounding the state
space and model checking using representatives, and further, minimization of the
set of representatives and accurate computation of representatives to obtain smaller

exploration graphs.

Bounding the exploration state space. Dynamic analyses compute persistent
(or ample) sets on-the-fly, thus, bounding the exploration state by bounding the
depth of exploration [84], loop unrolls in the input program [23, 28], or the number

of context-switches [68, 69] limits the number of explored interleavings.

Model checking using representatives. Given a property v for an input program,
1 may be insensitive to the order of execution of certain concurrent events of the pro-
gram. As a result any two execution sequences differing only in the order of such
instructions would either both satisfy ¢ or both satisfy —¢. Model checking using
representatives [74] addresses the state space explosion problem by exploring a re-
duced state graph generated of a subset of the interleavings, based on the observation

made above.

SMCs that rely on model checking using representatives partition the execution se-
quences into equivalence classes based on an equivalence relation such that either all
execution sequences of an equivalence class satisfy ¢ or all satisfy —). Such a repre-
sentation generates a smaller state graph that contains (ideally) only one execution
sequence from each equivalence class. Model checking using representatives is com-
monly referred to as Dynamic POR (DPOR) [35] and has been extensively studied
over the past two decades [1, 3, 7, 13, 14, 19, 35, 81].

Minimizing the set of representatives. To ensure soundness, an SMC must
explore at least one execution sequence from each equivalence class. Evidently, min-
imizing the set of equivalence classes positively impacts the model checking effort.
The challenge remains in defining a suitable equivalence relation that partitions the

execution sequences such that (i) all sequences in a partition behave similarly to
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the property v (i.e. satisfy 1 or satisfy —)), and (ii) there exists an equivalence
class whose sequences satisfy ¢ (if feasible) and an equivalence class whose sequences
satisfy =) (if feasible).

Suitably defined equivalence relations may induce coarser partitioning on execution
sequences towards a smaller set of equivalence classes. The coarse equivalence rela-
tions can be defined based on attributes of execution sequences relevant to ¢, such as
data races [1, 3, 19, 35], visibility of events to other threads and events [7, 14, 19, 26],
and other features than may render sequences indistinguishable such as read of the
same data values [13, 27]. Section §4.1.1 discusses details of coarser notions of equiv-

alence for partitioning execution sequences.

Accurate computation of representatives. The set of equivalence classes is not
known to an SMC a priori. Moreover, computing the set of equivalence classes is as
hard as exploring the entire state space. Thus, the SMCs compute equivalence classes
while exploring execution sequences (on-the-fly). Inaccurate on-the-fly computation
of the equivalence classes leads to exploration of multiple execution sequences from

an equivalence class, called redundant explorations.

Accurate computation of representatives ensures exploration of ezactly one execution
sequence from each equivalence class, such an accurate exploration is called an opti-

mal exploration and an SMC that performs optimal exploration is called an optimal
SMC [1, 14, 19, 52].

4.1.1 Equivalence partitioning of program executions

As discussed previously, equivalence between program executions is established through
an equivalence relation. The equivalence relation partitions the execution sequences
into sets of equivalent execution sequences called equivalence classes. Various equiva-
lence relations can be defined on the attributes of execution sequences that partition
the sequences into finer or coarser equivalence classes. This section describes such

equivalence relations.
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Bisimulation equivalence. Bismimulation represents a fine equivalence relation
that aims to identify transition systems which can simulate each other in a step-wise
manner. Considering an execution sequence as a transition system with a deter-
ministic order of occurrence on events in the sequence, bisimulation may be used to
establish equivalence between execution sequences. However, such a fine equivalence
relation may relate as equivalent only those execution sequence that vary on the or-
der of occurrence of invisible events (refer to §2). As a result, execution sequences
that have the same order of occurrence on visible events (refer to §2) are considered

equivalent.

Mazurkiewicz traces and classical equivalence (~¢). Mazurkiewicz [65] defines
a finite, reflexive and symmetric relation on the events of an input program called
dependence, D. Further, the relation D induces a relation independence, I = (€ X
E) \ D. Equivalence classes formed using D are called Mazurkiewicz traces. A single
trace arises by identifying all execution sequences that differ only in the order of the

pairs of events in [ that are adjacent in the execution sequence.

Classically, SMCs use Mazurkiewicz traces to define equivalence partitions, where, the
dependence relation used to determine the Mazurkiewicz traces is defined over pairs
of racing events (pairs of events, accessing the same shared object, where at least one
event is a write) [1, 3, 35, 70, 89]. Program executions that have the same order of
occurrence on racing events are considered equivalent, let this equivalence relation be
referred to as the classical equivalence relation. Given two execution sequences 7y, o,

71 ~¢ Ty represents that the sequences are equivalent under the classical equivalence.

Consider the program in Figure 4.1. The program has three pairs of racing events
on each shared object (z and y). Thus under the classical equivalence relation the
program has 27 distinct equivalence classes; computed as 3! x 3! — 9 combinations
that cannot be realized due to a cycle in the required execution resulting from DUpo,
for example, any instance of D such that both (¢,d) € D and (e,b) € D cannot be
realized due to a cycle in D U (where, represents the total order on the events

of a thread called program order).

The equivalence classes for the example program in Figure 4.1 are shown in Figure 4.2
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Initially =0,y =0
a: W(z,1) | b: R(y) d: R(z) 1 Wi(y,1)
c: W(z,1) || e W(y,1)

Figure 4.1: motivational example

racing-pairs equivalence: blue, green, red dashed sequences and black solid sequences
observed racing-pairs equivalence: blue, red dashed sequences and black solid sequences
reads-from and reads-value-from equivalence: red dashed sequences and black solid sequences
view-equivalence: black solid sequences

Figure 4.2: Equivalence classes of the input program in Figure 4.1 under various
equivalence relations.

(through representative executions). Every execution depicted in Figure 4.2 (includ-
ing the dashed and the solid sequences) represents a distinct valid equivalence class

under the classical equivalence relation.

The classical notion of equivalence is sound for detecting data-races and violations
of safety properties such as violation of assert conditions. Recent works [7, 12, 13,
14, 19, 24, 26, 27] have explored notions of equivalence that are coarser than the
classical equivalence relation. The coarseness reflects in smaller number of equivalence
classes that are bulkier than Mazurkiewicz traces (i.e. the classes have a larger set

of execution sequences).

The coarser notions of equivalence pivot on detection of safety property (assert) vio-
lations. Essentially, each coarse equivalence relation recognizes some attribute(s) of
the execution sequences that do not contribute to the safety property. The relation is
then designed to equate execution sequences that vary only in the order of occurrence
of non-contributing attributes and, thus, collect them under the same equivalence

class. The coarser equivalence relations are discussed below.
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Equivalence on observed races (~°). Given an execution sequence (1), pairs of
events in &, that race in 7 where (i) either one of the events in the pair is a read event,
or (ii) there exists a read event that occurs after the racing pair in 7 are considered
observed. Program executions that have the same order of occurrence on observed
racing event pairs are considered equivalent [14, 19]. Given two execution sequences

o

T1,To, T3 ~° To represents that the sequences are equivalent under equivalence on

observed races.

The program in Figure 4.1 has 16 equivalence classes under this relation, i.e. eleven
fewer equivalence classes from the classical relation. The classical equivalence classes
that are combined with some other class under this equivalence relation are rep-
resented by green dashed sequences in the Figure 4.2. Consider, for instance, the
left-most two sequences in Figure 4.2 (a.b.c.d.f.e and a.b.c.d.e.f). These sequences
vary in the order of execution of the writes e and f, which are not observed. As a

result, the executions are clubbed under the same equivalence class.

Reads-from equivalence (~"). Two program executions are considered reads-from
equivalent if (i) both the executions contain the same set of read events and (ii) the
reads obtain values from the same write events in both the executions [7, 24, 52].
Given two execution sequences 11,7y, T4 ~' To represents that the sequences are

reads-from equivalent.

There are two read events in the program in Figure 4.1. Each read event can obtain
values from three corresponding write events (including the initial write event).
Thus, in total there are 6 equivalence classes under the reads-from equivalence. The
red dashed along with the black solid sequences in Figure 4.2 represent those equiv-

alence classes.

Reads-value-from equivalence (~"). Program executions with the same set of
read events that read the same value and maintain the same causal-ordering on the
read events are considered equivalent [12, 24]. Given two execution sequences 7y, 7o,

71 ~" Ty represents that the sequences are reads-value-from equivalent.

The two read events of the program in Figure 4.1 can read two values each (i.e. 0



ViEqui

37

and 1). If the read d reads the value 1 from the write ¢, then the read b is causally
ordered before d. However, there is no such causal ordering when d reads the value
1 from the write a. This leads to two separate equivalence classes where d reads
1 and an additional class where d reads 0. Similarly, there exist three equivalence
classes under this relation corresponding to the read b. As a result, the program in
Figure 4.1 has the same set of equivalence classes under this relation as under reads-

from equivalence (represented by the red dashed and the black solid sequences).

4.2 The view-equivalence relation

View-equivalence is a coarser notion of equivalence that relies only on the values of
read events. Program executions with the same set of read events that read the same
values are considered equivalent. Given sequences 7, and 7, let 71 ~ 75 represent that

71 and 7y are view-equivalent. Formally,

Definition 3. (view-equivalence)

Given sequences 71 and Ty,
T~ T iff EX = EX AVe, € EX valj(e,) = valj,)(e,).

Theorem 1 shows that view-equivalence (~) represents an equivalence relation. Note
that, for any given program view-equivalence is at least as coarse as any existing

equivalence relation. The claim is formally stated and proven with Theorem 2.
Theorem 1. ~ represents an equivalence relation.

Proof. Reflexivity holds trivially from Definition 3.

Given that the operator ‘=’ is symmetric over sets and V, ~ is Symmetric.

Let 71 ~ 7 and 7 ~ 73
= &8 = EX = EF and Ve, € EF valj)(e,) = vali,)(e,) = valp,(er).

= ~ is Transitive. O
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Given the program in Figure 4.1, each read event can view two values (i.e. value 0
and 1). Thus, under view-equivalence there are exactly four view-equivalence classes
corresponding to the four combinations of values. The view-equivalence classes are
represented by black solid sequences in Figure 4.2. Each dashed sequence can be

partitioned with the view-equivalence class of one of the black solid sequences.

In moving from finer to coarser partitioning, an equivalence relation associates lesser
ordering on the event of an execution sequence. For instance the classical notion
orders all racing event pairs (including pairs of write events that may not be read in
the program), while the reads-value-from equivalence only orders causal reads. The
proposed view-equivalence relation completely dissociates from ordering on events of
an execution sequence. As a result, view-equivalence is at least as coarse as any exist-
ing equivalence relation. Consequently, view-equivalence forms the smallest number

of partitions for any input program.

The view-equivalence class of a program execution 7 is represented by [7]. Each
program execution 7’ such that 7/ ~ 7, 7/ € [r]. Consider again the program in
Figure 4.1 and its executions 71 = a.b.c.d.e.f and 7o = b.c.a.d.e.f, 71 ~ Ty, thus [r]
=[] and 71,7 € [11] (or [7]).

Further, given sequences 7, and 7, 71 is a prefix of 75 under view-equivalence, repre-

sented as 71 < Ty if A7 st 7T ~ T

Applicability of view-equivalence. The applicability of view-equivalence is not
reduced in context of safety property (assert) violations in comparison to the other
coarse equivalence relations [7, 12, 13, 14, 19, 24, 26, 27]. In other words, given
execution sequences 7, and 7, and a safety property (assert condition) ¢, 71 ~ Ty <
both 7 and 75 satisfy ¥ or both 7 and 7 satisfy —. In essence, an assert condition
1 is a boolean condition on the values of a set of read events. Thus, if 7 satisfies
Y and 7, satisfies =) then there is a read e € &, N &, s.t. valj,j(e) # valp,(e).

However, from Definition 3, then 7 » 7.

Intuitively, every observable location and every branching condition in the input

program such as the SSA phi nodes, output statements and assert conditions rely
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Initially x =0,y =0 — % e b >e—C se d >0
a: W(z,1) || ¢ if R(y) : (b)
b: W(y,1) d:  R(z)
(a) o0 .o C .o b 4

Figure 4.3: Message passing with condition

on the values of a set of corresponding memory locations. Since, computing the
condition requires accessing the corresponding memory locations, thus, alternatively
we can consider that the conditions rely on the values of a set of read events. Hence,
by considering all combinations of read values in separate equivalence classes, view-
equivalence ensures coverage of every branch of program’s control flow graph, every

program output and every feasible outcome of an assert condition in the program.

Trade-off of causality. The definition of view-equivalence does not incorporate
a causal ordering on execution events, which sets it apart from other equivalence

notions.

Including causal ordering in the definition of equivalence is beneficial as it provides the
necessary information for constructing a coherent ordering, that leads to an execution
of an equivalence class. Incoherent orderings may affect the completeness guarantee
of SMCs. SMCs that detach from any causal ordering, such as ViEqui, must compute

coherence operationally to ensure completeness, which is non-trivial.

Consider the example in Figure 4.3(a) and its execution in Figure 4.3(b). An SMC
based on the classical notion of equivalence considers the order of execution on racing
event pairs i.e., a — d and b — ¢, and flips either of these orders to explore a different

equivalence class, such as the one shown in Figure 4.3(c) where ¢ — b.

On the other hand, ViEqui computes that the value 1 is read by reads c and d in the
execution shown in Figure 4.3(b) and that value 0 may also be read by the two reads
in some other execution. ViEqui then computes a state where the value can be read

from, for instance, 0 can be read by d from the initial state and from no state after
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Table 4.1: Performance comparison on program in Figure 4.1

ODPOR |0obs-ODPOR,| RVF-SMC ViEqui
configuration N |#Seq Time|#Seq Time| #Seq Time|#Seq Time
Figure 4.1(10) - To - To 3703196 705.69 40  0.06
Figure 4.1(20) - To - To - To 80  0.28
Figure 4.1(100) - To - To - To| 400 43.15
Figure 4.1(200) - To - To - To| 800 737.00

the execution of a. Further, it computes a sequence that can enable and execute d
from the initial state ensuring the read of the value 0. Since d can only be enabled
by the sequence a.b.c.d. However, the enabling sequence leads to the read of value 1

by d and hence, ViEqui computes that value 0 cannot be read by d coherently.

However, SMCs such as ViEqui that can ensure completeness can reduce the number
of program executions to explore and achieve higher performance. To demonstrate the
savings with view-equivalence, we conducted experiments on various configurations of
the program in Figure 4.1, where events from threads are repeated N times. Higher
values of N leads to a higher degree of causal ordering, while the set of values read
by the events remains the same. The results of the experiments with the program
in Figure 4.1 are shown in Table 4.1 on the number of sequences explored (#Seq)
and the time of analysis (Time). A timeout of analysis is set at 1800s (To). We
observed exponential savings with view-equivalence compared to other techniques on

finer equivalence relations (refer to §4.5 for details on the other techniques).

Theorem 2. v7'1,7'2 S E, M~ TV~ RV~ VT~ T =T~

(view-equivalence is at least as coarse as any existing equivalence relation.)

Proof. Consider sequences 71, 7o,

T~ Ty = Ty~ To. (by definitions of ~¥ and ~)

Further, 7 ~" 75 = poy, = pog,. (by definition of ~")
Let 3 e, € Eyﬂgw

T2

e, € 6’5 N 8}; s.t. ew—ﬂfer and ew—>£§er but valf.,(e,;) #
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Event Relations

mo,

0-Mo,

rf;
fr,

CO-T,

Consider the relations,
program-order (po.), modification-order (mo,), observed-modification-order (o-mo,),

reads-from (rf;), from-reads (fr;), and causal-order-on-reads (co-r,), such that

U mo, U o-mo, U rf; U fr, U co-r, C &, x &, for a sequence 7.

Given e;<,eq, the relations are defined as:

Consider the relation spawn-order (sno;) such that e’ —%° e if €’ belongs to
the thread that spawns the thread of e, and ¢’ occurs before the spawn event
in its thread. Consider the relation join-order (jno,) such that ¢ —i"° ¢ if e
belongs to the thread that joins the thread of €/, and e occurs after the join
event in its thread. Further, sno,.™ C sno, and jno,." C jno,; then,

e1—" ey if €1 occurs before ey in a thread V e; =5 ey V e —1"° ey.

a total order on the write events of an object.

e1 0%y if "%y and Je, € EX s.t. obj(e,) = obj(e1) A ea<se,, i.e., a
total order on the observed write events of an object.

e1—2ey if e = lastiWyy(e2).

e1—Tey if (eq,e9) € vt mo,.

e1—%Tey if €1, 69 € ER A €1 6.

Formal Definitions of Equivalence Relatioms.

T ~ T2

Classical equivalence (~¢). Given sequences Ty, Ta,

71 ~¢ 19 if po, U mo, Urf, U fr, = po, Umo, Urf, U fr,.
FEquivalence on observed races (~°). Given sequences 7y, Ty,

71 ~° Ty if po,, U o-mo,, U rf, U fr, = po, Uo-mo,, Urf, U fr,.
Reads-from equivalence (~"). Given sequences Ti, Ty,

T~ 1o if poy, Ul = pon, Ul

Reads-value-from equivalence (~"). Given sequences 7y, Ta,

11 ~Y Ty if poy, U co-ryy = pog, Ucor, AV, =V,

View-equivalence (~). Given sequences Ty, To,

if POy = por, AV = V5.

Where V, represent a map X + V such that Ve, € £, e, — valj;(e;) belongs to V.
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valj(er).

= Je, € ERNER st e, =Py A e, ey A lastiWy(e,) # lastiW (e,)

= rf, # rf;, that contradicts 7 ~" 7.

=V, =V,. (by contradiction)

Thus, 71 ~" 79 = 7 ~ Ty.

Lastly, 71 ~“ 1 V11 ~° 1y = 71 ~ To. (by definitions of ~¢, ~° and ~")
= Ty~ Ty (shown previously)
0

4.3 Stateless model checking based on view equiv-

alence under sequential consistency

To ensure soundness, an SMC must explore at least one execution sequence for each
equivalence class under the corresponding equivalence relation. Figure 4.2 shows that
the number of equivalence classes under view-equivalence may be significantly smaller
in comparison to other notions of equivalence. Evidently, model checking based on
view-equivalence may exhibit significant savings in the model checking effort. The

savings directly translates to a faster verification.

This work proposes ViEqui, an SMC based on view-equivalence under sequential

consistency. The ViEqui technique is

1. Sound. ViEqui explores a representative execution sequence corresponding to

each view-equivalence class of the input program.

2. Complete. Each execution sequence explored by ViEqui represents a view-

equivalence class of the input program.

3. Optimal. ViEqui explores exactly one representative execution sequence corre-

sponding to each view-equivalence class of the input program.
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Operational Assumptions. The set of actions supported by ViEqui is the set
{write,read}. As a consequence, £V UER = & and €W N ER = (). Since, ViEqui
operates under sequential consistency, a read e, € EX reads the value of the latest
write of obj(e,) in the prefix of 7 up to e,, that is, e, reads from lastW;(e,). Further,
since sequential consistency does not support out-of-order execution of events, the
execution of an event from a thread T; enables the next event in program-order from
T;, thus, the enabled set contains the next event from each thread. This implies that
when a write event e, is enabled in a sequence 7, valj;(e.) is already computed for

7 and available as a constant.

ViEqui explores (executes and analyzes) a representative execution sequence corre-
sponding to each view-equivalence class of the input program. However, the set of
view-equivalence classes is not known a priori. Moreover, computing the set of equiv-
alence classes is as hard as exploring the entire state space. Thus, ViEqui computes

view-equivalence classes while exploring execution sequences (on-the-fly).

ViEqui uses a scheduler to order the execution of program events in a way that fa-
cilitates optimal exploration of view-equivalence classes. This enables us to obtain a
representative program execution that belongs to the desired view-equivalence class.
During the exploration of an execution sequence 7, ViEqui gathers scheduling infor-
mation such as the view-equivalence class of 7 and other values for reads that are
not read in 7. ViEqui then computes scheduling directives (A(sf;)) for each state of
exploration s, reached after exploring an execution prefix 7. The directives are sets

of pairs of (next: an event sequence, ¢: a boolean formula) where,

e nert is a sequence that is to be explored from s, and

e ¢ is a summary of the value combinations for the read events appearing in next

that are read in some other execution sequence from s.

Given a scheduling directive § € A(s(;)), its nest sequence is represented as 6, and its

¢ boolean formula is represented as d,.
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J S[b.c.d] >
Initially x = 0,y = 0 7 (e, 1)}
a: W(x,1) | b: R(z) || ¢: R(y) >S[b] -5 S[b.d]
d: R(z) {(e; D} {(d, (d, D
(a) (a.d, (d,0))} S[b.c.a] >
{(d,(d,0))}

(b)
{(a.b, (b,0)), (b, (b, 1)),
](cdab(bO)\/(dl))}

/m

Slalg b, (b, 000 Sl ic.da, (@, 1)) Sl (dab,
b o N¢ |0V (@ 1)}

Sla-bli(e, 1)y Slb-ale, 1)y Slb-elpa, @, nFledlia
c] c] d| ) .0

S[Glb-cl{u, L)}S[b-l“-c]w, L)}S[b-f-d]{m, Ll Cld ali (v, (b,0))}
d d a b

(1) (T2) (73) (74)
(c)

Figure 4.4: 1W2R. (a) input program, (b)-(c) explorations by ViEqui

Definition 4. (Properties of A(s};))

A(s};) at a state s;) must satisfy the following properties.

1. For each view-equivalence class 7 that has a representative execution with
7 as a prefix, there exists § € A(s)) that extends 7 to a representative

execution of . (soundness)

2. Each § € A(s};)) extends 7 to a valid execution of the input program.

(completeness)

3. No two discrete 6,9 € A(s;)) can extend 7 to equivalent executions.

(optimality)

Consider the input program in Figure 4.4(a). The program has four view-equivalence
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classes corresponding to the values 0 and 1 for the read events b and d. Figure 4.4(c)
shows a complete exploration of the program where each of the four view-equivalence

classes is explored optimally.

ViEqui technique follows a dual approach of eager and lazy analyses to compute
the scheduling directives during exploration, called forward-analysis and backward-

analysis respectively.

Forward-analysis. On reaching a state of exploration s|; after exploring an ex-
ecution prefix 7, ViEqui analyzes the set of events that are enabled (available for
execution) and looks for a read event that can read multiple values from spy. Con-
sider the initial state s in Figure 4.4(c) where the events a, b, ¢ are enabled. ViEqui
computes that the read b can read two values from sy (i.e. 1 and 0), and accord-
ingly, computes A(syy) = {(a.b, (b,0)),(b,(b,1))}. In particular, on exploring the
sequence a.b of the directive (a.b, (b,0)) from sy, b reads the value 1, while its cor-
responding formula (b, 0) summarizes that b reads the value 0 in the other directive,
i.e., (b, (b, 1)); similarly, on exploring sequence b of the directive (b, (b,1)) from sy, b
reads the value 0, while is corresponding formula (b, 1) summarizes that b reads the
value 1 in the other directive, i.e., (a.b, (b,0)).

This computation of A(sp) is called forward-analysis since it is eagerly performed
without executing the enabled events. The directives computed using forward-analysis

are shown in green in Figure 4.4(c).
Forward-analysis is formally presented in §4.3.2.

Backward-analysis. Forward-analysis examines only the enabled events at a state
Si], hence, computing A(sf;) precisely for all events is not always possible with
forward-analysis. For example, the read event d is not available for analysis at sj,
in Figure 4.4(c). To address this problem, ViEqui computes scheduling directives at
the end of each execution sequence for states in the execution prefix. This analysis is

called backward-analysis, since it requires examining the prefix of an execution.

Consider the program execution 77 = a.b.c.d in Figure 4.4(c), where the read d is

enabled after the execution of ¢ at state sj.4. The order of execution of events
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in 77 results in the read of value 1 by d, however, a different order of execution of
the events of 7, could result in the read of value 0 (initial value) by d. Therefore,
with backward-analysis ViEqui would compute a directive that would lead to the

exploration of value 0 for d from a state in the prefix of s .

However, there may be various such directives and they may not always result in
the exploration of the same view-equivalence class. This is because a read e, may
read a certain value v in multiple view-equivalence classes; for example, the read
d in the program in Figure 4.4(a) can read value 0 in two view-equivalence classes,
i.e. those corresponding to b=0,d=0 and b=1,d=0." Furthermore, it is possible
that some of the view-equivalence classes where the read e, reads v can be explored
by existing directives; for example, in the exploration shown in Figure 4.4(c), the
view-equivalence class corresponding to b=0, d=0 can be explored using the directive
(b, (b, 1)) from sy

For optimality and termination it is crucial that ViEqui controls the view-equivalence
classes that will be explored from a directive by carefully choosing its next sequence
from the set of sequences where e, reads v; for example, during the backward-analysis
after 7 in Figure 4.4(c) for d to read 0, ViEqui must compute a directive that results

in precisely the exploration of the view-equivalence class corresponding to b=1, d=0.

Thus, ViEqui computes a directive (c.d.a.b, (b,0) V (d,1)) € A(syy)) where the next
sequence c.d.a.b reads value 0 for d in combination of value 1 for b. The corresponding
¢ = (b,0)V (d, 1) summarizes the values for d and b read in other sequences from syy;
specifically, the value 0 for b is covered in program executions 7, and 73 and the value
1 for d is covered in 77 and 7y; note that, ¢ subsumes (b,0) A (d, 1), which is explored
in 7. The computed directive is added to a state in the prefix of 74 from where the
value 0 can indeed be read by d, i.e. A(syy). Finally, during the exploration of 74,
resulting from (c.d.a.b, (b,0) V (d, 1)) € A(syy), the formula (b,0) V (d, 1) is used by
ViEqui to determine that no other scheduling directives need to be computed for b

to read 0 or d to read 1 from 74. The directives computed using backward-analysis

!Note that, (i) we may refer to view-equivalence classes by the combinations of reads and their
values; (ii) such a notation may not contain reads that have the same value in all view-equivalence
classes, such as the read c¢ in Figure 4.4(a).



ViEqui

are shown in blue in Figure 4.4(c).
Backward-analysis is formally presented in §4.3.2.

Note that, A(SH) at a state sj;j may not be unique since various event sequences
may represent the same view-equivalence class. Figure 4.4(b) shows a fragment of an
alternate exploration feasible with ViEqui where the technique selects ¢ from the set

of enabled events instead of a at sp).

4.3.1 Computation of Scheduling Directives

To satisfy the three properties in Definition 4, scheduling directives are generated
through a two-step process for each A(s) using both forward- and backward-analysis.
In the first step, individual scheduling directives are computed from available schedul-
ing information and exploration summaries in a sequence. However, since directives
of sequence are computed independently, they may not consider scheduling informa-
tion from other sequences. Therefore, in the second step, the individual scheduling
directives computed in step one are coherently combined with A(s;)) to avoid redun-

dancies and ensure soundness and completeness.

Computing the state to update for a directive. To perform the above mentioned
steps, it is necessary to compute an exploration state s whose A(sf;) can be updated
with the newly computed scheduling directive . Thus, prior to discussing these
steps, it is important to consider the process of computing such a state. For example,
during the backward-analysis after 7 in Figure 4.4(c), for d to read from I, a newly
computed directive is added to the state sjy; because at any other state in the prefix

of 7, the write a overwrites I,.

A directive (0) computed during forward-analysis at a state s only updates A(sq),
while, backward-analysis after a program execution 7, updates A(sp) for some 7’ in

the prefix of 7.

Consider the backward-analysis after the exploration of a program execution 7 =
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T1.73.73, Where 7, represents the next sequence explored from sp,). The states s,
between, but not including, s} and s, are marked hidden for the execution se-
quence 7, which signifies that backward-analysis does not update A(sj,)). Consider
backward-analysis after 7, for e, € EX to read from e,, € £, ViEqui updates A(s()
of a state sp if (i) sf is not hidden, and (ii) 3 a sequence 6, on the events of 7 s.t.
ew—1 5 er. Intuitively, condition (ii) states that e, can feasibly read from e, after
7’/. Note that, in the presence of multiple such states, ViEqui selects the state of
the longest prefix 7’ for operational efficiency. We use prej;(ew,€,) to represent such
a state. For example, consider the backward-analysis after 7 in Figure 4.4(c), for
determining the state where d reads from I,. While both sy and sp; satisfy the two

conditions outlined earlier, ViEqui selects prep.,(Iy,d) = sp.

Step 1. Accurate computation of individual scheduling directives

In order to compute an accurate scheduling directive (0 = (9, d4)), we need to ensure
accurate computation of both components (6,, and d4). This entails (i) computing a
coherent and accurate 9, that extends to program executions and precisely explores
the desired view-equivalence classes, and (ii) representing the related exploration
summary d, succinctly, which can guide ViEqui to prevent redundant explorations
without compromising soundness. The following text discuss these two requirements

in more detail.

Computation of coherent and accurate next event sequence. The coherence
of a sequence next, for a read e, to read the value v after 7, means that it can result
in a valid execution after 7. The accuracy of next is determined by its ability to
extend to representative executions of the desired view-equivalence classes while ex-
cluding those of other view-equivalence classes. This notion of accuracy is intuitively
introduced above, under ‘Backward-analysis’. Recall the backward-analysis after 7
in Figure 4.4(c), for d to read 0 from I,. It was emphasized that the optimality of
ViEqui relies on computing a next sequence that can exclusively extend to explore
the view-equivalence class corresponding to b=1,d=0, rather than also explore the

one corresponding to b=0, d=0. Therefore, the computed next sequence must include
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A .
e1—."ey = ey occurs before e in the same thread

[I>

ew—te, £ ey, e, € & and e, = lastW(e,)

e1—%ey = (e1,e9) € transitive closure of (po, Urf,)

if 3 7 (an event sequence) s.t. & = &, UE,, and co, = co,, U co,,
then 7 & 7o = 7, otherwise 7 & 7 = ().

(a)
nseq—fwd[T](ew, e,) = w.e, (where, w= (), if e, = lastW(e,); w = e, otherwise)
(b)

eseqm(e)é smallest subsequence of 7 s.t. e € eseq(e) A Ve, =7 e (ep €
eseqj(e) N\ Ve'—=5%,,, € € eseq;,(e)).
(note, for an initial event I, eseq;,(L,) = ())

71 D T2

nseq-bkwd,; (e, v) = eseq,_(ew) ® eseq_.1(e.) & w.e, & S (i)

(where, 7" = prej;(er,v), and w = (), if e, = lastW[(e,); w = ey, otherwise)

Sn(S[T]) represents the next sequence of § € A(s[)) that is currently being explored,

for example, in Figure 4.4(c), 0,(sp)) = @ and c.d.a in 75 and 73 respectively.

()

Figure 4.5: Computation of (a) well-formed sequence, (b) next sequence using
forward-analysis, (b) next sequence using backward-analysis

a subsequence a.b that mandates the read of value 1 for b. As a result, for this

backward-analysis, the accurate nezt sequence is c.d.a.b.

The computation of coherent and accurate ¢,, using forward-analysis is formally pre-
sented as nseq-fwd (e, e,) in Figure 4.5(b), where a read e, reads from the last
performed write or from an enabled write (e,) by following it in execution order.
On the other hand, the computation of ¢, using backward-analysis requires a more

elaborate construct that is formally discussed below.

Consider the event relations program-order (po.), reads-from (rf;) and coherence-order

(co,) on the events of a sequence 7, defined in Figure 4.5(a). Let a sequence 7 be
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well-formed if (1) co, is irreflexive, and (ii) rf; is feasible under sequential consistency.
Let & represent the well-formed join to two well-formed sequences, formally defined

in Figure 4.5(a).

A coherent and accurate 9,,, where e, reads from e,,, is computed using backward-
analysis, at a state s = prep(ew, €), by the well-formed join of four sequences: (i)
a sequence that enables e, after 7/ (computed using enabling sequence, eseq[T_T,](ew),
defined in Figure 4.5(c)); (ii) a sequence that enables e, after 7" (computed similarly
using eseq._,,(e,)); (iii) a sequence where e, reads from e,; and, (iv) given that 0 €
A(s[r) is currently being explored from s, its next sequence d,. The computation

is formally presented as nseq-bkwd, (€., €,) in Figure 4.5(c).

To illustrate the computation of 9, using backward-analysis, consider the analysis
after 7 in Figure 4.4(c) for read d to read from I,; pre,j(I,d) = sy, accordingly,
eseqp,, (L) = (), and eseq,, _(d) = c.d, thus, nseq-bkwd,,;(I,,d) = () © c.d ® ().d
@ a.b = c.d.a.b.

Note that, in including the the next sequence of § that is being explored from s as
sequence (iv), ViEqui avoids redundant explorations with other sequences explored
from sp,; for instance, in the above example by including a.b in the computed se-
quence c.d.a.b, ViEqui mandates the read of value 1 for b, which subsequently avoids
the exploration of the class corresponding to b=0,d=0. This class is explored from

sgy) in the execution 73, from another directive at sy, i.e. (b, (b,1)).

Succinct representation of exploration summary. ViEqui summarizes the com-
binations of read events and corresponding values read in other explorations for a
scheduling directive (0) as a boolean formula (é4). The formula can be formally pre-

sented by the following grammar.

L:=T]L1]|(e,v)
¢ =L|LVL|LAL

The boolean constants true and false are represented by T and L, respectively. The
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simplify(d4, (e,,v))® the resulting formula after replacing (e,,v) with T and
(er,v") with L in 04, where v' # v

(€r,v)IFdg £ simplify(dy, (e,,v)) = T
(er,0) Iff 9 £ simplify(dy, (e,,v)) # T
Vier!

where L = {(e,,v) | 37’ prefix of 7, Je, € £ s.t. (e,,v)IFds(s)}

>

summary,(J, )

04 (8[7]) represents the 4 boolean formula of 6 € A(s[;]) that is currently being explored,
for example, in Figure 4.4(c), d4(sp) = L and (d,1) in 72 and 73 respectively.

Figure 4.6: Notations and operations on boolean formula d

literal (e,,v) is a shorthand notation for a predicate that evaluates to true when value
of e, is v and evaluates to false when value of e, is not v. Figure 4.6 defines notations
and operations on d,. The operation simplify(dg4, (e,,v)) simplifies the formula by
assuming e, reads v and thus, replaces literal (e,,v) with T and literal (e,,v") with
1, where v # v'. The notation (e,,v)I-d, represents that the literal (e,, v) is a model

of 04, and the notation (e, v)lffd, represents its negation.

To compute an accurate d4 using forward-analysis, ViEqui relies on the fact that a
scheduling directive is created for each value of enabled writes (and the current value
at a state) that can be read by a read e,. Thus, J, corresponding to a directive for
a read e, to read v, is computed such that for each value v’ # v that can be read by

e, using forward-analysis, (e, v’)IFd.

As an example recall the forward-analysis at sy in Figure 4.4(c). For each of the
two computed scheduling directives, § € {(a.b, (b,0)), (b, (b,1))}, (b,v)IFde, where v

represents the value of b read from the other directive.

Similarly, in case of backward-analysis after the execution sequence 7, for a read e,
to read value v from a write e,, d, is computed such that, for each value v' # v,
of other writes of the same object in 7, (e,,v’)lFds. Since a directive is created by
backward-analysis for e, to read each such value v, ensuring (e,, v')IFd, summarizes

the same. Additionally, literals of the form (e, v") on read events e, of ¢, from 7
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also satisfy d,. In including such literals in 04, ViEqui carries forward the exploration
summary of 7 to the newly computed directive. The computation of such summary

of 7 is formally presented as summary;(d,) in Figure 4.6.

As an example recall the backward-analysis after 7 in Figure 4.4(c) for d to read 0
from I,, where the computed directive is (c.d.a.b, (b,0)V(d, 1)). The literal (d, 1)I-(b,0)V
(d, 1), where value 1 is the value of another write a in 7y, and is explored by other
directives at sy, i.e. (a.b, (b,0)) and (b, (b,1)). Also, the literal (b,0)IF(b,0) V (d, 1),
that carries forward the summary that value 0 for b is explored from another directive
at sjp, i.e. (b,(b,1))

The computation of ¢4, of a scheduling directive 9, is formally presented as a part of

forward-analysis and backward-analysis, in §4.3.2.

Step 2. Addition of the computed scheduling directives to A(s)

Scheduling directives of a sequence are computed independently of scheduling di-
rectives of other sequences and may redundantly explore the same view-equivalence
classes. To prevent such redundant exploration and ensure soundness and complete-
ness, the set of scheduling directives computed across different execution sequences
from si;), we introduce a coherent-union operator (represented as W), that combines
a newly computed § = (0,,04) with A(s;)). The operation A'(sp) = A(s})Wo is
defined with the following properties.

L A(spy) # {}
2. properties concerning oy.

(a) Each oy, d; corresponding to ¢’,6” € A'(s;) explore distinct view-equivalence

n’ -n

classes.

(b) The same set of view-equivalence classes are explored by extending the
next sequences of A(sp) U {0} and A'(sp).

3. properties concerning O
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Initially =0,y =0

a: W(z,1) || b: W(z,2) 21 g((’!/))
{(a L),

] (e:da, (d,1) v (d,2)}

/@\

c.d.b, (d,2))} ]{(d‘a.b,
\ d| (d.1)V(d,2)}
Sa. b]{( ey Sladan, Sledl((a, 1))
ci di (d,2))} ai

S[a.b Sle.d

i, 1)y S[af-dh(b, 1)} “al{ (v, (b,0))}
b

S[a.b.c.d]{} S[a.c.d.b]{} S[C.d.a.b]{}
(11) (72) (73)
(b)

Figure 4.7: 2WI1R. (a) input program, (b) exploration by ViEqui

(a) For each 6" € A'(s}), 0" € A(spy) U {0} s.t. §;, can also extend to explore
a view-equivalence class of §/,, for each e, € EEL N 85{, if (e,,v)IFd;, then
(er,v)IF07.

(b) For each 0" € A'(sy), if (e,,v)lIFd); then 36" € A(sy) U {0} s.t. J;) can

explore a view-equivalence class of 9/,.

Consider the program given in Figure 4.7(a) and its exploration by ViEqui in Fig-

ure 4.7(b). A(syy)) is computed using & after various executions as:

after 1: {(a, L)} W (c.d.a, (d,2)) = {(a, L), (cd.a,(d,2))}

after 7o: {(a, L), (c.d.a,(d,2))} W (c.d.a,(d, 1)) = {(a, L), (c.d.a,(d, 1)V (d,2))}

Backward-analysis after 7y for d from I, computes a scheduling directive (c.d.a, (d,2))
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Initially x=0
a: W(z,0) | b: W(z,1) | ez W(z,1) | d: W(,2) | e: R(x)
Figure 4.8: example of forward-analysis

1 Function fwd(explored sequence T, read event e,): /* let o=obj(e,) */
2 | W?:={e, € EYNEn(s) | obj(ew) = 0}
3 W = unique[T] (Wo\donem(er)) /* co-enabled and unique in value */
4 if |aStW[T}(6T)M—S¢(S[T]) then /* include current value in W */
5 W =Wu {IastW[T](er)}
6 forall e,€W do
7 Op 1= nseq—fwd[T](ew,eT) /* event sequence for e,— e, */
8 (5¢ = \/e, eW\{ew}(eT’val[T](eiu)) /* execution summary */
9 A(S[T]) W= ((5”, 5¢) /* add to scheduling directives */

that is added to sjjy). A similar backward-analysis after 7, computes a scheduling direc-
tive (c.d.a, (d,1)). To avoid redundant exploration from the two scheduling directives,

ViEqui combines the them into (c.d.a, (d,1) V (d,2)) using W, as shown above.

The resulting A(sjy)), shown at s;y in Figure 4.7(b) satisfies the aforementioned
properties (1), (2) and (3).

4.3.2 ViEqui algorithm

Forward-analysis and backward-analysis intuitively introduced earlier in this section

are formally presented as functions fwd and bkwd respectively.

The functions fwd and bkwd use d,(sy) to represent d, of § € A(sp) that is cur-
rently being explored. Further, the functions use donej;(e,) to represent a set on
write events that includes writes whose values are read in some other sequence or
can be read at 7; formally, donepj(e,) = {ew € (£ UEn(s)) NW° | val(ew) =
valy(lastWiy(e,)) V (er, v)IFd4(s) }, where W represents writes of object obj(e;).
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1 Function bkwd (program execution 7, read event e.): /* let o= obj(e,) */
2 | W2:={e, €&V | objle,) =0}

3 | W := uniquey({e, € WI UL, | nseq-bkwd(e., e,) # () }\doney(e,))

4 forall e¢,eW do /* writes of T, unique in value */
5 (Sn = nseq—bkwd[T](ew,eT) /* event sequence for ew—>§fer */
6 dp = Veuew\{ew}(er,Ualm(egu)) \/summarym(én) /* exn. summary */
7 A(pre[T](ew,eT)) W= (5n, 5¢) /* add to scheduling directives */

Forward-analysis

The function fwd computes a set of enabled writes W’ that are of object o, same as
that of the read e, (line 2). Further from the set W°, the function computes a subset
W unique in value. The subset contains writes of W that are not in donej;(e,) (line
3). If the value of lastW|;(e,) is not explored in some other sequence then it is also
included in W (lines 4-5). After computing the set W, function fwd computes the
next event sequence (line 7) and corresponding exploration summary (line 8) for each

write in W as explained in §4.3.1. Finally, the computed directive for each write in

W is added to A(s};) (line 9).

Consider the program in Figure 4.8, ViEqui performs forward-analysis at the initial
state for read e. The set done;y(e) = {a}, since the value of a is same as the
current value of z; accordingly, W = unique(,,({b, ¢, d}) U{L,} = {L, b, d} or {L, ¢, d}.
Assuming W = {I,,b,d}, lines 6-9 compute and add (e, (e,1) V (e,2)), (b.e, (e,0) V
(e,2)) and (d.e, (e,0) V (e,1)) to sy

Backward-analysis

The function bkwd computes a set W7 of writes of 7 that are of object o (line 2).
Further from the set W7, the function computes a subset W unique in value. The
subset contains writes of W? that are not in doney(e,) such that a well-formed
next sequence can be formed for e, to read from e, € W (line 3). Function bkwd

then computes the nezt event sequence (line 5) and the corresponding exploration
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Algorithm 1: ViEqui algorithm (Initially Explore({), ({),L)))
1 Function Explore (explored sequence 7, to explore (d,,d,)):
2 if En(sp) = () then /* maximal sequence explored */
3 forall 6T€5£& do bkwd(7,e,) /* do backward-analysis and return */
4 return

5 if 9, # <> then /* has sequence to explore (d,) */
6 A(sfr) = (0n, 69)

7 Explore(r.0,:hd, remaining(d)); return  /* explore next in J, */
8 else /* find next event to explore */
9 if Je, € E¥ s.t. |co-enpy(e,)| > 0 then

10 ‘ fwd(T,er) /* forward-analysis possible on e, */
11 else /* forward-analysis not possible */
12 e = piCkAny(En(S[T])) /* pick any enabled event to explore */
13 A(si) = (().e, 1) /* scheduling directive to explore e */
14 forall (57/1, 5;5) S A(S[T]) do /* explore all scheduling directives */
15 | Explore(7.6):hd, remaining(d),))

where, (i) for a sequence 7 = ej.es...e,, T:hd = e1 and T:tl = ea...e,.
(ii) remaining(0) = (n:tl, simplify(dg, (0n:hd, val;)(dn:hd)))).
(iii) co-enyy(er) = En(spy) NEY of obj(e,), if e, € En(s;)); and {}, otherwise.

summary (line 6) for each write in W as explained in §4.3.1. Finally, the computed

directive for each write in W is added to A(s(,), where s, = prejj(ew, er) (line 7).

Consider again the backward-analysis after 7; in Figure 4.4(c) for d to read from I,.
The set donejy(e) = {a}, since the value of a is read by d in 7y; accordingly, W =
unique;,,;({L.}) = {I.}; further lines 4-7 compute and add (c.d.b.a, (b,0) V (d,1)) to
pref-)(Ix, d) = s using W.

The ViEqui algorithm

The algorithm takes an explored sequence (7) and a previously computed scheduling
directive to be explored (0,,d4). If there are no enabled events at sp;, then the
algorithm has explored a maximal sequence (line 2). As a final step, the algorithm
performs backward-analysis for each read event of 7 (line 3). If there are enabled

events then the algorithm continues to explore and add scheduling directives (lines 5-
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15). If the algorithm is in the middle of exploring a scheduling directive (i.e. 0, # ()),
then it executes the next event in d, (line 7). Additionally, a directive is computed
for the next state to continue the exploration of the current scheduling directive.
The directive for the next state is computed on the remaining next sequence and
simplifying the corresponding formula using the values read by next event of d,, (line
7). If the algorithm is not exploring a scheduling directive (i.e. 0, = ()), then it
chooses an enabled event to proceed (lines 9,12). The algorithm first looks for an
enabled read with co-enabled writes, for feasible forward-analysis (line 9-10). If
there does not exist such a read then any enabled event is selected to proceed (lines
12-13). Finally, all scheduling directives computed by this algorithm and also by

forward- and backward-analyses are explored from s (lines 14-15).

Soundness, completeness and optimality of ViEqui

Let II represent the set of view-equivalence classes of the input program, and let £ be
the set of executions explored by ViEqui. We use [7] to denote the view-equivalence

class represented by the sequence 7.

Theorem 3. ViEqui is complete. V7 € E, Ir € II s.t. [7] = 7.
(each maximal sequence explored by ViEqui represents a view-equivalence class of

the input program.)

Proof.  Given that ViEqui is an SMC, the technique can only execute an enabled
event at each state of exploration sj. Thus, the theorem can be restated as:

for each states of exploration s, V0 € A(s}), 6, can be explored from s, i.e.
Ve € 0, s.t. 0, = T1.e.79, e € En(spp 1))

Case 1. A(s}) is formed using forward-analysis.

= Ve € 6y, € € En(sp). (by construction of sequences using forward-analysis)

Case 2. A(s) is formed by backward-analysis. d, is formed by the well-formed join
(@) of enabling-sequences and d,(s},]), defined in Figure 4.5(c).

Ve € 7', where, 7/ is an enabling sequence, e is enabled after its prefix in 7" (by
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definition of enabling sequences), similarly, Ve € 8,(s},), e is enabled after its prefix

in 6,(sg) (since, 0,(s) is previously explored from sp).

As a consequence, an event e in d,, is not enabled after its prefix in ¢,

= well-formed join of enabling sequences and gn(s[ﬂ) does not enable e after it prefix
in 9,,.

= a program branch that does not contain e will be explored by 9,,.

= Jaread e, in the prefix of e in §,, s.t. val,(e,) # val[gn(s[T,])](er), or valgs,)(er) #
the value read in the corresponding enabling sequence.

= cos, F COg,(sp,) Y COre (where, T, represents the enabling sequences).

= the result of well-formed join = (). (by definition of &) = 4,, is not formed by

backward-analysis.

Hence, by contradiction, ViEqui is complete. O

Theorem 4. ViEqui is sound. Vr € II, 37 € E s.t. [7] = 7.
(for each view-equivalence class of the input program there exists a maximal sequence

explored by ViEqui.)

Proof. Consider a state sj s.t. a read e, can read the value v after s. (condl)
Let o = obj(e,). Let 3r € E s.t. 7' is prefix of 7.
Assume,

(A1) e, is enabled in 7 = 37" s.t. 7'.7".e, is a prefix of 7.
(A2) Je, € EN UL, s.t. valpy(ew) = v.

(A3) V states sp.], V6 € A(sp,)), diy = L, representing an absence of exploration

summary at each state.

There exist three cases for e, in 7, (i) e, € &+ UL, (explored before e,), (ii)

ew € En(sy.,) (enabled with e,), and (iii) not cases (i) and (ii) (explored after e,).

e In case (i), if e, = lastW[;(e,), and in case (ii), forward-analysis computes a

scheduling directive 6 = (J,,d4) s.t. valp,i(e;) = v.
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e In case (i), where e,, # lastWj; (e, ), and in case (iii), (condl) = nseq-bkwd (€., ;)
# (), thus, backward-analysis computes a scheduling directive § = (0,,,d4) s.t.

valis,j(ey) = v.

Hence, in the absence of exploration summary (assumption A3), forward- and backward-

analysis compute a scheduling directive § for e, to read v. inf(1)

Further, let us relax the assumption A3.

Let # 7 € E where 7 is a prefix of 7 and valiy(e,) = v.
inf(1) = Vo € A(sp) either (e,,v)lFdg, or (e, v)If0y but vals,i(e,) # v.
Consider a scheduling directive 6 € A(sp).

e (e,,v)lFég and § is computed using forward-analysis = 36’ € A(sj) s.t.

valis)(er) = v. (by construction of d4 using forward-analysis).

e (e,,v)lFd, and ¢ is computed using backward-analysis = e, € J,, (by construc-
tion of J, using backward-analysis) = ¢ is computed to explore value v’ for
e, from an execution where e, reads v, where v' = valjs,j(e,) (by definition of

backward-analysis).

o If (e,,v)lFdy but valp, (e,) # v = backward-analysis computes a scheduling
directive 0" = (d;,,0;) s.t. vals,j(e,) = v (using inf(1)).

Using properties (1), (2)(b), and (3)(b) of W, we know that the view-equivalence
classes of a 0 computed using forward- or backward-analysis will not be omitted

because of W.
Thus, by contradiction ViEqui is sound under assumptions Al and A2.

Corollary 1. Since every value that can be read by a read event at a state is explored
by ViEqui, it implies that ViEqui explores every branch in the control flow graph of

the input program.

Using the corollary stated above, the assumptions A1 and A2 always hold. U
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Theorem 5. ViEqui is optimal. $7, 7 € E, where 7y # 7o, s.t. [1i] = [].
(no two execution sequences explored by ViEqui belong to the same view-equivalence

class.)

Proof.  Using properties (1) and (2)(a) of W we can state that scheduling directives

at a state s, cannot result in redundant explorations. inf(1)

Further, let 36 € A(s};) and 30" € A(s}), where 7 # 7/, such that ¢ and ¢'can

extend to representative executions of the same view-equivalence class.

The property (3)(a) of W ensures that the exploration summary J, computed for a
scheduling directive (0) from a sequence 7 is carried forward to each ¢’ computed from

exploration of §. As a result, property (3)(a) of W prevents redundant execution of 7.

However, consider the computation of § € A(7) and ¢’ € A(7') from two executions
where neither one is computed during the exploration of the other execution. Assume

that 6 and ¢’ can both explore a view-equivalence class.

Since, all explorations start at a unique initial state s

= Jr; in prefix of both 7 and 7.

301,67 € A(sp,)) that extend 71 to 7 and 7" respectively. The directives d; and 6]

explore distinct view-equivalence classes. (using inf(1) at sp)

Thus, § and ¢’ can both explore a view-equivalence class
= that 7 is a subsequence of d,, or 7’ is a subsequence of §,.

= S[;] Or S| is a hidden state (refer to §4.3.1).

= 81, = 0, — 7 can only explore the view-equivalence classes of d, and d¢,/, = 0/ — 7’
can only explore the view-equivalence classes of §’.
Hence, by contradiction, ViEqui is optimal. O

4.3.3 Time and Space complexity

Consider the following observations.
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(ol) Each complete exploration of the input program (exploration of all equivalence
classes) may have at most |V|“€RI maximal sequences. This computation includes
a maximal sequence for each combination of |V| values for each read event,
where in the worst case all such combinations are feasible.

(02) Given the optimal nature of the algorithm, the maximum number of scheduling
directives computed by forward- and backward-analysis is |V|I€"].

Worst-case time complexity. The worst-case time complexity of forward-analysis

is .7 = O(|T|? + |T|.10g(|V|¥"1)) where the component, |T|? corresponds to the com-

putation of the scheduling directives for each write in W (line 3, forward-analysis,

module 1) and the component |T|.1og(|V|I€") corresponds to the computation of W.

The worst-case time complexity of backward-analyses, function bkwd (module 2) is
B = O(EY].(J7]3 +|V|€".|7])). The component |7|* corresponds to the computation
of nsegq-bkwd (line 5), and component |V\|5R‘.|T] corresponds to the computation of &

(line 7). The computations are done for each relevant write event.
The complexity analysis of forward- and backward-analyses is detailed in Appendix 1.

The ViEqui algorithm (Algorithm 1) computes forward- and backward-analyses for

each read event in a sequence.

Thus, the complexity of exploring one maximal sequence is O(|ER|.(F + £)) and the
complexity of the ViEqui algorithm is O(|V[I€°.|ER|.(F + B)).

Best-case time complexity. The best-case time can be achieved by the ViEqui
algorithm in case of exclusive forward-analysis. Under such a case the computation of
done would be reduced to O(Llog(|E¥|.]V|)) due to the construction of boolean formula

by forward-analysis.

As aresult, the best-case time complexity of the algorithm is §(|T|>*+|T|.1og(|E%|.|V])).

Worst-case space complexity. Given observations (ol) and (02), in the worst-
case, the number of scheduling directives at a state may be [V[€] if each of those

scheduling directives is formed at the same state.
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Further, if the state where |V|‘5]RI scheduling directives are formed is the initial state,
then, in the worst-case the length of each scheduling directive may be |E| i.e. the
length of a maximal sequence (feasible when scheduling directives are formed with
backward-analysis alone). However, in such a case the scheduling directives at the
remaining states would be computed by line 12 of Algorithm 1 and thus, would be

sub-sequences of a scheduling directive of the initial state.

As a result, for each maximal sequence the size of scheduling directives can be com-
puted as [E] + (|€] = 1) 4+ (|€] = 2) + ... + 1 = [E].(|€] + 1)/2. Given |V|I€"] maximal
sequences, each with scheduling directives of size |E|.(|€|+1)/2, the space complexity
of the algorithm, in the worst-case, is O(|E|2.|V|IE).

Best-case space complexity. Assuming all [V|/€"] combinations of read events
and their corresponding values are feasible then, in the best-case, each of the ]V||5R|
scheduling directives can be computed using forward-analysis. As the result, the
lengths of the scheduling directives are constant in size (<2), by design. Thus, given
|VU5R| maximal sequences, each with scheduling directives of constant size, the space

complexity of the algorithm in the best-case is O(|V[I€°]).

4.4 Implementation details of ViEqui SMC

The implementation of the ViEqui technique consists of two major components,

1. an execution component responsible for executing the input program for each

maximal sequence explored by the technique, and

2. an analysis component that applies Algorithm 1 on the executing program and

controls the interleaving order to ensure execution of the desired sequence.

For each maximal sequence the execution component restarts the input program and
awaits directives on the next program instruction to execute. After executing a pro-
gram instruction the component returns back with the set of next available program

instructions (the instructions made available on execution of the last instruction).
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Figure 4.9: Structural overview of ViEqui tool

The set of available program instructions are interpreted as program events and pro-
vided to the analysis component which in turn chooses the next event to execute as
per Algorithm 1. The next event is suitably interpreted as the program instruction

to execute for the execution component.

The process continues till a maximal execution is executed or a violation of a safety
property is detected. Further, the execution component restarts the input program
for the next sequence to be explored when directed by the analysis component (i.e.

when there are unexplored scheduling directives).

The key modules of the implementation design are presented in Figure 4.9 and dis-

cussed below.

e Instrumentation. As the first step, the implementation performs a source-

to-source transformation of the input program called instrumentation. The
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instrumentation inserts code in the input program at relevant control points

such as memory access, thread creation, thread join, assert condition etc.

The instrumentation calls respective modules on reaching the relevant control
points to supply data for the analyses and receive execution instructions. The
instrumentation, thus, allows ViEqui tool to take control of the interleaving
order to realize the desired execution sequence. The instrumentation preserves

program behaviors.

¢ Runtime Engine. The runtime engine executes the instrumented program as

per the directed execution order.

e Scheduler. The scheduler implements the ViEqui technique. At each explo-
ration state the technique receives a fresh set of enabled events and chooses the

next event to transition on.

e Interpreter. The interpreter forms the communication channel between the
runtime engine and the scheduler. The modules called by the instrumentation,

on reaching the relevant control points, belong to the interpreter.

The interpreter translates the information flowing between the runtime engine
and the scheduler (for instance mapping of program instructions and corre-

sponding events).

4.4.1 Tool description

The implementation of the ViEqui technique is done in C++ language over Nidhugg [71]
tool. The tool takes a C or C++ program as input and uses the pthread library for
multi-threading. The intermediate representation of the source program generated
after compilation is instrumented using LLVM. The instrumentation performs a source-
to-source transformation of the intermediate representation by inserting suitable calls
to interpreter modules. The tool detects the violations of safety properties provided

as assert statements in the input program.
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Initiating the verification of an input program on ViEqui tool invokes a central control
unit called the trace builder. The trace builder invokes the runtime engine and starts a
fresh execution. The trace builder further launches the interpreter and the scheduler.
The interpreter receives the initial set of enabled events and communicates the set to
the scheduler.

The interpreter then starts the exploration and invokes the scheduler requesting for
the next event to execute. The scheduler then applies the ViEqui technique on the
set of enabled events to form suitable scheduling directives and returns the next event
to be executed as per the technique’s analysis. The interpreter in turn instructs the
Runtime Engine to execute the corresponding thread and gather a fresh set of enabled

events that are further communicated to the scheduler.

The trace builder monitors the execution and detects violations of assert conditions.
The tool halts on detecting an assert violation and returns a bug trace, i.e. an event

sequence leading to the assert violation.

If the tool explores a maximal sequence (no assert condition in the input program
was violated) then the scheduler identifies a state si;), where 7 is the longest prefix of
the maximal sequence such that sj;) has an unexplored scheduling directive. If such
a state exists the the trace builder restarts the input program and the interpreter
and scheduler are given the initial set of enabled events. However, for a restarted
execution the scheduler returns the events of the prefix 7, in the order of occurrence
in 7, on iterative invocations from the interpreter till it reaches the state sj;. At s
the scheduler returns the next event of the next sequence of an unexplored scheduling

directive.

Supported data-types and operations

The tool supports atomic and non-atomic data-types and all data structures. The
tool further supports the following operations on global variables (program events):
read, write and the following rmw operations, fetch-and-add, fetch-and-subtract, fetch-

and-and, fetch-and-nand, fetch-and-or, fetch-and-xor, fetch-and-mazx, fetch-and-min,
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exchange and compare-and-exchange. The tool supports all operations on local vari-
ables. The support for coarse-grained locking is supported through the pthread-mutex

synchronization primitive.

Support for read-modify-write events

The tool supports rmw events (refer to 2) by considering an rmw event as a combination
of a read event followed by a write event. As a consequence, the implementation
reuses the infrastructure for read and write events. However, the implementation
performs additional analysis to ensure atomicity of the read and the write event
corresponding to an rmw event, such as (i) ensuring both the read and the write
belong to a scheduling directive on an rmw event, and (ii) the write event of an rmw
event is explored immediately after the corresponding read event, further all relevant

analysis on the memory location occur only after the occurrence of the write event.

Write value of rmw events. A fundamental difference between a general write
event and the write event corresponding to an rmw event is that the value of a
general write event is known when the write event is enabled (refer to 2). The same
does not hold for the write event of an rmw event whose value is computed after
its corresponding read event gets its value. As a consequence, the implementation
performs dry computation after the read of an rmw event to compute the write value

of the already enabled corresponding write event.

Modification to computation of next sequences. Consider the input program
in Figure 4.10(a), the program contains two fetch-and-add(FAA)*instructions from
different threads. The instructions are handled as separate read and write events
by the ViEqui tool as shown in Figure 4.10(b). Since the write values of the events
are not known until the execution of the corresponding read components, the write

values are represented as v; and vy respectively.

Figure 4.10(c) shows an execution sequence of the program where the red values in

2A fetch-and-add instruction FAA(z,v) reads the value of the memory location x, add the value
v to the value read for # and writes the updated value back to the memory location z.
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()
Figure 4.10: 2FAA

bracket represent the values read by the read components of the rmw events and the

concrete values for v; and vy are shown in red, below the corresponding write event

labels.

Two backward analyses will be performed in the sequence corresponding to (i) the
initial value 0 for the read event by, and (ii) the value 3 (from bs) for the read event
a;. No scheduling directive would be formed for analysis (ii) due to the coherence
dependence of by on a;. Also, no scheduling directive would be formed for analysis
(i) as a well-formed join for b; to read 0 and a; to read 0 would result in (). The

result of analysis (i) is incorrect and would lead to a fail of completeness.

The above stated condition occurs as a consequence of considering an rmw event as
two separate events. To fix the error of analysis ViEqui tool considers the schedul-
ing directive being explored at state s as ((), L) if the conjunction of the following

conditions is met;

1. forward-analysis was performed at s,
2. the forward-analysis was performed for the read of an rmw event, and

3. the event for which the backward-analysis is being performed is an rmw event.
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4.5 Experiments and Results on ViEqui SMC

4.5.1 Experimental setup

The experiments are conducted on an Intel(R) Xeon(R) CPU E5-1650 v4 @ 3.60GHz
with 32GB RAM and 32 cores running Ubuntu 20.04.1 LTS. LLVM 6.0.0 is used for

to perform the instrumentation.

The performance of ViEqui is compared against two techniques that claim optimal-
ity of exploration under their respective equivalence relation, namely, ODPOR [1] and
ODPOR-with-observers (obs-ODPOR) [19]. The technique ODPOR claims optimal-
ity under the classical notion of equivalence and the technique obs-ODPOR claims

optimality under equivalence based on observed races.

Further, ViEqui is also compared against a non-optimal technique that uses read
values to define equivalence called RVF-SMC [12]. The technique is based on reads-

value-from equivalence.

All the four techniques, ODPOR, obs-ODPOR, RVF-SMC, and ViEqui are built on
the Nidhugg [71] tool. The implementation of the techniques are structurally similar
(refer to Figure 4.9). The scheduler modules, of the respective implementations, carry
out the steps of the corresponding techniques and the interpreter modules may be

suitably adapted.

4.5.2 Litmus testing
ViEqui is tested on 16,154 litmus tests of multi-threaded C programs, focusing on

(i) reporting assert violations: if there exists a program execution that violates

an assert condition then the ViEqui tool generates a bug trace;

(ii) completeness: if the ViEqui tool explores a maximal sequence then the se-

quence represents a valid execution of the input program;
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(iii) optimality: the ViEqui tool does not explore a redundant maximal sequence.

Identifying failure in detecting assert violations. For the set of litmus tests, if
an assert condition for a test may violate in some program execution, then ViEqui
must report an assert violation. The set of tests where an assert condition may violate
is known for the set of litmus tests. Note that, as the set of equivalence classes or
the set of all feasible executions is not known a priori, ViEqui uses assert violations

to test the soundness of the implementation.

Identifying failure of completeness. Given that the input program is indeed
executed (and not symbolically inspected) for every sequence explored by the algo-
rithm, a successful completion of an execution implies that the sequence explored
truly represents a program execution. Thus, a completeness failure occurs when a
next sequence scheduled to be explored from a state of exploration cannot be trans-
lated to an execution, for instance, when the next event in the sequence is not enabled

or does not represent a program event.

Identifying failure of optimality. After exploration of a maximal sequence,
ViEqui saves the trace signature as a set of (event, value) pairs representing the read
events of the trace along with the corresponding values read in the trace. ViEqui then
compares the trace signatures using Definition 3. An optimality fail occurs when the
trace signatures of two traces are equal, implying that the corresponding sequences

are equivalent according to Definition 3 and represent the same equivalence class.

Litmus tests

The 16,154 litmus tests contain tests borrowed from previous work, modifications of

borrowed tests and synthesized tests.

8,058 tests are borrowed from [9], a SMC called obs-ODPOR, based on equivalence
of observed races. The entire set of 8,058 tests borrowed from [9] has an assert
condition in the input program that is not violated in any program execution. The

assert condition in the 8,058 tests is negated to generate another 8,058 tests where
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Table 4.2: Litmus Tests
Category #tests | Avg. #Seq|Avg. Time | Total #Seq | Total Time | #complete4optimal
No assert violation 8091 10.15 0.02s 82124 171.71 8091
Has assert violation| 8063 1.00 0.017 8066 137.87 8063

the assert condition is violated in some program execution. The remaining 38 tests

are synthesized to test various features of the ViEqui algorithm. The average length

of litmus tests is 68.46 lines of code.

The results of litmus testing is summarized in Table 4.2. The results are grouped

under two categories.

1. No assert violation. This category represents the tests where the assert condi-

tion in the input program is not violated in any program execution. For such
cases, ViEqui explores the entire set of equivalence classes (through represen-
tative executions) and provides a proof of correctness of the input program by

showing the absence of assert violation for any equivalence class.

This category includes the original set of 8,058 tests borrowed from [9] and 33
synthesized tests, that is, a total of 8,091 tests.

ViEqui performs complete and optimal exploration for each of the 8,091 tests

of this category.

. Has assert violation. This category represents the tests where the assert con-

dition in the input program is violated in some execution of the program. For
such cases, ViEqui detects the assert violation and reports a bug trace. ViEqui

halts its exploration at the detection of the first assert violation.

This category includes the 8,058 tests generated by modifying the tests from [9]
(by negating the assert condition) and 5 synthesized tests.

ViEqui detected an assert violation for each of the 8,063 tests of this category.

Column ‘Category’ in Table 4.2 represents the category of the tests, column ‘#tests’

shows the number of tests in the category and column ‘#complete4optimal’ rep-
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resents the number of tests in a category that performed a complete and optimal

exploration.

Columns ‘Total #Seq” and ‘Avg. #Seq’ show the total and average number of se-
quences explored across the tests of a category respectively, that is, the number of
sequences explored for sound exploration, under the ‘No assert violation’ category,
and to reach the first execution sequence that results in an assert violation, under the

‘Has assert violation’ category.

Similarly, columns ‘Total Time” and ‘Avg. Time’ show the total and average time of
analysis across the tests of a category respectively. The time of analysis is recorded

over 5 runs for each test.

4.5.3 Performance analysis

The performance analysis of ViEqui is done over challenging benchmarks borrowed
from SV-comp benchmark suite [22], SCTBench benchmark suite [66] and previous
works [9, 19]. The performance is measured on various configurations of each bench-
mark, where the configurations vary on the problem size determined by program
features such as the number of loop unrolls and the number of concurrent processing
elements (or threads). In essence, higher configurations of the benchmarks result in

a higher number of program events.
The performance on the benchmarks is measured on three aspects.
1. Time of analysis. The time taken to verify a configuration of a benchmark
input program.

2. Scalability. The highest configuration of a benchmark that can be verified within
a reasonable time of analysis, also known as Timeout of analysis or simply
Timeout (To), set at 1800 seconds.

3. Number of mazximal sequences explored. The number of maximal sequences

analyzed for either a complete exploration (in case the input program does not
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violate an assert condition), or reaching the first assert violation (in case the

input program violates an assert condition).

The performance analysis of ViEqui against that of techniques ODPOR, obs-ODPOR,§
and RVF-SMC is presented in Table 4.3 and Table 4.4. Table 4.3 shows the results
on benchmarks where the assert condition is not violated in any program execution.
Similar to the respective category of litmus tests, the techniques explore the entire
set of equivalence classes for such benchmarks and provide a proof of correctness
for the input program. On the other hand, Table 4.4 shows results on benchmarks
where the assert condition in the input program is violated in some execution of the
input program. For such cases, the techniques report the assert violation and halt

the exploration after detecting the first assert violation.

The column ‘benchmark’ of Table 4.3 and Table 4.4 represents the name of the bench-
mark along with its configuration and the column ‘Test ID’ represents a unique ID

for each unique configuration of the benchmarks.

The columns ‘#Seq’ represent the number of sequences explored by the respective
techniques. For Table 4.3 this value represents the number of sequences analyzed by
each technique to explore the entire set of equivalence classes, while for Table 4.4
this value represents the number of sequences analyzed for reaching the first sequence
that leads to an assert violation. Note that, since the techniques ODPOR, obs-ODPOR
and ViEqui claim optimality of exploration, the corresponding columns ‘#Seq’ in Ta-
ble 4.3 represent the number of equivalence classes under the respective equivalence
relations. However, the technique RVF-SMC is non-optimal and thus the column
‘#Seq’ of Table 4.3 corresponding to RVF-SMC also includes redundant explorations
(multiple explorations corresponding to the same equivalence class) and partial ex-

plorations (non-maximal explorations due to inaccuracies in scheduling).

The columns ‘Time’ represent the time of analysis recorded in seconds for each tech-
nique. The value in the columns represents the time of analysis, averaged over 5 runs.

The value ‘To’ represents the timeout of analysis set at 1800s.

Configurations of benchmarks. The configurations of a benchmark vary the prob-
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Table 4.3: ViEqui performance analysis (benchmarks with no assert violation)

test ODPOR obs-ODPOR RVF-SMC ViEqui

IDbenchmark #Seq Time| #Seq Time| #Seq Time| #Seq Time

1|pgsal(5,5) 781 0.72 781 0.70; 19900 3.06 781 0.73
2/pgsal(6,7) 55987  68.57| 5HHI8T  77.51|2292077 654.66| 55987 183.77
3|pgsql(7,7) 137257 171.45| 137257 199.18/5356580 1620.66(137257 933.77
4|monabsex(100) To - To - 101 0.99 1 0.08
5/monabsex(500) To 1 T | 501 162.84 1 2.80
6|unverif(5,5) 14400 2.74/ 14400 3.13| 68890 11.70| 14400 198.61
7lunverif(5,10) 14400 2.98| 14400 3.31) 70890 12.76| 14400 201.80
8|unverif(6,5) 518400 110.60] 518400 129.32(2625944 699.47 To -
9|redundant-co(10) To -l 12431 3.10 11 0.01 7 0.02
10fredundant-co(50) To - To - 11 0.02 7 0.03
11|redundant-co(1000) To - To - 11 0.11 7 3.59
12|swsc-co1(20) To - To - 8060 14.14| 7240 4.93
13[swsc-col(50) To - To -| 125150 1705.93/120100 322.98
14|swsc-co1(60) To - To - To -|208920 764.64
15[swsc-co010(10) To - 10 0.06 11 0.02 10 0.02
16|swsc-co10(100) To - 100 42.17 101 7.46 100 0.60
17|swsc-co010(250) To - 250 1732.37 251 278.73 250 6.83
18Jalpha2(100) To - To -l 10203 741.98] 10101 183.67
19]alpha2(150) To - To - To -| 22651 1054.27
20|burns(5) 2353602 1046.92|2353602 1155.09] 17382 5.14 36 0.05
21|burns(10) To - To - To - 121 0.31
22|burns(40) To - To - To -l 1681 185.75
23|burns(60) To - To - To -l 3721 1532.97
24|dekker-simple(10) 739021 420.96| 739021 468.19|2713870 704.97 21 0.03
25|dekker-simple(100) To - To - To - 201 32.05
26|dekker-simple(150) To 1 T 1 To | 301 288.25
27|dekker-simple(200) To - To - To -|  4011269.84
28|peterson(5) 2782162 1432.44|2782162 1584.59 To - 31 0.04
29|peterson(50) To - To - To -l 301 19.63
30|peterson(100) To - To - To - 601 474.40
31|peterson(120) To - To - To -l 7211186.56
32|szymanski(4) 396583 198.87| 396583 221.96/1444246 319.78| 5335  4.87
33|szymanski(5) To - To - To -1 19349 25.81
34|szymanski(7) To - To - To 1264209 659.04
35|nondet-array-2(4,4) 2616  0.89 688  0.32 534  0.08 51  0.04
36|nondet-array-2(6,6) To -| 711276 519.29] 63491 6.50] 2163 2.65
37|nondet-array-2(14,7) To - To - 908984 128.72| 18731 90.68
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Table 4.4: ViEqui performance analysis (benchmarks with assert violation)

test ODPOR obs-ODPOR RVF-SMC ViEqui
ID|benchmark #Seq Time| #Seq Time| #Seq Time|#Seq Time
38|nondet-array-1(100,100) 1 022 1 0.05 1 0.04 1 022
39\nondet-array-1(1000,500) 1 0.03 1 0.03 1 0.02 1 0.09
40[tas(20,50) To - To - 23 0.08 3 46.05
41|tas(30,50) To - To - 33 0.15 3100.51
42|tas(40,50) To - To - 43 0.26 3178.78
43[IBM-incdec(50) To - To - To - 3 9.36
44/IBM-incdec(100) To - To - To - 3 45.57
45|triangular-2(5) 20172 2.69] 20172 3.12] 26272 2.41| 1576 0.85
46|triangular-2(7) 1695856 266.81{1695856 311.04| 644193 70.10(32517470.08
47/triangular-2(8) To - To -13045756 360.65.10,  To -
48|FreeBSD-abd-kbd 1 0.03 1 0.02 1 0.02 1 0.04
49 FreeBSD-rdma-addr 1 0.02 1 0.03 1 0.01 1 0.03
50|Net BSD-sysmon-power 4 0.03 4 0.02 6 0.02 5 0.05
51|Solaris-space-map 2 0.03 2 0.03 1 0.02 1 0.03

lem size such that higher configurations require a higher effort of analysis. The config-
urations typically vary on the number of concurrent elements (threads), the number
of loop iterations, and the number of read or write events. The configurations of

the benchmarks in Tables 4.3, 4.4 vary on the following aspects.

The configurations of benchmark ‘pgsql’ (test IDs 1-3) vary on the number of loop
iterations and the number of threads, where loop body contains read events. The
configurations of benchmark ‘monabsex’ (test IDs 4-5) vary on the number of threads.
The configurations of benchmark ‘unverif’ (test IDs 6-8) vary on the number of
threads and the number of loop iterations, where the loop body contains write and
read events. The configurations of benchmark ‘redundant-co’ (test IDs 9-11) vary

on the loop iterations, where the loop body contains write events.

The configurations of benchmarks ‘SWSC-col’, ‘SWSC-co010’ and ‘alpha2’, test IDs
12-14, 15-17 and 18-19 respectively, vary on the number of writer threads, that is,

threads that perform write operations. The configurations of benchmarks on mutual
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Figure 4.11: Time of analysis of existing SMCs vs Time of analysis of ViEqui (seconds)

exclusion algorithms ‘burns’, ‘dekker-simple’, ‘perterson’ and ‘szymanski’,
test IDs 20-23, 24-27, 28-31 and 32-34 respectively, vary on the number of attempts

to enter the critical section, where the critical sections contain read and write events.

The configurations of benchmarks ‘nondet-array-1’ and ‘nondet-array-2’, test
IDs 38-39 and 35-37 respectively, vary on the size of the array and the number of
threads.

Observations. A scatter plot contrasting the performance of existing techniques
against ViEqui is shown in Figure 4.11. Each point in the graph represents the time
of analysis of the corresponding technique (on y-axis) against the time of analysis of
ViEqui (on x-axis) on the tests in Table 4.3. It can be observed that the points in
the graph are concentrated near the origin of the x-axis, however, the points are not
concentrated near the origin of the y-axis. This represents that the time of analysis

of the other techniques is typically higher in comparison to that of ViEqui.

A similar trend can also be observed from the Table 4.3 where the time of analysis of
other techniques (for providing a proof of correctness of the tests) is seen to be higher
than that of ViEqui and the other techniques are seen to timeout (T0) for a signif-
icantly larger number of tests. Similarly, it can be seen from Table 4.4 that ViEqui
outperforms the techniques ODPOR and obs-ODPOR and performs comparable to

RVF-SMC in detecting violations of assert conditions.
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The time of analysis per execution can be higher for ViEqui in comparison to the
other optimal techniques, ODPOR and obs-ODPOR. The speedup observable from
the Tables 4.3, 4.4 is a result of having to consider fewer equivalence classes dur-
ing examination. The said speed-up is witnessed specifically with the test IDs 4-5
(‘monabsex’), 9-11 (‘redundant-co’), and 43-44 (‘IBM-incdec’). The set of values
for the tests, |[V| < 4, and the set of reads (£¥) remains the same across configu-
rations for these tests. Hence, increasing the set of writes does not increase the

view-equivalence classes and we witness an exponential saving in the time of analysis.

In contrast, for test IDs 1-3 (‘pgsql’) and 6-8 (‘unverif’) the set of equivalence
classes under the classical equivalence and view-equivalence is the same. A slow-
down is witnessed on the benchmarks with ViEqui, and other SMCs based on coarser
equivalence relations, empirically establishing that SMCs based on coarser equivalence

relations may take a higher time of analysis per execution.

obs-ODPOR shows an exponential saving over ODPOR with ¢SWSC-co010’ (test IDs
15-17). The benchmark has N writes of N different values from separate threads
and a single read event at the end (after the join of the writer threads). As a re-
sult, obs-ODPOR computes an exponentially smaller number of equivalence classes in
comparison to the equivalence classes of ODPOR. ViEqui also computes the same set
of equivalence classes as obss-ODPOR while performing exponentially faster than obs-
ODPOR. ‘SWSC-co1’ and ‘alpha2’ (test IDs 12-14,18-19) are a similar benchmarks
but with more reads, hence they show similar results but take comparatively longer

to analyze.

Benchmarks ‘nondet-array-1’ and ‘nondet-array-2’ (test IDs 35-39) concur-
rently update an array. The reads are performed for determining array indices,
hence, the sets EX and V are small (for an array of length L, |E¥| = [V| = L). Thus,

ViEqui performs well on these benchmarks.

Test IDs 43-47 (‘IBM-incdec’, ‘triangular-2’) have long causal chains. The causal
chains add to the time of backward-analysis, slowing down the time of analysis of
ViEqui. However, test IDs 43-44 have, relatively, fewer reads and values allowing

ViEqui to scale better.
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Benchmark ‘tas’ (test IDs 40-42) showcases a scenario where forward-analysis slows-
down the analysis. Various states along the execution present opportunity of forward-
analysis and as a result the assert condition is reached slower. Thus, although the
number of execution sequences explored to reach the assert violation is very small,

the time of analysis is significantly high.

The benchmarks of test IDs 20-34 correspond to benchmarks on mutual-exclusion
algorithms. Such algorithms typically have a large set of writes of a small set of

values. ViEqui thus performs well on the tests.

Test IDs 48-51 represent slices of bugs in FreeBSD, NetBSD and Solaris [22]. The
results show that the bugs can be detected with ViEqui, thereby, empirically showing

the applicability of stateless model checking under view-equivalence.

4.6 Scope, Limitations, and Future directions

Scope of view-equivalence relation. The coarser notion of view-equivalence pivots
on detection of safety property (assert) violations, similar to other notions of equiva-
lence (except the classical equivalence relation) (discussed in §4.1.1). The applicability
of view-equivalence is not reduced in context of assert violations in comparison to the

other coarse equivalence relations (refer to §4.1.1).

All such coarse notions of equivalence cannot detect data-races in the input program.
However, various modern languages, such as C and C++, have introduced atomic data

types®thereby eliminating the harmful effects of data-races.
Furthermore, the definition of view-equivalence is applicable for all memory models.

Difference with view-equivalence of DBMS schedules. View-equivalence as a
term has been previously used to define equivalence of schedules in database man-

agement systems (DBMS). The two concepts are similar only in name.

3 Atomic data types ensure that all bytes of an atomic object are accessed atomically. As a result,
the behavior of data-races on atomic objects is well-defined.
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Two schedules S; and S; of transactions are said to be view-equivalent in DBMS; if

they satisfy the following conditions:

1. Each reading transaction reads the same value.
2. Each reading transaction reads from the same transaction.

3. Final write is performed by the same transaction.
Here, a reading transaction refers to a transaction performing a read.

If we collapse a transaction to a single memory access operation to enable comparison
against the view-equivalence relation (~), then by definition the view-equivalence

notion under DBMS is a finer notion of equivalence than the relation ~.

Scope of ViEqui technique. ViEqui SMC is defined for the sequential-consistency.
Intuitively, the model considers a single shared memory between concurrent process-
ing elements (threads) and the program outcomes are generated by interleavings of
concurrent events. The model does not support out-of-order execution of events from

a program thread (refer to §3.2.1).

¢ boolean formula and existing representation for equivalence classes. Vari-
ous orders of occurrence on events may correspond to the same view-equivalence class,
even those where a read event reads from different write events, if they write the
same value. It is non-trivial to associate ordering on events with a view-equivalence
class, where a view-equivalence class is defined on an unordered set of reads and

their values.

As a consequence, representations of equivalence classes that exploit the commutativ-
ity of concurrent events, such as ample sets [74], persistent sets [39], and source sets [4],
become unusable under view-equivalence. Similar representations for previously ex-
plored equivalence classes, such as done sets [35] and sleep sets (over events [39] or

event sequences [13]) cannot effectively represent view-equivalence classes.

Scheduling directives and wakeup trees. Wakeup trees are used by the ODPOR
technique [1] to store sequences that must be explored from a state. Wakeup trees

are a tree data structures that induce an ordering on the sequences to be explored
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Table 4.5: Performance of SMCs on known bugs
ODPOR |0bs-ODPOR,| RVF-SMC ViEqui violation

benchmark

#Seq Time|#Seq Time|#Seq Time|#Seq Time |detected?
FreeBSD-abd-kbd 1 0.03 1 0.02 1 0.02 1 0.04 Yes
FreeBSD-rdma-addr 1 0.02 1 0.03 1 0.01 1 0.03 Yes
NetBSD-sysmon-power 4 0.03 4 0.02 6 0.02 5 0.05 Yes (&)
Solaris-space-map 2 0.03 2 0.03 1 0.02 1 0.03 Yes
Safestack oom -| oom -l To -1 To - -1 (b)

from a state. The ordering helps the technique achieve optimality.

On the other hand, scheduling directives are unordered sets of sequences and boolean
formula. As a consequence the operational semantics of the two representations is

unrelated. The representations are same only in purpose.

Threats to Validity

Scalability. SMCs are limited in scalability. While ViEqui outperforms SMCs based
on finer notions of equivalence there is still a significant scope for improvement in

performance of SMCs in terms of the time of analysis and scalability.

Consider the performance of various SMCs on known bugs shown in Table 4.5, where
oom represents that the analysis ran out of memory and To represents a timeout
of analysis which is set at 1800s. The tests in category (a) have a high number of
program branches but the executions are small in length. We can observe that the
SMCs perform well on such tests. However, the test in category (b) has long execution

sequences and none of the SMCs used in this study scale on the test.

Establishing ground truth. The view-equivalence classes are not known to ViEqui
a priori. In this work the ground truth is established based on other techniques as
follows: for each program execution explored by the other techniques (ODPOR, obs-
ODPOR, and RVF-SMC) there exists a view-equivalent execution sequence explored

by ViEqui.
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4.6.1 Future directions

SMC under view-equivalence for RMMs. In future, stateless model checking un-
der view-equivalence can be investigated for relaxed/weak memory models (RMMs).
View-equivalence as a notion is oblivious to a memory consistency model. ViEqui
proposes a SMC under view-equivalence for a strong sequential-consistency memory
model. A ViEqui like approach can be naturally extended to weaker memory models
such as TSO and PSO (refer to 3.2.2) that are still significantly strong. The out-
comes under TSO and PSO memory models can be justified as total occurrence order
on events or execution sequences on a single shared memory. Thus, a ViEqui like
approach with support for out of order execution of events can extend support for

stateless model checking under view-equivalence for TSO and PSO.

Weaker memory models, such as the C11 memory model or the memory model of
ARM architecture (ARM), use a set of events and event relations to define consistent
outcomes (refer to 3.2.3). View-equivalence as a notion is directly applicable to such
memory models, however, a ViEqui like approach cannot encompass all outcomes of

such a weak memory model.

View-equivalence of transactions. As discussed previously, the existing notion of
view-equivalence under DBMS is conceptually different and finer. A notion similar to
view-equivalence that defines equivalence on schedules of transactions that read the
same values can be defined. A model checker for verifying schedules of transactions

based on view-equivalence can also be investigated.

Parallelization of ViEqui. The ViEqui technique presents viable opportunities for
parallelization. For instance the scheduling directives generated by forward-analysis
can be explored in parallel; or the backward-analysis on line 4 of Algorithm 1 may be
performed for different values in parallel. Redundancies of scheduling directives may
likely arise as a result of the parallelization, however, the same may be mitigated by

repeated redundancy check, using a W like approach.

Support for richer constructs. The ViEqui technique introduced in §4.3 performs

analysis at instruction level on read and write memory accesses. The technique does
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not comprehend coarse-grained synchronization mechanisms such as locks. The main
challenge of introducing lock-awareness in the ViEqui technique is in generating nezt
sequences (refer to §4.3.1) that enable the respective events and ensure the required
reads-from while maintaining consistency of lock acquisitions and unlocks. the
introduction of lock-awareness introduces the notion of disabling events. An event
once enabled in ViEqui is never disabled throughout an execution sequence. However,
with coarse-grained synchronization, an enabled event may be disabled later in an
execution. The ViEqui technique can be made lock-aware primarily with a lock-

aware construction of next sequences.

4.7 Concluding remarks

This work presents a novel equivalence relation for trace partitioning called wview-
equivalence. The relation is shown to be at least as coarse as any existing equivalence
relation, that is, for any input program, the number of equivalence classes formed
under view-equivalence is not larger than the number of equivalence classes formed

under any other equivalence relation.

View-equivalence pivots on detection of safety property (assert) violations same as
other coarse notions of equivalence. However, the applicability of view-equivalence
is not reduced in context of safety property (assert) violations in comparison to the

other coarse equivalence relations.

This work also presents an SMC that performs stateless model checking based on view-
equivalence under sequential consistency memory model, called ViEqui. ViEqui is
shown to be sound, complete, and optimal in its exploration. This work also presents

the worst and best case, time and space complexity analysis for the ViEqui algorithm.

The ViEqui technique is accompanied with an implementation for C and C++ input
programs. This work presents the corresponding implementation details including
the (i) structural overview and key components, (ii) details of libraries and platforms

used, and (iii) details of data-types and operations supported in the input program.
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The implementation of the ViEqui technique is tested over 16000+ litmus tests from
previous works with the focus on reporting assert violations, completeness of explo-
ration and optimality of exploration. The tool passes the 160004 litmus tests on the

three focal considerations.

To determine the effectiveness of the ViEqui technique and implementation, the tool
is tested on challenging benchmarks. The test results are compared against existing
optimal stateless model checkers and model checkers that use read values to determine
equivalence. The tests compare the techniques on the time of analysis, the number of
execution sequences explored and scalability. The comparative results on benchmarks
highlight that ViEqui significantly outperforms the other techniques in terms of the
time of analysis and scalability, thus, establishing the efficacy of view-equivalence and
the effectiveness of the ViEqui SMC.

In addition to the core ViEqui technique designed for read and write memory access
events, this work presents the extended versions of ViEqui technique that support
read-modify-write events and coarse-grained synchronization primitives. The exten-

sions are presented with formal definitions and algorithmic modifications.

Finally, this work discusses the scope of view-equivalence and ViEqui SMC, and
highlights differences with some popular and similar notions in related fields. Based
on the scope of view-equivalence and ViEqui SMC this work also proposes worthy

future directions.
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Appendix A. ViEqui time complexity details

Complexity of operators.

operator eseq[T](e). Computing an enabling sequence requires one pass over the

sequence hence, its worst-case time complexity is O(7).
operator 7 & 75. The complexity of operator is |71 |*.|r2| i.e. O(|T[?).

operator W. Given S number of scheduling directives at the state s and N calls
to W, the complexity of computing S W=N is O(N.|7| + N.S.|7|) = O(N.S.|7]).

operator nseq-bkwd(¢’,e). The worst-case complexity of this operator is domi-

nated by the complexity of computation of causal-join (&), i.e. O(|7[?).

Complexity of module fwd(7,e,) (module 1)

Complexity of done(e,) is O(1og(|V|€°1)) corresponding to the largest size of the
boolean formula. Complexity of computing uniquey;(1W°done(e,)) is O(|T|) as only
one event can be enabled from each thread. Similarly, the complexity of computing
W is O(|T|.10g(|V|€*)).

Since, the enabling sequence for forward analysis are of constant lengths, the compu-
tation of nseg-fwd takes constant time. Thus, the complexity of computing scheduling
directives is dominated by the computation of boolean formula i.e. |T|. Given |T|
number of computations of boolean formula where each computation takes |T| time,

the worst-case complexity of forward-analysis is O(|T|2 + |T|.Log(|V|E)).

Complexity of module bkwd(7,e,) (module 2)

Computation of W requires computing nseq-bkwd whose complexity is |7|*. Com-

plexity of computing done is Log(|V|€*). Thus, computation of W is O(|EV].|7|3 +
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1EV].1og(V|IE")) (lines 2-3).

In the worst-case, the complexity of computing & is O(|V|€"].|7|) (line 7). The com-
plexity of computing pre is O(|7|) (line 7).

Thus, the complexity of the steps inside the loop (lines 5-7) is O(|7|+|7[2+|V|[€"] |7 |+
V€N = O(|7 2+ |V|I€"].|7]). Since, the loop iterates |£¥| times in the worst-case (for
the maximum number of elements in W) the complexity of the loop is O(|EV|.(|7] +
[V|I€°].|7])), which is also the complexity of bkwd



Chapter 5

MoCA. Dynamic Verification of C11
Concurrency over Multi Copy

Atomics

5.1 Background

Models of memory consistency, popularly known as Memory Models, describe the
consistent interactions between threads through the shared memory (refer to §3.2).
The memory model specification determine the permitted read and write memory
accesses on shared memory locations by specifying the permitted out-of-order execu-
tion of events from a thread and visibility of an event to other threads and events.
Consequently, the allowed outcomes of an input program under a memory model can

be interpreted by the memory model specification.

Most modern architectures define their memory models, for instance the memory
model TSO of x-86 architecture, PSO of sparc and the ARM and Power memory models
associated with the ARM and Power architectures. The set of feasible orderings
on memory accesses, or execution on an architecture can be interpreted from the

architecture’s memory model. Therefore, the set of possible outcomes for the same

85
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input program may differ across various architectures.

In addition to architectures, modern programming languages, such as C, C++, Java
and 0Caml, also specify a memory model. The memory models of languages define the
semantics of memory storage and memory management for the language abstract ma-
chines, such as JVM (Java virtual machine) associated with the Java language. They
are also used by compilers to optimize programs. The consistency specification of the

language memory models helps compilers determine the permitted optimizations.

The 2011 (and subsequent) ISO standard for C/C++ includes the C11 memory model,
which introduces memory orders (refer to §3.2.3). The memory orders can be syn-
tactically associated with atomic memory access events (refer to §3.2.3) and dictate
how other memory accesses (non-atomic or atomic) can be ordered with respect to
the current memory access. By syntactically tagging memory access events, develop-
ers can specify a desired set of permitted event orderings, with the assumption that
the underlying architecture will execute the input program within the developer’s

specification of permitted orderings.

outcomes permitted by
C/C++ developer specification

outcomes feasible
over architecture

strong architecture
implicit ordering

Figure 5.1: Set of feasible outcomes on an architecture with strong implicit ordering
may be smaller than the set of outcomes permitted by C/C++ developer specification.

In some cases, the implicit ordering specified by the underlying architecture’s memory
model may be stronger than the ordering specified in a C/C++ input program using
memory orders. In this scenario, the set of feasible outcomes for the program may
be restricted to a subset of the outcomes permitted by the developer’s specification.

This is illustrated in Figure 5.1.
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outcomes permitted by insert

C/C++ developer specification

outcomes feasible
over architecture

appropriate
barriers

weak architecture
implicit ordering

Figure 5.2: Set of feasible outcomes on an architecture with weak implicit ordering is
same as the set of outcomes permitted by C/C++ developer specification.

On the other hand, when a C/C++ input program specifies a strong ordering, it
is possible that the underlying architecture does not implicitly form the specified
ordering. In such cases, the architecture still executes the input program within
the developer’s permitted orderings. To achieve this, appropriate barriers are intro-
duced in the intermediate/machine code to restrict the feasible outcomes that are
not permitted under the developer specification. This ensures that the set of feasi-
ble program outcomes is identical to the set of program outcomes permitted by the

developer specification, as illustrated in Figure 5.2.

5.1.1 Verification under various memory models
Verification under sequential consistency

Several prior investigations have focused on stateless model checking to analyze pro-
grams under sequential consistency. Most of these techniques [1, 7, 13, 15, 26, 27, 80,
88] use DPOR [35] as the basis to achieve better scalability. Central to such tech-
niques is the notion of equivalence of execution sequences such that the techniques
must explore any one of the equivalent execution sequences for sound verification.
The techniques explore efficient representation of ample sets [1, 13] to avoid redun-
dant explorations (refer to §4.1). Various techniques use coarser notions of equiv-
alence [7, 12, 26, 27] to reduce the number of execution sequences to explore. To
mitigate the scalability challenge of SMCs based on DPOR, the technique in [80] pro-
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poses a distributed DPOR, SMC and the technique in [88] proposes a stateful DPOR
SMC. DPOR has also been combined with parameterized unfolding semantics and

proposed under sequential consistency [70, 78].

Symbolic and predictive trace analysis by encoding the thread interleaving of a pro-

gram is also a popular approach investigated in [37, 44, 87].

Static analysis using either thread modular analysis abstract interpretation has also
been explored in the context of concurrent programs under sequential consistency.
Techniques have been proposed for flow-insensitive [34] and flow-sensitive [58] thread

modular analysis with abstract interpretation.

Verification under architecture specific memory models

SMCs have also been proposed for weak architectural memory models such as TSO
and PSO [2, 24, 89], and Power [8]. An SMC technique for a superset of architectural
memory models (including the TSO, PSO, ARM and RISC-V memory models) is
proposed by [54]. The focus of such techniques is on recognizing ordering on memory
access events that are feasible under the respective memory model and verifying each

such permitted ordering.

Thread modular analysis with abstract interpretation has also been used to verify

programs under weak memory models such as TSO [57, 82], and PSO and sparc-

RMO [82).

Verification under C11 memory model or its variants

The C11 memory model has been the object of intense study in the past decade [5,
20, 51, 53, 72]. The work [20] establish mathematical (axiomatic) semantics for C11
concurrency. The works [5, 51, 53, 72| present verification techniques for C/C++ input
programs under the C11 memory model or its variants. The verification techniques

explore the orderings on memory access events that are feasible under the C11 seman-
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tics and permitted by the developer specification through memory orders specified by

tagging the memory accesses.

The semantics of the C11 model are known to be complex, and for a fragment of the
standard, called release-acquire’ (RA) [50, 75], the state-reachability problem is shown
to be undecidable [5].

The techniques in [5, 72] use DPOR to explore the feasible orderings. The technique
in [72] performs verification for the C11 memory model, while the technique in [5]

performs verification under RA fragment of C11.

The techniques in [51, 53] verify C/C++ input programs under a variant of C11 model
called the RC11 model [60]. The techniques form execution graphs representing the

unique program outcomes and perform optimal stateless model checking.

Recently, a technique using thread modular analysis with abstract interpretation has
been proposed for the RA fragment of C11 [79].

5.2 Imprecise analysis of C/C++ programs

Imprecise analysis by C11 verification techniques

The state-of-the-art verification techniques designed for the C11 memory model (or its
variants and fragments), such as CDSChecker [72] and GenMC [51], perform analysis on
the outcomes permitted by the developer specification in the input program. However,

each underlying architecture has its own associated memory model.

As discussed in §5.1, the architecture memory model may have a strong implicit
ordering thereby restricting some of the program outcomes permitted under C11. As

a consequence, notwithstanding the sophistication of the C11 verification techniques,

Under the RA model all writes are release accesses, while all reads are acquire accesses. RA is
accepted as a useful and well-behaved subset of C11 that provides a good balance between perfor-
mance and reasoning.
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outcome under C11: YES
outcome under TSO: NO

(b)

Figure 5.3: Imprecise analysis under weak C11 and strong architecture specifications.

some of the C11 outcomes flagged buggy by these these techniques would not occur
when the input program executes on an architecture with a strong implicit ordering.
The condition is illustrated in Figure 5.3(a) where a flagged bug exists in the set
of C11 outcomes (yellow blob) but not in the subset of outcomes feasible on the

architecture (orange blob). Thus, the bug is tagged as a false positive.

Consider the outcome shown in Figure 5.3(b), where all memory accesses are tagged
with memory order rlx. The program outcome is permitted under the C11 memory
model with the given rlx specification for memory accesses. However, the outcome
is not feasible under memory models with strong implicit ordering such as TSO. As a
result, if the given outcome is deemed undesirable then the outcome would be flagged

as a bug by any verification technique designed for the C11 model.

Thus, a verification technique designed for the C11 model may flag bugs that may

never manifest as an execution.

Imprecise analysis by architecture specific verification techniques

Further, the state-of-the-art verification techniques designed for memory models such
as TSO, PSO, ARM and Power do not consider the memory orders specified in the

input program. As a result, the techniques disregard the developer specification.

As discussed in §5.1, the underlying architecture may not implicitly form the strong

ordering in the developer specification. In such a case the architecture restricts the
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Figure 5.4: Imprecise analysis under strong C11 and weak architecture specifications.

additional outcomes (not permitted under C11 specification) by inserting appropriate
barriers. Since the existing verification techniques operate at the source level, no such

barriers are inserted before performing the verification.

As a consequence, some of the outcomes flagged buggy by these these techniques
would not occur when the input program executes on the underlying architecture in
the presence of appropriate barriers. The condition is illustrated in Figure 5.4(a)
where a flagged bug is in the set of outcomes feasible in the absence of barriers (blue

blob) but not with barriers (yellow blob). Thus, the bug is tagged as a false positive.

Consider the outcome shown in Figure 5.4(b), where all memory accesses are tagged
with memory order sc. The program outcome is not permitted under the C11 mem-
ory model with the given sc specification for memory accesses. When the program
is translated for a sparc (PSO) architecture, appropriate full memory barriers are
inserted between the events a and b, and ¢ and d. Thus, the outcome is also not fea-
sible on PSO. However, any existing verification technique for PSO does not consider
the sc memory order and permits the outcome. As a result, if the given outcome
is deemed undesirable then the outcome would be flagged as a bug by a verification

technique designed for a model with weak implicit ordering such as PSO.

Thus, a verification technique designed for architecture specific models may also flag

bugs that may never manifest as an execution.
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Figure 5.5: #feasible program outcomes vs #false positive bugs

5.3 Precise analysis for C11 programs under MCA

As a consequence of the imprecise analysis of C11 programs, if a verification technique
detects a property violation, it must be scrutinized further for viability under C11
and a given architecture memory model. The laborious task of sorting the feasible

from infeasible violations is a burden on the developer.

Our experiments show that even for small programs (less than 100 lines of code)
the verification techniques designed for C11 model and architectural models can flag
hundreds of bugs that can never manifest as an execution. As a consequence the bugs
may be considered false positives. The graph in Figure 5.5 summarizes the results
of the said experiments. The x-axis of the graph represents the number of program
outcomes that are feasible under the C11 model and the underlying architecture?,
while the y-axis represents the number of bugs flagged by a C11 verification technique
called CDSChecker, such that each of the outcomes flagged buggy are not feasible on

the underlying architecture.

As can be seen from the graph in Figure 5.5, the number of false positive bugs reported

by the existing techniques may be hundreds in number and the number of execution

2Note that, -’ for ‘#feasible outcomes’ represents that the number of feasible outcomes could
not be determined because the corresponding analysis could not scale.
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sequences explored by the techniques to detect those bugs may be much higher, when

the actual set of feasible outcomes (shown on the x-axis) may be very small.

As a consequence, the developer may take on the task of fixing the bugs when a large
number of them may never manifest, or the developer may sort the feasible from
infeasible bugs. Both the tasks are highly non-trivial in nature and may be exacting

event for expert programmers.

Therefore, an important desideratum is to engineer analysis tools/techniques to an-

alyze C11 programs under restricted architecture models with precision.

This work investigates the problem of precise dynamic analysis of C11 programs un-
der the Multi-Copy-Atomic model (MCA). MCA is a popular architecture memory
model that is supported by memory models such as Intel’s x-86 TSO, newer versions
of ARM?(version 8 and later), and Alpha, with varying degrees of permitted reorder-
ing. A noteworthy aspect of the MCA model is the assumption of a single abstract
view of shared memory between the processing elements (or threads), leading to the
observation that permitted program behaviors under this model can be explained
solely through interleaving and reordering of thread events (refer to §3.2.2 for details
on MCA). Note that, the number of feasible outcomes depicted on the x-axis of the
graph in Figure 5.5 correspond to the C11 outcomes feasible under MCA.

Precise analysis of C11 concurrent programs over MCA has the following merits

(M1) The analysis takes into consideration the developer C11 specification along with

the architecture implicit ordering guarantees.

(M2) MCA is supported by some of the most widely used architectures. As a result,

correctness results over MCA hold for most systems in use.

(M3) Precise analysis only flags the outcomes as buggy that can indeed manifest as

executions reducing the developer overhead.

3ARM-version-8 calls its model other-MCA [64], however, the difference of other-MCA with MCA
is that of terminology, not semantics (as clarified by [76]).
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(M4) Precise analysis also implies a restricted (to MCA) number of equivalence classes,

reducing the analysis overhead.

5.4 Operational semantics of MCA model

Under the MCA model if a write to an object o from a thread, T;, is observed by
a different thread, T, then the write is coherently observable by all other threads
that access the object o. It is, however, permitted for a thread to observe its own
writes prior to making them visible to other threads in the system [64]. Here, the
term observed refers to the thread T; becoming aware of a write from the thread T;,
either directly when a read of T, reads-from the write or indirectly through a chain
of intra- and inter-thread dependencies [64]. The terms observed and coherent access

are formally revisited in §5.5 after formally defining event interactions.

The MCA model formalized in [31] is used for the formal semantics of MCA, for this

work. The relevant details of the model are briefly presented below.

The model allows for a sequence of events T;:7 of thread T; to be reordered to a
sequence T;:7". Consider two events, €', e € &r,.,, such that e originally occurs after ¢’
in T;. The reordering of the two events such that now e occurs before €’ is represented
by ¢ £ ¢. Tn the absence of such a reordering the program executions are outcomes
accepted under the interleaving semantics (refer to §3.1.2). The reordering of program
events of a thread may introduce outcomes that cannot be justified by any interleaved

order and require modification to the order of events from a thread.

Consider the example shown in Figure 5.6(a). The possible outcomes of the input
program are shown in Figure 5.6(b) through the respective read events. The outcomes
ex2-4 can be justified by interleaving of events from the two threads. However, the
outcome ex1 can only be justified by reordering the events of at least one of the two
threads, such as the one shown in Figure 5.6(c), where the edges represent the order

of execution of events after reordering shown in blue.
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Figure 5.6: Store buffer. (a) input program, (b) outcomes, (c) reordered program

Reordering of events

For any two events €', e the reordering ¢ £ ¢ is defined by a set of rules under an
input memory model. Let the set of event pairs allowed to reorder be referred as
the degree of permitted reordering under a memory model. Note that, larger the set
of event pairs that can reorder from a thread under a memory model, higher is the

memory model’s degree of permitted reordering.

While memory models provide their own set of rules for reordering, all memory models
under MCA follow an invariant restriction on reordering of two events that share
a program dependence (which includes data, address and register). Let dep(€’,e)

represent the dependence of e on €.

Forwarding of events

In the course of executing the input program a condition may arise where two pro-
gram statements accessing the same shared object translate to independent register
operations. Consider the events W (x,1) and (r := R(z)) in the event sequence T;:7
where x is a shared object and r is a local object and (r := R(x)) represents that
the read value of z is stored in r. Further, let W(z, 1)<r,.,(r := R(z)). The effect
of W(z,1) when captured in (r := R(z)) will translate the event to W (r,1). As a
consequence, the pair of events which were earlier data dependent have now become

data independent.
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The possible reordering under MCA of events €, e related as dep(e’, e) where e can
absorb the effect of ¢’ (represented as e.ry) is called forwarding [31]. Using reordering
with forwarding the event W (z,1) and (r := R(z)) can be reordered by capturing
the effect of W(z,1) in (r := R(x)) as W(x, 1) £ (1 := R(x))w(z,1)), Wwhere the event
(r = R(2)) w1y = W(r1).

Intuitively, reordering with forwarding forces the visibility of writes of a thread to
all the reads originally occurring after the write in the same thread, even after any

possible reordering.

Semantic preserving reordering with forwarding

To ensure a semantic preserving reordering with forwarding, the following conditions
must hold [31]:
(sprl) Er,.rr = Er,r (the event sets are the same)

(spr2) each read event of T;:7 must have the same set of writes to read from in T;:7

as well as in T;:7/ (thread semantics)

(spr3) T;:7’ preserves the order of updates and accesses of each shared object with

respect to T;:7 (coherence-per-location,).

Language and rules of MCA operational semantics

The language that represents an MCA model as specified by [31] is,

processing element, p:= (T; lcl o - T;:7) | pl || p2

system, s := (shr o -p)

The key element of the language is a processing element. A processing element is

identified by a unique identifier (T;), the local state (Icl ), and a sequence of events
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Figure 5.7: Operational semantics of MCA model [31]

to be executed (T;:7). The entity system is identified with a shared state (shr o) and
a parallel composition of processing elements. Thus, a system term is of the form
(shr o - (Ty lcl o - To:m) || (T1 lel o - Tyiry) || .. 2).

The operational semantics for a program P under MCA is listed in Figure 5.7. The
notation z := r represents the write action to an object  with an expression r,
where 7 can be a local object or a constant value. The notation [x = v] represents
the read action on an object x where v is the value of x in memory. Notation shr

O[z:—y] Tepresents that the value of the shared object x in the shared memory is v.

The (reordering) rule states that if an event ey can reorder before another event €’
(where €/<r,.,€) then the processing element T; can execute e(ery before ¢’ and suitably

update the remaining sequence to be executed further.
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The rule (parcom) shows the parallel composition of the processing elements. It states

that one step of the system is taken by one processing element at a time.

The (r-shared) rule captures the read of a shared object from the shared storage

into a local object.

The (w-issue) rule shows that a processing element initiates a write operation of

value v to a shared object x, and moves to the next event.

A write initiated by T; is updated to the shared storage by the system as shown in

rule (w-update).

5.5 Restricted C11 for MCA

This work proposes a dynamic verification technique called MoCA for the precise anal-
ysis under C11 (discussed in §3.2.3) restricted for MCA (discussed in §5.4). As a result
the MoCA technique analysis only those program outcomes and flags only those bugs
that are permitted by the developer specification in a C11 input program and are

feasible on an MCA architecture.

The key contribution of MoCA is in restricting the C11 outcomes of an input program to
those admissible under an MCA architecture. As discussed in §3.2.3 a C11 outcome
is represented as a Cl1 trace, i.e. a tuple of (€., hb,, mo,, rf;), such that the
event relations in the trace satisfy a set of coherence conditions. MoCA redefines the
hb; relation to [m|::hb., the C11-MCA-happens-before relation, that restricts the C11
outcomes to those feasible on a single shared memory. Further, MoCA introduces a set
of C11-MCA coherence conditions such that a trace is coherent under C11 restricted
to MCA if it satisfies these conditions.

A central feature of MoCA that helps realize the precise C11-MCA-happens-before rela-
tion and C11-MCA coherence conditions is the introduction of a new event type called

shadow-writes that simulate reordering through interleaving.
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The above mentioned key features for restriction of C11 to MCA are discussed below.

5.5.1 Shadow-write events

A write event when executed may not be immediately available to all threads under
multi-copy atomics. To accommodate the visibility of a write event to other threads
at a later timestamp, MoCA associates each write or rmw event with a corresponding
shadow-write event. The shadow-write event updates the shared memory with
the value of its corresponding write or rmw event, thus marking its visibility to all
threads.

Shadow-writes break a write operation into two (not necessarily consecutive) events:
(i) the write event from the program that is visible only to events of the same thread,
and (ii) the shadow-write event that updates the shared memory with the write
event’s value at a later timestamp; thus, completing the write operation and making
it visible to all threads. Shadow-write events are issued by shadow-threads that are
spawned by MoCA (separate from the program threads). MoCA maintains a separate

shadow-thread per program thread per object.

For an event e € £V shw(e) represents the shadow-write event associated with e.
Similarly, prw(e’) denotes the write event corresponding to the shadow-write ¢’
The set of shadow-threads associated with thr(e) is denoted by sth(e). Note that,
the shadow-write events of a shadow-thread in sth(e) can interleave with the events
of the corresponding program thread (thr(e)), in other words, a shadow-write event
can interleave with the events of the thread with the write event. Such interleaving
allows a write event e, that occurs before an event e in a thread to take effect in
memory after e (if its corresponding shadow-write (shw(e,)) executes after ). Thus
interleaving with shadow-writes gives rise to reordering in effect thereby enabling

reordering through interleaving.

Consider the example in Figure 5.8(a). The shadow-write events corresponding
to the write events labeled a and ¢ are represented by events labeled a’ and ¢

respectively. The shadow-threads sth,(T;) and sth,(Ts) execute the shadow-write
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Figure 5.8: Execution with shadow-writes

events a’ and ¢ respectively. Figure 5.8(b)-i shows an execution sequence 7 where
updates to the memory by shadow-writes are illustrated. Note that, the values below
x in the gray boxes show the value of the shared object x in the shared memory at
various stages of execution. The values after ‘=" against labels of read events show
the value read by the read event (i.e. b=1 and d=2). As shown in the Figure 5.8(b)-i
the value of x in the shared memory remains the same as the previous value after
the execution of write events a and ¢ and is updated only when their corresponding
shadow-write events a’ and ¢ are executed. The values read by the read events may
be ignored for now and will be discussed after introduction of the C11-MCA-reads-from

relation, in the following section.
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5.5.2 Program executions and traces

A trace under C11 is defined by a tuple (&, hb,, mo,, rf;) (refer to Definition 2). The
event relations hb,, mo,, and rf. on the set of events of the trace (£,) define the

outcome or behavior represented by the trace.

Therefore, MoCA redefines the relations formed over the events of a trace, to eventually

redefine the set of valid outcomes.

MoCA defines a C11 trace restricted to MCA by a tuple (&;, [m]::hb,, [m]::mo,, [m]:rf;).

The components of C11-MCA trace are discussed below.

Program executions and equivalence of executions

A key feature of the MCA model is that a program execution can be represented as
a total-order on the events of the input program, where every update to the memory
when reflected to the single shared memory is accessible to all threads. The total-order

is represented by the occurs-before relation (< ).

The outcome of an execution is captured as a trace, i.e. a tuple (£;, [m]::hb,, [m]::mo,,
[m]::rf;) representing the set of events of the the execution sequence and the set of

relations formed on the events by MoCA.

The set of executions or non-maximal sequences that represent the same outcome are
called equivalent. Formally two event sequences 7, and 75 are equivalent, represented

as T &~ Ty if they represent the same trace, that is,

.« =€

e [m]|:hb,, = [m]:hb,,,

e [m|:mo, = [m]:mo,,, and
o [m]urf, = [m]urf,,.
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MoCA event categories

For ease of presentation, the memory access events of £ are categorized as: (i)
the set of writes (£") that issue a write (i.e., write events and rmws), (ii) the
set of modifiers (EM) that update the shared memory for an issued write (i.e.
shadow-write events), and (iii) the set of reads (€®) (i.e. read events and rmws).
Accordingly, £V, EM and EF represent the events of a sequence 7 from the respective

event categories; and, - ), and EX (m) represent the events with memory

order m of a sequence 7 from the respective event categories.

Reads-from relation for C11 restricted to MCA (|m]::rf,)

Apart from shadow-writes, a second central contribution to realize the restriction of
C11 for MCA, is a C11-MCA-reads-from relation ([m]::rf;) based on the shadow-write
events. As a consequence of representing an execution sequence as a total-order,
consider the notation [m]::lastWW;(e,) that represents the write corresponding to the
latest shadow-write of obj(e,) in the prefix of 7 upto e,. The reads-from relation for
MoCA is defined as,

Definition 5. ([m]::rf, relation)

Given e, € EX| the [m]::rf, relation for e, is defined as:

(general case)  [m]:lastWiy(e,) =" e,; unless

which is the latest write of obj(e,) from thr(e,)

s.t. shw([m]::lastWi;(e,))<re,<re, then ey

(special case) e, € EN

T 9

Intuitively, a read event takes its value from the last write whose shadow-write
updated the shared memory, unless there is a later write from the same thread.
Consider the execution sequence 7 in Figure 5.8(b)-ii corresponding to the input

program in Figure 5.8(a). The event b reads from a (since lastW, 1(b) = a); however,
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for event d, lastW,.o/5.q(d) = a but write ¢ from same thread occurs after a’, thus,

d reads from c.

Note that, by ensuring read from the write of the same thread whose shadow-write
has not executed, as defined under (special case), MoCA replicates the effects of forward-
ing (introduced in §5.4) through the [m]::rf; relation. In the input program shown in
Figure 5.8(a), c<t,d, however in the execution 7 in Figure 5.8(b), c<,d<.c, where
¢ = shw(c). By the special case of [m]::rf; relation, read d reads the value 2 from the
write ¢ while the value of the write takes effect in memory later. The occurrence
can effectively be interpreted as the write c reordering after the read d while the

effect of the write is forwarded to d for reordering.

Modification-order relation for C11 restricted to MCA (|m]::mo,)

MoCA defines a total-order on the write events of an object in an execution sequence T,
called the C11-MCA-modification-order ([m]::mo,). However, unlike the mo, relation
of C11, the [m]::mo, relation of MoCA is based on the order of occurrence of the

corresponding shadow-writes.

Two writes ey, €49 of the same shared object are modification-ordered if shw(ey,)

occurs before shw(e,s) in an execution sequence, formally,
Definition 6. ([m]::mo, relation)

[m]::mo

Voep,es € EM obj(e)) = obj(es), e1<,ea = prw(e;)—+ prw(esz)

Happens-before relation for C11 restricted to MCA

Based on shadow-writes and the hence defined [m]:rf, relation, MoCA defines a
C11-MCA-happens-before relation for the restriction of C11 to MCA, represented as
[m]::hb,. The [m]::hb, relation is composed of the following relations. The relations

are formally defined in Figure 5.9.
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[m]::sh,  (Sequenced-before): total occurrence order on the events of a thread®.

[m]:sw,  (Synchronizes-with) Inter-thread synchronization between a write e, (or-
[m]::rf

dered J rel) and a read e, (ordered J acq) when e,—7 " e,.

[m]::dob, (Dependency-ordered-before): Inter-thread synchronization between a write
e, (ordered J rel) and a read e, (ordered J acq) when e/,—"™"*e, for

/ 5 .
e,, € release-sequence’of e, in 7.

[m]::ithb, (Inter-thread-hb): Inter-thread relation computed by extending [m]::sw,

and [m]::dob, with [m]::sh;.

[m]::hb,  (Happens-before): Inter-thread relation defined as [m]::sh, U [m]::ithb,.

[m]::hb, relation on C11 fences

C11 fences form [m]::ithb, relation with other events of the trace 7. Appropriately
placed fences can form [m]:sw, and [m]:dob, relations from an [m]:rf; relation
between events of different threads. The conditions for forming [m]::sw, and [m]::dob,

relations with fences are formally presented in Figure 5.10.

Figure 5.10 also represents the conditions diagrammatically; where the depictions
(a)-(b) represent the conditions in the absence of fences (presented in Figure 5.9);
the depiction (c) represents the condition for forming [m]::dob, relation with fences;
and, the depictions (d)-(f) represent the conditions for forming [m]::sw, relation with

fences. The relation e,, —» ¢/, implies that ¢/, belong to the release sequence of .

Intuitively, a write event with a fence placed before it in [m]::sh, and a read event
with a fence placed after it in [m]::sh; enact the role of strongly ordered write and

strongly ordered read events respectively.

Theorem 6. [m]::hb, for a trace 7 represents a valid happens-before relation.

4Some events of a thread may not be ordered (for example, the operands of ==). Relation
[m]::sh, assumes a total order on the events of a thread, similar to previous works on C11 [72; 51].

Srelease-sequence of e,, in 7: maximal contiguous sub-sequence of [m]::mo, that starts at e,, and
contains: (i) write events of thr(e,), (ii) rmw events of other threads [20, 46].
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eyl o Vei,eo € €, s.t. thr(ey) = thr(es) and e; occurs-before ey in
their thread.
ew—>[Tm]“SWeT < ey € EW@“”, e, € Eqﬂ-{(;acq), thr(e) # thr(e;) A ew—>[Tm}“rfeT.
ep P e e, € 7Y o e €82 thr(e) £ thr(er) A 3, € release-
sequence of e, s.t. e, —I" e,
ey e ey 03 € &,
(61_>L7n}::sw62) vV
(el_>£_m}::d0b62> vV
(61-)?1}::5“163 A 63%[7 } 62) \Y
(61—>£—m}:: es N 63—>~[,-m]:1thb€2) \
(el_>£—m}::1t ea A 63_>‘[rm]::1thb€2)
61—>»[rm]::hb€2 - 61_>£_m]:: ey 61_>[rrn]::ithb62

Figure 5.9: Happen-before relation for C11-MCA model ([m]::hb,)

A happens-before assignment is valid if V execution sequences F, hbg satisfies the

following properties [1].

1. hbg is a partial order on £g, which is included in <g.

2. Events of each processing element are totally ordered, i.e. (T4 i,a’,0,m' ")
hbg (T, i+ 1,a,0,m,l), whenever (Ty,i+ 1,a,0,m,l) € Eg.

3. If E'is a prefix of F, then hbg and hbg are the same on Eg

4. Any linearization E’ of hbg U rfg is an execution sequence s.t. hbg U rfp =

hbg Urfg and E' and E are equivalent

5. If I is equivalent to £ then sz = sg).

6. If E.F, is an execution sequence, then E’ is equivalent to F < E'.E; is equiv-

alent to K. E;
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ol e o, rerl ™15 pacq el g |
[m]::sw rs [ /I{]'::rf ”j [m]::
2% e e i o
(a) (b) (©)
e, ret M e Frel pre1 MY pacq
[m]zzx et | [ \W‘j fm:: fm::
[Faca Co e, Cw T e,

(d) (e) (f)

[m]::sw, using C11 fences

. £
Given e,—" e,

if ord(e,)drel, dF cacaghi@acd) o4 er— _ymlbpace then ew—>Lm}“SWIE‘a°q;
if ord(e,)Jacq, dF*e! € ghdrel) o ¢ prer ew then Frelﬁ[m]::swer;

if JFret ¢ gFEeD) Jpaca ¢ gF(dacd) ¢ prer Imlby o Imlbpacs thop
Frel_>£_m}3:5WFacq.

[m]::dob, using C11 fences

[m]:rf W(rel)

Given e, —7 e, if Je, € & s.t. €], € release-sequence of e, and JF*1
gliaca) ¢ o IMbpaca thep ¢, M dOb]Facq

Figure 5.10: [m]::sw, and [m]::dob, using C11 fences

hb
FE.ei.e3

hb

By .0n€2 and e;—»

7. If eg— es then e;—3, e3.6962"

Proof. Consider a trace 7.
Property 1,3 follow directly from construction of [m]::hb,.
Property 2 follows from the definition of [m]::sh.,.

For property 4, assume 37; s.t. 71 # 7 then 3¢, e s.t. e—I e’ hut enM e =

[m]::hb,, # [m]::hb,. Thus, Property 4 follows from construction of [m]::hb..
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Property 5 is satisfied as follows: 7/ ~ 7 = [m]::hb, U [m]::rf = [m]::hb, U [m]:rf,,
g./r =& = Vee &, Ualm(e) = Ualm(e). = S[r1] = S[7]-

Property 6 is satisfied as follows: 7/ ~ 7 = [m]:hb, U [m]:rf, = [m]:hb, U [m]:rf;
= [m]:hby Umlart, U ml:hb,, Ulm)art,, = [m]:hb, U m)art, U [m]:hb,, U [m]arf;,

=71 ~TT

And similarly, 7.7 = 7.7 = [m]:hby U [m]arfy U [m]:hb,, U [m]orf,, = [m]:hb, U

[m]::rf, U [m]::hb,, U [m]:rt,, = [m]:hby U [m]ort, = [m]:hb, U [m]orf, = 7/ ~ 7.

For property 7 consider two sets of relations.

[m]::ithb-r, (ithb-reversible): e/ MWy o lmldobg o [mlithber
[m]::ithb-i, (ithb-irreversible): g/ M gy orImlthbr s Imlzithb-

Finally, property 7 is satisfied as follows: e; —>[T"é]1 }61; €y = 61—>[Tr,ré]1:f62 es Ve —>[T"é]1 fietth'reg,

if e = e, then e;—IEl ey (by definition of [m]::<h,), and

. [m]::ithb-r [m]::ithb-r [m]::hb
if e1—7eres €2 then e;—7 ¢ cyes €2 (8S €17 1.6;.e5 €3)-

Note that, elﬁmﬂghb'ieg because they are adjacent. O

Total-order on sc events for C11 restricted to MCA

Further, MoCA also maintains a total order relation [m]::to, on sc events. The [m]::to,

relation is computed on the events of 7, as follows.

Definition 7. (sc total-order ([m]:to,))

Let shw-to, = {(¢,e) | €,e € EREeely ghtleely ghlee), thr(e') # thr(e) A
e'<re}; then,

[m]:to, 2 {(e,e) | ¢ e EFCIU 7Y €76 st either e/ —IMe or (3
(€],e1) € shw-to, s.t. (] =€ Ve = shw(e)) A (e1 = e V e; = shw(e)))}
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Intuitively,

1. all sc events in [m]::sh, are also in [m]::to, relation, and

2. sc ordered events from different threads are in [m]::to, by their occurrence order
in 7, except write events that are in [m]::to, by the occurrence order of their

shadow-write event in 7.

Non-atomic data races

If a data race exists on na ordered events of an execution sequence 7 (a.k.a na race)
then the behavior of 7 is considered undefined under the C11 model [20, 46, 62].

MoCA defines an na race in a sequence T as:
Definition 8. (na race)

. ::hb
if 3e/,e € £ s.t. ¢'<,e but ¢»"" ¢ then 7 has an na race on ¢, e.

5.5.3 Trace coherence under C11 for MCA

The [m]::hb, relation, along with the [m]::mo, and [m]::rf, relations, is used in spec-
ifying a set of C11-MCA coherence conditions. The coherence conditions bound the
set of traces feasible with shadow-writes and the [m]:hb., [m]:mo,, and [m]:rf;
relations to those valid under C11 and MCA.

C11-MCA coherence conditions

(mca-moWE): If a write e, is [m]:ithb, or [m]::rf;; [m]::ithb, ordered with an event
e from another thread, then either shw(e,,) must occur before shw(e)
(if e € EY) or before e (if e & EWV).
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(mca-moRR): If a read e, is hb-ordered before another read e,,, then the shadow-
write of e,,’s source write must occur before the shadow-write of
eqo’s source write (where, source write is the write event that a read

reads from);

(mca-moWR): shadow-write of a read’s source must occur after the shadow-write

of all writes hb-ordered before the read.

(mca-cormw): To ensures atomicity, each rmw event must read-from the immediately

ordered before event in the modification order.

(mca-co): A read must not read from a write hb-ordered after it.

Finally, through Theorem 7 demonstrates that traces generated by MoCA are indeed
coherent under C11 by establishing that every C11 coherence condition is satisfied
under MoCA.

Theorem 7. MoCA coherence = C11 coherence.

Proof. Let —, represent a relation non-racing-hb that represents hb-ordered events

that do not race to access an object, that is, e;—"" ey A = (61_>[Tm]”SW€2 V el—ﬁ"}“d"b@)
= €1 r€2.

Recall, (coWW): Ywy, wy € EV | w;—Pwy = w;—2 w,.

Now, w; = wy = w; = 1w, v w00, but = (w =I5 w, Vo =P w,)

(as both events are write events).

If w;— " w, and thr(shw(wy)) = T; then thr(shw(wsy)) = thr(shw(w;)) = T; A
shw(wy)<t,shw(wy).

[m]::ithb [m]::s

. . ::dob
Whereas, if w;—7 wy then w;—,wsy (since —(w;— [m]::do

WU)2 V wi—r 'LUQ) =
shw(wy)<,shw(ws) (by (mca-moWE))

Each of the two cases = w;—""" w, (using (nca-mo)). inf(1).
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m] :ithb
shw(eyy) < shw(eys) \ [ \

ewr TS e shw(e,) <  shw(e)

[m]::mo, (mca-moWE)

erlm&ﬂ ewlﬂ,er

[m]::rf\ /[m]::rf /ﬁ::rf

w1  Ew2 €w9

shw(eyw1) < shw(eys) shw(eyy) <  shw(ews)

(mca-moRR) (mca-moWR)

(mca-co) Ve, € &R, PN O N T

(mca-moWE) V e, € &V, e, € EX e € &, st thr(e) # thr(ew),

ey IIERD oy Cw—rt er—>[7m] thb, shw(ey)<,e (if e & EV) A
shw(e,)<,shw(e) (if e € EV)

(mca-moRR) V e,1, en € ER st 6T1—>[T m: hbe,,g if 3 ey, € &Y
s.t. ew1—>wxrfer1 A ey o Where ey # €4 then
shw(eyw)<,shw(eys)

(mca-moWR) V ey1,eu2 € EY, e, € EX s.t. o1 — T A e M where
Ewl F €w2, shw(ew1)<73hw(ew2)

(mca-cormw) V e € &, act(e) = rmw, 3 ew— e st ey M0 A B e, s.t
e _)[m] :mo ¢! _)[m] Ino6

w T T

Figure 5.11: Coherence conditions for MoCA traces

hb

Recall, (coRR): V 71,79 € EX wy € EV, ri—Pry A wi—tTr) = wi—ry Vv (3 we,

T T

IU2—>5_fT2 N w1—>$‘°w2).

[m]::hb [m]::mo

Now, r—+
inf(2).

ro A Wy # Wy = wi—+ wy (using rule (mca-moRR), (mca-mo)).

Recall, (coRW): ¥V r; € ER wy € EV, ri—Pw; = F wy—wy s.b. wy—try

Now, if 71— w0 Fws, we—s (by definition of (mca-co))
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then by definition of [m]::rf;, either shw(wy)<,r1 = shw(ws)<,r1<,shw(w)

or thr(wy) = thr(ry) = we—,r;—,w; (as r1—>[7m]“hbw1 = r1—>[7m]:: wy V 7’1—>[Tm]::ithbw1
but = (w, ="V wy Vo, =P w,)) = shaw(ws)<,shw(w;) (by (nca-moWE)).

Each of the two cases = wy—1"°w; (using (mca-mo)). inf(3).

Recall, (moWR): V w; € EV, ry € X wi—"r) = wy = V (3 wy, we—Iry A

w1—>’T”°w2).

NOW, wl_)g_m}::hbrl - Ujl_%[r’m]::sw?ﬁ1 Vi wl_)gzn}::dobrl Vi wl_)gzn}:: oV (w1_>‘[l_m}::1thbr1
but = (w1 =T wy v w, =P w,)) (by definition of [m]::hb, ).

wi = 2w = wy;

w1—>kﬂ::d°br1 = wq is in release-sequence of w; = w1—>[7m}”m°w2 (by definition of
release-sequence);

w1—>[Tm}:: r1 V w1—>[7m}::1thbr1 = w;—»,71 (since — (w1—>[7m]:zsww2 Vv w1—>[7m}::d°bw2))

[m]::

= shw(w;)<,r1 (using (mca-moWE)) then wy—"""r1 = shw(w,) <, shw(w2) =

[m]::m

wy—+ " w,y (using (mea-mo)).

= (w; = wy i.e. wi—tr)) V w—"%w,. inf(4).

Recall, (coto): Vsey, sca € E2¢, hb,|se U moylse C to,

Now, se; = sey = sey<,5¢9 V shw(scy)<,sca V sc1<,shw(scy) V shw(sc)<,shw(scs)

m|::hb
= SCQ—/—>£- }

[m]::mo

sc1 A Sca—=7 scy (by definition of [m]::to,). inf(5).

Note that (rftol), (rfto2), and (tofen) trivially hold by the definition of [m]::rf,
and [m]::to,. inf(6).

Further, (corf) and (cormw) trivially holds from (mca-co) and (mca-cormw) respec-
tively. inf(7).

Inferences (1) to (7) = all valid MoCA traces are valid C11 traces. Implying, that our

technique does not explore a non-C11 behavior. [l
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5.6 Stateless model checking for C11 restricted to
MCA

MoCA technique uses source-DPOR (refer to [1]) a state-of-the-art stateless model
checking technique to explore the MCA outcomes of a C11 input program for de-
tecting safety property (assert) violations and na races. MoCA bases the source-DPOR
model checking technique on the event relations, [m]::hb,, [m]::mo, and [m]::rf,, de-
fined for C11 restricted to MCA (presented in §5.5), along with a set of relevant

coherence conditions (refer to Figure 5.11).

The MoCA technique is,

1. Coherent. Each trace represented by the C11-MCA event relations, under the

C11-MCA-coherence conditions, is a valid C11 outcome.
2. Precise. MoCA traces are equivalent to C11 traces feasible over MCA.

3. Sound. For each trace of C11 valid over MCA there exists a program execution

explored by the MoCA technique®.

The shadow-writes, as remarked before, enable reordering through interleaving.
Note, however, that a shadow-write updates the memory for the corresponding
write event at non-deterministic later timestamp. As a consequence, shadow-writes

simulate the reordering of program writes with later events from the same thread.

To simulate the reordering of a write event with an earlier program event from the
same thread, MoCA implicitly assumes that the writes are at the earliest feasible

location in the program (where earlier refers to a lower event index).

To meet this requirement, MoCA performs a static early-write transformation from

input program P to p.

6Since, the source-DPOR technique is sound [1], MoCA is also sound.



MoCA

113

shared-objects: {z,y, 2z}

a: R™*(z) if (k) b: W= (y, 1) | if (k)
b: W (y, 1) | e: R™*(x) carly—write ¢ FT [ WE(z1)
c: [Frel foWEE(z 1) trensferm g REIx(g) e: R™*(z)
d: W (1) || end if d: W, 1) | end if
(P) (P)

Figure 5.12: Early-write transformation

5.6.1 Early-write transformation

The transformation rules for each thread sequence T;:7 of the original program, P,

are:

if there exists a corresponding thread sequence T;:7" of P then,

ewtl g’ﬂ‘izr = STZ‘:T/
(i.e., the set of events of the original and transformed sequences remain same,

however, their order of occurrence may vary);

ewt2 if Jej,ex s.t. e1<r,.002 A €a<t,.e1, then ey € (EV U EFEeY)) el ¢ £FFeD) A
(Pes € Er,.r s.b. €1 <1,.r €3<T,.769 A dep(es, e2)
(i.e. the write and rel fences that may form synchronizations with the
writes (refer Section 5.5.2) are moved earlier than other events while main-

taining their relative order and ensuring program dependence is not violated).

Consider the input program (P) in Figure 5.12 and its early-write transformation
(P). The write event b and the rel fence ¢ move carlier than a but event d does

not because there is a data-dependence between a and d.

Further, assuming that control dependence is included in dep, f moves earlier than e

but not earlier than the ‘if’ condition because of the control dependence.
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Initially x =0,y =0

(T1) (T) (Ts) (T4)
a: Wi(z,1) | b2 R(z,1) || d: W(y,1) | e: R(y, 1)
c: R(y,0) f: R(z,0)

Figure 5.13: IRIW

Early-write transformation along with shadow-writes simulate the reordering of
write events with other events of a thread. To simulate the reordering of read
events of a thread, MoCA proposes a static transformation called, ordered-reads trans-

formation from the early-write transformed program P to E

5.6.2 Ordered-reads transformation

Consider the outcome of the program IRIW shown in Figure 5.13 where the earlier
reads of the threads Ty and T, read from the write events a and d while the later
reads read the initial values. The shadow-writes corresponding to the writes a
and d do not perform any effective reordering and the outcome shown in Figure 5.13

is infeasible with shadow-writes and early-write transformation.

The outcome shown in Figure 5.13 is feasible under MCA if the reads are be re-
ordered. To support such reordering consider variants ﬁl, cee P™ of the early-write
transformed program (]3) that vary on the order of read events of the input program.
The variants are constructed s.t. each variant P* varies in the ordering of at least

one pair of reads. Each of the variants P* are then verified separately.

Consider again the input program shown in Figure 5.13, the program has four read-

order variants, characterized by:

(vl) no reordering,
(v2) reordering of Ty reads,

(v3) reordering of T, reads, and
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(v4) reordering of Ty and T, reads.
Note that, the upper bound on the variants can be computed in m =[] cp [EF |1

The above discussed solution effectively reorders the read events. Combining the
solution with early-write transformation and reordering with shadow-writes, soundly
admit the permitted reordering of MCA. However, from the expression on the upper
bound on the variants (m), we can ascertain that the solution is expensive to the
verification process. If the program threads have a large number of read events, then

the solution will inevitably lead to a combinatorial blow-up.

In order to overcome the expensive reordering of reads, consider an effective heuristic
called ordered-reads transformation. The heuristic does not inflate the verification

task and works well in practice.

The transformation chooses a fixed order of occurrence of read events of an object
from all threads. The transformation ranks the objects of read events by program
dependence i.e. if a read of object y in a thread is dependent on a read of object
x and the read of object x has no such dependence on a read of y, then object y is
ranked higher than object . The transformation then places the reads in increasing

order of object ranks; formally,

escore(e) = |{e' s.t. dep(€,e)}|.

(size of the set of events that e is program dependent on).

oscore(o) £ 3 = escore(e) where obj(e) = o.
(score of object o based on the number of reads of o that are program

dependent on other events).

rank(o) = any arbitrary unique numeric value s.t. Yo' if oscore(o’) > oscore(o)
then rank(o’) > rank(o)

(each object o has a unique rank aligned with the object scores)

Consider the input program in Figure 5.13, oscore(z) = 0 (04-0), and oscore(y) = 1
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(14-0) and accordingly, rank(z) = 0 and rank(y) = 1 (as a read of y from thread T,

is dependent on the read of z).

Given early-write transformed input program 13, the rules of ordered-reads transfor-

mation (from P to E) for each thread sequence T;:7 of P are:

if exists a corresponding ordered-reads transformed sequence T;:7" of E then

Ortl ET»;:T = STZ.:T/
(the set of events of the original and transformed sequences remain same, how-

ever, their order of occurrence may vary);

ort2 if Jey, ey s.t. e1< ;.09 A €2<1,.0€1, then ey, e5 € EX A rank(obj(es)) < rank(obj(e;))
A ﬂe?) € gTiZT s.t. €1 STiZT 63<T¢:T€2 A dep(€37€2)
(reads ej, ey can reorder if there is no intervening es that introduces program

dependence with eg).

For the input program in Figure 5.13 the order of read events of T, are reversed to
bring the low ranking object’s read, (f), above the higher ranking object’s read, (e).
The outcome shown in Figure 5.13, feasible under MCA, can be explored by MoCA

with ordered-reads transformation.

Consequently, the ordered-reads transformation reorders the read events in effect.
Further, with the transformation, MoCA needs to invoke stateless model checking ex-

actly once.

Theorem 8. Farly-write transformation and ordered-reads transformation (P to

P) are semantics preserving.

Proof. Consider the sequence of events of a thread T;:7 of the input program P, and
its corresponding transformed sequence of events in a thread T;:7’" of E To ensure
a semantic preserving reordering the conditions sprl-3 (refer to §5.4) must hold for

corresponding threads of P and E
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Let prevWir,.;(e) represent the previous write event to e in a thread T;, formally,
ew € &, = prevWip,.(e) if thr(e,) = thr(e) = Ty, ep<t,.-e and fe, € EF. s.t.
thr(el,) = T; N ew<t,.r€l,<T, €.

sprl The condition is met by definition of the transformations.

spr2 V €, e to be executed by thread T;, dep(¢/,e) = €'<r,..e A € <r,.. €,
i.e., dependent events are not reordered (by definition of the transformations).
= Ve, € 5%#, prevWir,.;)(e,) = prevWir,..(e,).
= T;:7" preserves the sequential semantics of T;:7.

spr3 Yo € O, Ve',e € £ of T;:7 s.t. obj(e') = obj(e) = o, if €'<r, ;e then €' <7,.. €,

i.e., events accessing same object are not reordered. (by definition of the trans-

formations).

= T,:7" preserves coherence-per-location.

Hence, early-write transformation and ordered-reads transformation are semantic pre-

serving. U

Lemma 1. If €, e can reorder under MCA then they can reorder in effect under MoCA

(with shadow-writes, early-write transformation, and ordered-reads transformation).

Proof.  For all events €', e such that ¢ £ ey, there are four valid possibilities

considered below.

Case(i). ¢',e € EX:

3 a variant P, of early-write transformed P where e occurs before ¢'.
Case(ii). ¢ € EX, e € EV:

(¢ L ery) = —dep(e,e) = €' <r,.-e but e<r,.€ (the events will be reordered with

early-write transformation) and then shw(e) and e’ can be interleaved.
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Case(iii). ¢ € EV e € EX:
(6/ ~ €<€/>) =

(i) either obj(e') # obj(e) = thr(shw(e')) # thr(e) = shw(e’) and e can be inter-

leaved; or

(i) obj(e’) = obj(e) but obj(e’) # obj(e(y) (case of interleaving with forwarding) =
shw(e’) and ey can be interleaved while e can still read from ¢’ (by definition of
[m]:rf)).

Case (iv). e',e € EV:

(¢ £ ewry) = obj(e’) # obj(e) = thr(shw(e')) # thr(shw(e)) = shw(e’) and shw(e)

can be interleaved. O

5.6.3 Stateless model checking with source-DPOR

Central to MoCA is source-DPOR (Algorithm 1 of [1]). Source-DPOR is a state-of-the-
art stateless model checking technique proposed as a near-optimal improvement over
DPOR [35]. Source-DPOR was proposed for interleaving semantics and uses a novel
representation of the set of events to be explored from a state called source sets [4]
which is a much compact set of starts in comparison to the classic persistent sets [39]
or ample sets [74]. It is noteworthy that the source-DPOR algorithm used in MoCA is

as is, that is, without any modification, this was feasible because of several reasons:

e Design of a valid happens-before relation (Theorem 6) for restricting C11 under
MCA is directly pluggable in source-DPOR,

e The proposal of shadow-writes, along with early-write transformation and
ordered-reads transformation, makes it possible to avoid reordering instructions
from a thread during exploration and rely on interleaving model of computation
alone (that source-DPOR is designed for), and
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Initially =0,y = 0,2 =0

Tl TQ T3
a: W(z,1) || b: R(y) || d: R(2)
c: R(z) | e: R(x)
(a)
{T1, T2, T3}
S {T1, T2}
a (O] 2L 2 d
S O i),
b c el
S[a.b]{TQ} S[b‘c]g?;l?}?l’g} S[df]{{ﬁr;}}
cl Q/T N, ] al )
Slab.d ™) Spea ™ Sped|) Sided™)

d| d} el bl
S[a.b.c.d]mg} S[b.c.a.d]{Tg} S[b.c.d.e]{ Ti} S[d.e.a.b]{ T2}

el el a] c|

Sla.b.c.d.e]  S[b.c.a.d.€] Sb.c.d.e.a]  Sld.e.a.b.c]
(71) (72) (73) (74)
(b)

Figure 5.14: Writer-reader

e The parallel composition rule (parcom) (§5.4) satisfies the requirement of source-

DPOR that only one thread executes at a time.

Brief overview of the Source-DPOR Algorithm

Source-DPOR is a non-chronological depth-first search of a directed acyclic graph of
execution states. Much like the quintessential DPOR [35], source-DPOR maintains a
set of threads that should be explored at each state and a set of sleeping threads.

Consider the program in Figure 5.14(a). Figure 5.14(b) shows its exploration by
the source-DPOR algorithm. At each state of exploration, source-DPOR maintains a
backtrack set of threads such that the next events from the threads in the backtrack
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set must be explored from the state. At each state of exploration, source-DPOR also
maintains a sleep set of threads representing the threads whose next event must not
be explored from the state. While the backtrack set helps the algorithm to move
forward for a sound and complete exploration, the sleep set is maintained to avoid

redundant explorations.

Consider the exploration in Figure 5.14(b). The backtrack sets at each state are
shown in green while the sleep sets are shown in red. The exploration starts at the
initial state where thread T; is randomly chosen for exploration and is added to the
backtrack set. The algorithm similarly selects a random thread to explore at each
state of the first execution sequence 77. From 7 source-DPOR recognizes the racing
event pairs a—c and a—e and inserts Ty and T3 to the backtrack set at sjy to reverse
the order of the racing events. Source-DPOR then backtracks and finds a state that
has unexplored threads in the backtrack set, i.e. sy where Ty and T3 are unexplored.
It adds the previously explored thread, T, to the sleep set at sy and continues to

explore the next event of Ty, and further the next event of Tj.

Note that, the sleep set is carried to the next state of exploration until an event is
explored which races with the next events of the sleeping thread. Hence, the sleep
set at state sig is the same as the sleep set at sy i.e. {Ty, T2} since event d does not
race with a, b, or ¢. Thread T; is removed from the sleep set after exploration of e
which races with a and a explores from sy4). Similarly, Ty is removed from the sleep

set after exploration of a which races with ¢ and b explores from sg.c.q.

Refer to [1] for formal description and algorithm of source-DPOR.

Theorem 9. MoCA traces are equivalent to C11 traces valid over MCA.
Proof. Case —-:

Ve'ie s.t. (€ £ e) = dep(¢/,e) = if €'<r,.,e then €'<7,..e, for T; : 7 of P and
T, : 7 of P.

Secondly, if dep(¢/, €) where €', e € £V then obj(e’) = obj(e) = shw(e’)<,,shw(e) for

every execution sequence 71 (by construction of shadow threads).
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Further, MoCA supports forwarding (by definition of [m]::rf,, see Section 5.5.2 for
details).

Thus, reordering restricted by C11 over MCA is also restricted by MoCA. inf (i)

Early-write transformation is semantic preserving.

Further, if 3¢’,e € &r,.; s.t. €/<r,,e and e<pshw(e') for a trace 7" and dep(¢€’, e)
then €’ is observable for e (by definition of [m]::rf;) and if effect of e is observed by

another thread then so is effect of ¢’ (using (mca-co), (mca-moRR) and (mca-WE)).
Thus reordering allowed by MoCA is allowed by MCA. inf(ii)

Since, MoCA traces are coherent C11 traces (Theorem 7) and using inf(i) and inf(ii),
the theorem can be restated as,
if a trace is valid under MoCA then it is valid under MCA.

Events e,, € €V along with shw(e,,) perform (w-issue) and (w-update) while preserv-
ing semantics (using (shco)); e, € EX perform (r-shared). Source-DPOR algorithm
ensures (parcom). Sequences of operations performed by MoCA to generate traces are

sequences of MCA operations. inf(iii)

Thus, from inf(i), (ii), and (iii) traces of MoCA have equivalent C11 MCA traces.

Case <:

Assume MoCA restricts the reordering of events €', e then €'<r,.,e and e'<r,..re for
Ti:TofPandTi:T’ofﬁ.

Further if ¢/, e € £ then for all MoCA traces 7 then shw(e’)<,shw(e) = thr(shw(e')) =
thr(shw(e)) = dep(€¢/,e) (by construction).

Hence, reordering restricted by MoCA is also restricted by C11 over MCA. inf(iv)

Reordering allowed by C11 over MCA are allowed by MoCA. (Lemma 1).
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Since, MoCA traces are coherent C11 traces (Theorem 7) and using inf(iv) and Lemma 1,
the theorem can be restated as,
if a trace is valid under MCA then it must be valid under MoCA.

(r-shared) is performed by %, (w-issue), and (w-update) by £V and M, (parcom)
is ensured by source-DPOR algorithm. Hence, sequences of operations produced by

MCA semantics can be replicated by MoCA traces. inf(v)

Thus, from inf(iv) and (v) C11 MCA traces are valid MoCA traces. O

5.6.4 Time complexity analysis

The worst-case time complexity of the source-DPOR algorithm is O(|T|?|€|*S), where

S is the number of sequences explored’.

The relation [m|::hb, (or [¢]::hb, or [a]::hb,) has the same computational complexity

as its counterpart in the original source-DPOR work, i.e., O(|€[?).

The addition of shadow-threads, however, increases the number of processing elements
and makes the worst-case complexity of MoCA O(|OJ?|T|?|€]?S), where |O|?|T|? is the
number of threads for MoCA including the program threads and a shadow-thread per

program thread per object.

5.7 Implementation details of MoCA SMC

The implementation starts by statically converting the input program P to ]3, using
early-write transformation, and then to E, using ordered-reads transformation. The
static transformation is performed once for every input program, and the stateless

model checking is performed on the transformed program E

“Source-DPOR is not an optimal technique and may explore redundant sequences and sleep set
blocked [1] sequences.
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Figure 5.15: Structural overview of MoCA tool

The implementation of MoCA technique has two major components,

1. an execution component responsible for executing the input program for each

maximal sequence explored by the technique, and

2. a scheduler that schedules the program executions and analysis the execution

sequences for coherence and correctness.

The processing of MoCA tool starts by invoking the scheduler. The scheduler in turn
starts a fresh execution of the statically transformed input program (E) and receives
the first set of enabled events. The scheduler then applies the source-DPOR algorithm
on the enabled events and informs the runtime engine of the next event to execute.
Source-DPOR computes the event relations ([m]::hb,, [m]:1f;, and [m]::mo,) on the
events of the sequence and relies on the MoCA coherence conditions (refer to Fig-
ure 5.11) to compute an execution sequence coherent under C11 restricted to MCA.
On execution of an event, the runtime engine receives a set of newly enabled events
that it forwards to the scheduler.

The process continues till a maximal sequence is executed, or an assert violation or

na race is detected. Further, the scheduler restarts the transformed input program
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(P) for the next execution sequence using the runtime engine when there are more

traces to explore.

The key modules of the implementation design are presented in Figure 5.15 and

discussed below.

e Static Transformation. As the first step, the implementation performs a
source-to-source transformation of the input program P, using early-write trans-
formation and ordered-reads transformation, to E The transformation is se-

mantic preserving (shown formally with Theorem 8).

After the transformation all valid program outcomes can be explored by schedul-
ing various interleavings alone. The effects of feasible reorderings can be achieved

with interleaving on E .

e Instrumentation. The transformed input program (E) is then instrumented
by inserting code in E at relevant control points such as memory access, thread

creation, thread join, assert condition etc.

The instrumentation calls respective modules on reaching the relevant control
points to supply data for the analyses and receive execution instructions. The
instrumentation, thus, allows MoCA tool to take control of the interleaving or-
der to realize the desired execution sequence. The instrumentation preserves

program behaviors.

e Runtime Engine. The runtime engine starts the program E, and executes

the instrumented program as per the directed execution order.

e Scheduler. The scheduler is control center of the implementation that perform

various tasks, such as,

— It controls the interleaving order of program threads (by directing the run-
time engine on next event to execute), and thus schedules various execution
sequences. It also directs the runtime engine to restart the program if it

computes that there are more traces to explore.
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— It computes the event relations on the explored event sequence and uses the
MoCA coherence conditions to help compute the next event of the sequence

and the next execution sequence.

— It implements the source-DPOR algorithm based on the MoCA event rela-

tions and MoCA coherence conditions.
— It creates and maintains shadow-threads and shadow-writes.

— It invokes an Analyzer module on each maximal execution to analyze the

program for correctness.

e Analyzer. Each maximal sequence is analyzed for assert violations and na
races. On detection of either of the two conditions MoCA halts the stateless

model checking and returns an error trace.

5.7.1 Tool description

The implementation of MoCA technique is done in C++ language over rInspect [77]
tool. The tool takes a C or C++ program as input and uses the pthread library for
multi-threading. The intermediate representation of the source program generated
after compilation is instrumented using LLVM. The instrumentation performs a source-
to-source transformation of the intermediate representation by inserting suitable calls
to interpreter modules. The tool detects the violations of safety properties provided

as assert statements in the input program.

The scheduler module controls the execution and analysis of program sequences. At
each state of exploration the scheduler maintains two sets of events, called the source
set and the sleep set (refer to [1]). The two sets contain events that must be explored

and must not be explored from the state respectively.

If the tool explores a maximal sequence (no assert condition was violated and no na
race was detected in the sequence) then the scheduler identifies a state (si;)) where
the sleep set is a subset of the source set signifying that a different schedule has to

be explored from the state. If such a state (s};)) exists then the scheduler restarts the
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input program and schedules the execution of the event sequence, upto the state s,
in the previously explored order. At the state s|;) the scheduler adds the previously

explored event in the sleep set and executes the next event in the source set.

Exploring shadow-writes

For each program thread T;, the scheduler creates shadow-threads of T; corresponding
to each object. A program thread receives events from the runtime engine, while the
events of a shadow-thread are created by the scheduler. The source-DPOR algorithm

does not differentiate between program threads and shadow-threads.

Shadow-write events are created by the scheduler and added to the corresponding
shadow-thread as follows: when an event e € EW of thread T; is executed from a
state sf;], a corresponding shadow-write event shw(e) is generated and added to
the shadow-thread Ty; € sth(e) corresponding to obj(e). Similar to program threads,
execution of an enabled shadow-write event shw(e) of a shadow-thread Ty; from a

state si;] enables the next event of Ty; at state s, snuw(e)-

Supported data-types and operations

The tool supports atomic and non-atomic data-types and all data structures. The
tool further supports the following operations on global variables (program events):
read, write and the following rmw operations, fetch-and-add, fetch-and-subtract, fetch-
and-and, fetch-and-nand, fetch-and-or, fetch-and-xor, fetch-and-maz, fetch-and-min,
exchange and compare-and-exchange. The tool supports all operations on local vari-

ables.
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5.8 Experiments and Results on MoCA SMC

5.8.1 Experimental setup

The experiments are conducted on an Intel(R) Xeon(R) CPU E5-1650 v4 @ 3.60GHz
with 32GB RAM and 32 cores running Ubuntu 16.04.1 LTS. LLVM 3.3 is used for to

perform the instrumentation due to the dependence of rInspect on this version.

The performance of MoCA is compared against two state-of-the-art stateless model
checkers for C11 (and its variants), namely CDSChecker [72], and GenMC [53]; and a
hardware model checker called HMC [54].

CDSChecker is a SMC for C11 programs. CDSChecker forms potential pairs of reads
and its sources called promises and attempts to generate traces where the read can

coherently read from the source write in the pair.

GenMC analysis programs under a variant of Cl1 called RC11. GenMC generates
execution graphs, in essence, partial orders of event relations representing a trace, to
perform the analysis. The design of execution graphs ensures GenMC does not explore

any redundant sequences, also known as an optimal exploration.

HMC is a stateless model checker that takes C11 programs as input and analyzes them

for a hardware memory model called IMM, a superset of hardware memory models
such as POWER, RISC-V, and ARM. Like GenMC, HMC uses execution graphs to

generate traces and claims optimality of exploration.

5.8.2 Coherence validation

To validate the coherence of the MoCA technique and its implementation, the MoCA
tool is tested on a set of litmus tests for the MCA model and for the C11 model.

Coherence of MoCA with respect to MCA is validated the diy7 family of litmus tests [47].
Table 5.1 lists a sample set of the tests. Coherence of MoCA with respect to C11 is vali-
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Table 5.1: MCA tests

Table 5.2: C11 tests

Test #Seq Time Test #Seq Time|race? #Rseq
CoRR 3 0.02s simple-sw 3 0.006s Y 2
CO-RSDWI 6 0.02s simple-ithb 4 0.034s Y 2
R+n+fn 5 0.02s RS-blk MV 0.07s Y 8
RSDWI 22 0.11s CSE-no-blk 12 0.158s N -
WRR+2W 29 0.12s no-fence-sync| MV 0.054s Y 5
Lucl7 12 0.07s fib-no-assert 26 0.14 N -
Lucl0 MV 0.02s fmax-cas 31 0.21s N -
S-popl MV 0.01s flipper 1628 9.29s N -

dated on a set of 56 synthesized litmus tests and multi-threaded benchmarks borrowed
from SV-Comp benchmark suite [22]. The SV-Comp benchmarks are remodeled with
the use of atomic data types and associated memory orders. Table 5.2 lists a sample
set of the tests, where rows 1-4 depict results on the synthesized tests and rows 5-8

depict results on the SV-Comp benchmarks.

The column ‘Time’ shows the time of analysis and the column ‘#Seq’ shows the
number of maximal sequences explored, which includes at least one execution corre-
sponding to each program trace and (possibly) a few redundant executions owing to
the non-optimal nature of the underlying source-DPOR algorithm. The value ‘MV’ in
the column ‘#Seq’ signifies that an assert violation is detected in a C11 trace of the
program that is valid over MCA. Further, in Table 5.2, a ‘Y’ in the column ‘race?’
signifies that the test contains an na races. In such a case the number of maximal

sequences that contain na race(s) is reported in the column (column ‘#Rseq’).

5.8.3 Litmus testing

To demonstrate the effectiveness of a precise analysis of C11 programs over MCA, we
collect a set of litmus tests from SV-Comp benchmark suite and previous works [51,
54, 76] that produce a strict subset of C11 behaviors when restricted to MCA. The



MoCA

129

Table 5.3: Comparative Results on litmus tests

MoCA CDSChecker |  GenMC HMC

Test(#MCA traces)

M N Time|M N Time|M N Time|M N Time
WRCHaddrs(7) 7 0 0.03| 7 1 001s| 7 1 0.02s] 7 1 0.03s
WR-ctrl(4) 7 0 003s| 4 2 0.01s| 4 2 0.02s| 4 2 0.02s
Z6-+poxxs(4) 18 0 0.12s{14 4 0.01s| 4 4 0.03s| 4 4 0.03s
IRIW+addrs(15) 15 0 0.07s|15 1 0.01s|15 1 0.02s|15 1 0.02s
WW+RR(15) 96 0 0.53s|15 66 0.02s|15 66 0.02s|15 66 0.02s

M: #MCA sequences, N: #non-MCA sequences

outcome of MoCA on such tests is compared against CDSChecker, GenMC and HMC.

The focus of litmus testing is on demonstrating that

1. MoCA indeed does not explore any program outcomes that represent non-MCA
traces, while other existing verification techniques for C11 input programs ex-

plore MCA and non-MCA outcomes.

2. A significantly large number of program outcomes may be non-MCA in nature.

The litmus testing is performed on small tests with 15 or less MCA traces. Since the
tests are small, the number of MCA outcomes for the input programs are computed

manually.

Table 5.3 shows the results of the litmus testing. The number of C11 traces valid
under MCA have been shown in bracket accompanying the name of the test. For
instance, ‘WRC+addrs(7)’, shows that the test ‘WRC+addrs’ has 7 C11 traces valid
over MCA (computed manually). Columns ‘M’ and ‘N’ represent, respectively, the
number of MCA sequences and non-MCA sequences explored by the corresponding

technique. Columns ‘Time’ represent the time of analysis.

Note that, MoCA is not an optimal technique (since the underlying source-DPOR algo-

rithm is not an optimal algorithm). Thus, for tests where the explored MCA sequences
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Table 5.4: MoCA performance analysis

Benchmark MoCA CDSChecker GenMC HMC
#Seq  Time #Seq Time | #Seq Time | #Seq Time
mutex 5 0.02s 2-NVs 0.01s| NV 0.03s| NV 0.02s
peterson 13 0.15s | 666-NVs 2.73s| NV 0.02s| NV 0.02s
RW-lock 246 0.52s|193-NVs 0.38s| NV 0.02s| NV 0.04s
spinlock 506  16.98s To -| NV 0.08| NV 0.15s
fibonacci-2 667 5.57s To -1 NV 0.04s| NV 0.03s
fibonacci-3 10628 2ml4s To -| NV 0.06s| NV 0.07s
fibonacci-4 92421 56m21s To -| NV 0.13s| NV 0.31s
counter-5 3599 39.78s| 25-NVs 0.31s| NV 0.06s| NV 0.03s
counter-10 55927 12mb53s | 100-NVs 9.21s| NV 0.05s| NV 0.07s
counter-15 To -1225-NVs 50.31s| NV 0.11s| NV 0.16s
flipper-5 2489  20.19s | 201-NVs 3.26s| NV 0.03s| NV 0.04s
flipper-10 96737 6ml2s To -| NV 0.04s| NV 0.02s
flipper-15 To - To -| NV 0.03s| NV 0.03s
prod-cons-10| 9373 1m23s To -1 NV 0.04s| NV 0.04s
prod-cons-15| 38593 6m46s To -| NV 0.02s] NV 0.02s
prod-cons-20 | 109838 20m28s To -1 NV 0.02s| NV 0.02s

(‘M’) is larger than the number of MCA traces, that is tests ‘WR-ctrl’, ‘Z6-+poxxs’,
and ‘WW+RR’, MoCA has explored redundant or sleep set blocked sequences (refer
to [1]). Similarly, CDSChecker is not an optimal technique while GenMC and HMC
are. Thus, tests where CDSChecker has explored more sequences than GenMC and

HMC it implies that CDSChecker has explored redundant sequences.

As can be seen from Table 5.3, MoCA only explores MCA traces, while all other tech-
niques explore non-MCA traces along with MCA traces. It can also be observed that

the set of non-MCA outcomes can be significantly large.
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5.8.4 Performance analysis

The performance analysis of MoCA is done over challenging benchmarks borrowed
from SV-comp benchmark suite [22]. The performance is measured on various con-
figurations of each benchmark, where the configurations vary on the problem size
determined by program features such as the number of loop unrolls and the number
of concurrent processing elements (or threads). In essence, higher configurations of

benchmarks typically result in a higher number of program events.

The performance on the benchmarks is measured on three aspects.

1. Time of analysis. The time taken to verify a configuration of a benchmark

input program.

2. Scalability. The highest configuration of a benchmark that can be verified within
a reasonable time of analysis, also known as Timeout of analysis or simply
Timeout ('T0), set at 3600 seconds.

3. Number of non-MCA assert violations. The number of execution sequences that

report an assert violation which is infeasible on an MCA architecture.

The performance analysis of MoCA against that of techniques CDSChecker, GenMC, and
HMC is presented in Table 5.4. The number of program outcomes of the benchmarks
is much larger than that of the litmus tests. It is infeasible to compute the number of
MCA outcomes manually. Therefore, appropriate assert conditions are added to the
tests in Table 5.4 that are not violated under the MCA model but may violate under
a non-MCA model. The goal of the testing is to ensure that MoCA does not report an

assert condition while the other techniques do.

Configurations of benchmarks. The configurations of a benchmark vary the
problem size such that higher configurations require a higher effort of analysis. The
configurations typically vary on the number of concurrent elements (threads), the
number of loop iterations, and the number of events. The configurations of the

benchmarks in Table 5.4 vary on the following aspects.
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The benchmark ‘fibonacci’ uses N which represents that the program can generate
not larger than the Nth fibonacci term. The configurations of ‘fibonacci’ vary
on N. The configurations of ‘counter’ vary on the number of times increment and
decrement is performed on a shared object. Similarly configurations of ‘flipper’
vary on the number of times the value of a shared object is atomically flipped (between
0 and 1). Configurations of ‘prod-cons’ vary on the number of times the producer

thread produces and the consumer thread consumes.

Observations. The value ‘NV’ in the column ‘#Seq’ indicates assert violation(s)
in non-MCA execution sequences. On detecting an assert violation the techniques
GenMC and HMC halt their verification process. However, CDSChecker continues
the exploration after the detection of an assert violation and reports all execution
sequences with assert violations. As a consequence, the total number of non-MCA
violations are reported for CDSChecker, as ‘x-NVs’, where ‘x’ is the number of assert
violations in non-MCA sequences. The number of assert violations is not known for
GenMC and HMC (since they halt at the first violation). Hence, for GenMC and HMC
the value ‘NV’ indicates that an assert violation is detected in a non-MCA execution

sequemnce.

Note that, the time reported for GenMC and HMC is the time to encounter the first
assert violation and is therefore much lower than the time reported by CDSChecker
and MoCA that perform complete exploration. As the result, the reported time of

analysis is incomparable and is added only for reference.

Consider again the bar graph shown in Figure 5.5. On the x-axis, the graph represents
the number of MCA outcomes explored by MoCA over various tests of Table 5.4, and
on the y-axis the graph shows the number of non-MCA assert violations explored by
CDSChecker. Note that, the value ‘-’ on the x-axis represents the test ‘counter-15’

for which MoCA timed-out and the value for the x-axis is not known.

It can be observed from Table 5.4 and Figure 5.5 that benchmarks can produce
hundreds of assert violations that may not be reproducible on an actual architecture.
The result is witnessed especially for the benchmark ‘peterson’ where CDSChecker

reports assert violations in 666 execution sequences that can never manifest on an
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Figure 5.16: Time of analysis of CDSChecker vs Time of analysis of MoCA (seconds)

MCA architecture while the feasible outcomes is only 13. Thus, a precise technique
for MCA such as MoCA can be useful.

A bar graph contrasting the performance of MoCA and CDSChecker, the two techniques
that perform complete exploration, is shown in Figure 5.16 on the benchmarks of
Table 5.4. The graph compares the time of analysis of MoCA (represented by yellow
bars) against the time of analysis of CDSChecker (represented by gray bars).

The graph demonstrates that MoCA outperforms CDSChecker on the benchmarks of
Table 5.4. CDSChecker performs analysis for the C11 traces while MoCA performs
analysis for a restricted (for MCA) set of C11 traces. Hence, MoCA has to analyze a

smaller set of equivalence classes and, thus, it outperforms CDSChecker.

The observation from the graph in Figure 5.16 empirically establishes that precise
analysis restricts the number of equivalence classes reducing the analysis overhead
(merit (M4), §5.3).

na race detection. The subset of execution sequences of the benchmarks ‘mutex’,
and ‘counter’ exhibit na data races. The na data races on these benchmarks were

successfully detected by MoCA.
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5.9 Scope, Limitations, and Future directions

Scope of C11-MCA happens-before relation and coherence conditions. The
happens-before relation, presented for MoCA in §5.5.2, and its corresponding coherence
conditions, presented in §5.5.3, admit traces valid under the memory model presented
in the ISO 2011 standard of C/C++. The relation and the coherence conditions are
not directly applicable to the memory models presented in the subsequent standards.
However, the subsequent models are closely related to the C11 model and nominal
modification to the happens-before relation and the coherence conditions can extend
support for the subsequent models. The MoCA technique can then be extended to sup-
port the the subsequent models by plugging-in the respective happens-before relations

and corresponding coherence conditions.

Threats to Validity

Scalability. SMCs are limited in scalability. There is a significant scope for improve-
ment in performance of SMCs in terms of the time of analysis and scalability. MoCA

does not scale to tests larger than those shown in §5.8.4.

Availability of benchmarks. There exist very few benchmarks of C11 programs
that utilize C11 weak ordering guarantees, and there are even fewer benchmarks that
highlight the difference in C11 outcomes and multi-copy atomic outcomes which are

required for this work.

Memory orders for testing. The benchmark suites such as SV-Comp [22] and
SCT [66] contain C programs without associated memory orders. The memory ac-
cess operations are thus associated with the default memory order under C11, i.e.
sc. To test the weaker behaviors the memory access operations are associated with

appropriate weak memory orders which are chosen by the authors.

Establishing ground truth. The equivalence classes are not known to MoCA a
priori. In this work, the ground truth is established by manually computing the set

of outcomes of the input program.



MoCA 135

Legacy limitations of rInspect. Due to low modularity in rInspect’s design it
invokes various legacy modules that may not be necessary for the analysis. The
tool also has dependence on a considerably older version of LLVM (i.e. LLVM 3.3).

rInspect legacy design adds a considerable analysis overhead on MoCA.

5.9.1 Future directions

Extension for other MCA models and other C/C++ models. The MCA model
can be concretized for specific MCA architecture models by defining a concrete set of
reordering rules. Accordingly, MoCA’s support can be extended for specific architec-
ture models by capturing their respective reordering rules through a corresponding

happens-before relation.

Further, the modular design of the MoCA tool supports an easy extension for other
memory models that follow MCA semantics. The support can be extended by ap-
propriately replacing the MCA-hb component shown in Figure 5.15 for the respective

happens-before relation.

MoCA’s support may also be extended for newer versions of the C/C++ memory model,
by appropriately adapting the [m]::hb, relation and the C11-MCA-coherence condi-

tions (presented in §5.5.3).

Support for coarse grained synchronization mechanisms. The MoCA technique
does not comprehend any coarse-grained synchronization primitives such as locks, in
other words, it not lock-aware. MoCA’s support may be extended for mutex locks or

other synchronization primitives by appropriately extending the [m]::hb, relation.

5.10 Concluding remarks

This work presents a restriction of the C11 model for MCA. The restriction admits

only those traces of the input program that are valid C11 trace and can manifest on
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an architecture that supports MCA. The motivation of such a restriction is that it
considers the developer specification along with the implicit ordering of the underlying
architecture. Further, since MCA is supported my some of the most widely used

architectures, traces of MCA relate to most systems in use.

This work recognizes the fundamental components the define a valid C11 trace as the
event relations (hb,, mo,, and rf;), and a set of corresponding coherence conditions
(refer to §3.2.3). Accordingly, the restriction of C11 for MCA is designed by redefin-
ing the two components to the C11-MCA event relations ([m]::hb,, [m]::mo,, and
[m]::rf;), and a set of corresponding coherence conditions (refer to §5.5.2 and §5.5.3
respectively). It is established with relevant theorems that the [m]::hb, relation is a
valid happens-before relation and the restriction of C11 for MCA preserves coherence
under C11.

Two key features allow a coherent restriction of C11 to MCA. The first feature is a
novel event type called shadow-writes that update the shared memory for a write
event at a later timestamp. The shadow-write events simulate reordering through
interleaving by interleaving with the events in the corresponding write event’s thread.
Shadow-writes also simulate updates to a single shared memory. The second feature
is a reads-from relation ([m]::rf;), defined using the shadow-writes, that simulates

the effect of reading from a single shared memory.

This work also presents a stateless model checking technique for precise verification
of C11 traces that can manifest on an underlying MCA architecture. The technique is
called MoCA. MoCA uses the source-DPOR algorithm based on the [m]::hb,, , [m]:mo,,

and [m]::rf, relations and the C11-MCA-coherence conditions.

The technique uses two static transformations, called early-write transformation and
ordered-reads transformation, performed prior to the model checking. Essentially,
the transformations reshape the input program so that the use of shadow-writes can
indeed simulate all feasible renderings permitted under C11 and MCA. It is shown that
the transformations are semantic preserving, and that with the use of shadow-writes

and the transformations, MoCA can capture the effect all feasible reorderings under
C11 and MCA.
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The MoCA technique, that includes the use of shadow-writes, C11-MCA event rela-
tions and coherence conditions, and the static transformations, is sound (explores a
program execution for each trace), and precise (does not explore a trace that is not
valid under C11 or MCA). This work also presents the worst-case time complexity

analysis of the MoCA technique.

The MoCA technique is accompanied with an implementation for C and C++ input
programs. This work presents the corresponding implementation details including
the (i) structural overview and key components, (ii) details of libraries and platforms

used, and (iii) details of data-types and operations supported in the input program.

The MoCA tool is tested for coherence wrt C11 and coherence wrt MCA. The implemen-
tation is further tested on small litmus tests to highlight the imprecision of existing
techniques wrt to MCA and the effectiveness of MoCA is precisely recognizing the C11

outcomes valid over MCA.

The performance of MoCA is compared, on competitive benchmarks, against SMCs that
verify a C11 input program. The techniques are compared on the time of analysis,
scalability, and precision for MCA. The results on the benchmarks highlight that a
significantly large number of program outcomes may not be valid on MCA. Further,
it is observed that the precise analysis (for a smaller set of equivalence classes) may

result in a smaller time of analysis.

It is imperative to emphasize that the techniques CDSChecker and GenMC are designed
for C11 (or its variants) and HMC is for a collection of hardware models subsuming
MCA. Naturally, these techniques explore a larger set of traces, and the non-MCA
violation(s) reported by them are indeed true violations under their respective mod-
els. However, some of the violations reported by them may never manifest on the

underlying architecture.

Finally, this work discusses the scope of MoCA, focusing on the scope of the proposed
event relations and coherence conditions. Based on the scope, this work also proposes

worthy future directions.
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Chapter 6

(fast)FenSying. Fence Synthesis
for the C11 Memory Model

6.1 Background

The C11 memory model is classified as a weak memory model. Its semantics are
weaker than most memory models associated with architectures and programming
languages. Specifically, C11 falls into the non-multi-copy atomic class of memory

models, as explained in §3.2.3.

Under C11, potentially every pair of events in an input program can be reordered, and
write events can have staggered visibility to program threads. However, coherence
conditions (refer to Figure 3.6) are used to restrict the possible incoherent outcomes

resulting from such reordering or visibility.

Given the weak design of C11, the outcomes of a program executed under this model
are more accurately represented as Cl1 traces - a tuple of (&, hb,, mo,,rf;). All
program executions with the same set of events and event relations, hb,, mo,, and
rf,, represent the same program trace or outcome. For further details on the C11

memory model, refer to §3.2.3.

139
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Table 6.1: Number of buggy traces against size of input program

Benchmark name | #threads LoC | #buggy traces
store-buffer(2) 2 56 6
store-buffer(4) 2 70 20
peterson(2,2) 2 68 30
peterson(2,3) 2 7 198
linuxrwlocks(2,1) 2 143 10
linuxrwlocks(3,8) 2 | 1462 353
seqlock(2,1,2) 3 81 500
seqlock(1,2,2) 3 88 592
dekker(2) 2 171 54
dekker(3) 2 | 242 1596
dekker-fen(3,2) 2 197 730
dekker-fen(3,4) 2 293 3076
burns(1) 2 46 36
burns(2) 2 64 10150
barrier(10) 3 78 416
barrier(100) 3 348 31106
bakery(4,3) 2 142 7272
bakery(4,4) 2 | 157 50402
burns-fen(2) 2 72 100708

C11 has been widely accepted in real-world applications such as Firefox and Chromium
web browsers, Bitcoin-core, and Tensorflow. The memory ordering constructs in C11
are general in their scope and are also being adopted in programming APIs such
as CUDA and OpenMP. Nonetheless, the ordering guarantees under C11 are known
to have complex axiomatic semantics. Comprehending the set of feasible outcomes

under C11 is formidable even for the experts of C/C++ language.

Due to its underlying complexity, the C11 model has become a subject of intense
study. Efforts have been made to manage the complexity of the model by designing

useful subsets of C11 [25, 50, 59, 60], that offer more intuitive reasoning and easier
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programming. FEffective SMCs have also been proposed for automated detection of
the set of feasible outcomes under C11 [72], and its subsets [5, 51, 79, 81], including
MoCA (refer to Chapter 5).

The large reachable state space of an input program under C11 poses a challenge in its
analysis . Consequently, C11 bugs in input programs are tough to find, and it is equally
laborious to fix them. Note that, a bug in the input program, or a buggy outcome
of the input program, refers to a program trace that is valid under the coherence

conditions, but is regarded undesirable and may violate a user (programmer) defined

property.

Table 6.1 presents a list of tests and the corresponding number of buggy outcomes
(detected by a model checker for C11 called CDSChecker [32]). The column ‘Bench-
mark name’ contains the names of the tests. Columns ‘#threads’ and ‘LoC’ represent
the size of the input program in terms of the number of threads and the lines of code
respectively. Column ‘#buggy traces’ represents the number of buggy traces detected
by CDSChecker. It can be observed that C11 programs comprising of less than 100
lines of code (after loop unrolling) and involving just two threads can generate tens,

and even hundreds, of thousands of buggy traces.

A buggy outcome may emerge in the absence of a necessary ordering between program
events due to the weak semantics of C11l. As a result, preserving the necessary

ordering between program events is essential for eliminating such bugs.

6.1.1 Ordering with fences

Memory barriers and fences are used under weak memory models to preserve order-
ing between program events. Consequently, careful placement of fences in a buggy
program may exclude the bugs. However, computing the correct combination of the
type and location of fences is challenging. Too few or incorrectly placed fences may
not preserve the necessary ordering, while too many fences can negatively impact
the performance. Computing the correct combination of fences may be as tricky as

comprehending the set of program outcomes. As a result, striking a balance between
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preserving the correctness and obtaining performance with fences is non-trivial even
for expert programmers. A recent study [73] suggests that memory order specification

to ensure performance and correctness should not be left to humans.

Cleverly designed automated techniques for placing fences in the input program
may effectively tackle the challenge. The process of placing additional fences in the
input program to eliminate program bugs is called fence synthesis. Most existing
techniques perform fence synthesis for a fixed architecture. The literature on fence
synthesis is rich with techniques targeting the TSO [6, 11, 16, 17, 21] and PSO [10, 63]
memory models or both [49, 55, 67]. Techniques have also been proposed for ARM
(version 7) [21], sparc-RMO [55], Power [10, 17, 33], and IA-32 [33] memory models.
However, the axiomatic definition of ordering varies with memory models. As a con-
sequence, most existing techniques (such as those for TSO and PSO) may not detect
C11 buggy traces due to a strong implicit ordering. Existing techniques, parametric
in or oblivious to the memory model [16, 17, 83], also assume an ordering between
pairs of events that is globally visible (to all threads). Such an ordering constraint is
restrictive for the C11 model. Another, memory model oblivious technique [49] is
proposed for outcomes resulting purely from interleaving with reordering. Program

outcomes under C11 may not be feasible under such a restriction.

Furthermore, C and C++ are portable languages and the C11 memory model is de-
signed for the C/C++ abstract machine. Synthesis of architecture specific memory

barriers reduces the portability of a C11 input program.

C11 fences

The C11 model supports C11 fences that serve as tools for imposing ordering restric-
tions between program events. The semantics of C11 fences are defined in the C11
model and briefly discussed in §3.2.3. The C11 fences do not simulate the semantics
of any architectural specific memory barriers. As a result, synthesis of C11 fences

in a C/C++ input program maintains its portability.

For the remainder of this chapter, the event type fence refers to a C11 fence.
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6.2 Ordering with C11 fences

This work proposes the first fence synthesis technique for C11 memory model. The
technique takes a buggy C11 program as input and synthesizes fences in the input
program that introduce additional ordering between program events. The additional
ordering extends the hb, ordering of a buggy trace 7, as explained in Figure 3.5. The
C11 coherence conditions (presented in Figure 3.6), in essence, restrict the visibility
of writes, or reads from writes in presence of certain inter-thread ordering. As a
consequence, in the presence of the additional inter-thread ordering with fences, a
read in the buggy trace may violate a coherence constraint under C11. The buggy
trace 7 is then invalidated (represented as 7'™); in other words, given the input
program with the synthesized fences the buggy trace cannot manifest as a program
execution. Further, if the synthesis of fences in the input program P invalidates all

buggy traces of P then the program is fized or bug-free (represented as P*™).

C11 associates fences with memory orders, and hence, supports various degrees of
ordering guarantees through fences. As a consequence, various combinations of
fences may fix a buggy input program (program with buggy traces), where some
fence combinations may add a higher performance overhead in the fixed program

than others.

Consider the input program in Figure 6.1(a), where the superscripts of read and
write events represents the associated memory orders. The program is buggy since
the assert condition may violate in a program execution. Figure 6.1(b) represents
a buggy trace of the program, where the set of events and the event relations are
diagrammatically shown. The assert condition of Figure 6.1(a) is violated because
the read events are not ordered before the write events of the same object, allowing

reads from later writes.

Consider the following three sets of fences that can invalidate the trace in Fig-
ure 6.1(b): ¢; = {F55, F55}, co = {Fist, Fo5?} and ¢3 = {Fis'}, where the superscripts
indicate the memory orders and the subscripts represent the synthesis locations of

the fences. Each such set of fences is called a candidate solution. The candidate
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Figure 6.1: OTA. (a) input program, (b) buggy trace, (c)-(e) invalidated traces

solutions ¢, ¢ and ¢3 are depicted in Figures 6.1(c), (d), and (e) respectively.

The candidate solution c¢; prevents a total order on the sc ordered events that does

not violate the coherence condition (coto) of (tosc) (refer to Figure 3.6).

The fences of the candidate solution ¢, form a happens-before ordering Fst—"PF55%
based on the condition depicted in Figure 3.5(d). The happens-before ordering in
turn orders the read a before the write d of the same object, by forming a—*"Pd,
as described in Figure 3.4. The ordering between a and d violates the coherence

condition (coRW), shown in Figure 3.6.

Candidate solution c3 establishes a similar ordering a—*""d, however cs uses the

strong memory order of ¢ to form FISt—"Pc.

All three candidate solutions can invalidate the buggy trace and fix the input program
shown in Figures 6.1(a). However, ¢y and ¢z invalidate the buggy trace using weaker
fences than ¢y, and c3 also uses the least number of fences. As a result, candidate

solution c3 adds the least performance overhead for fixing the input program.
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6.2.1 Optimal fence synthesis

An optimal fence synthesis is the process of computing a candidate solution that
fixes the input program while incurring the least performance overhead. The process
involves finding solutions to two problems:

1. computing an optimal (minimal) set of locations to synthesize fences, and

2. computing an optimal (weakest) memory order to be associated with the fences.
The notion of optimality may vary with context. Consider two candidate solutions
{F5¢} and {F3°, F,**} where the superscripts represent the memory orders. The
two solutions are incomparable under C11, since one solution uses a smaller set of

fences while the other uses weaker fences. Further, the performance efficiency of

the solutions is subject to the input program and the underlying architecture.

This work chooses a candidate solution ¢ as an optimal solution if:

1. ¢ has the smallest number of synthesized fences, and

2. each fence of ¢ has the weakest memory order compared to other candidate

solutions that satisfy the condition 1.

Formal definition of optimal synthesis

To formally define the optimality condition, assume that each candidate solution is

assigned a weight wt(c) such that, a weaker solution is assigned a lower weight. The

weights are computed as the summation of the weights of fences in a solution, where
e a fence ordered rel or acq is assigned the weight 1,

e a fence ordered acq-rel is assigned the weight 2, and

e a fence ordered sc is assigned the weight 3.
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Further, let sz(c) represent the size of the candidate solution ¢, and given the set of

all candidate solutions {cy, ..., ¢, } to fix P, let sz(P) = min(sz(¢1), ..., sz(¢,)).

Optimality for this work is formally defined as:

Definition 9. (Optimality of fence synthesis.)

Consider a set of candidate solutions ¢y, ..., ¢,.

A solution ¢; (for i € [1,n]) is considered optimal if:
1. sz(¢;) = sz(P) A

2. Vjell,n] st. sz(c;) = s2(P), wt(c;) < wt(cj).

Consider the candidate solutions ¢; = {F5S,F5s}, co = {Fist, Foo} and ¢ = {Fi5'},
shown in Figures 6.1(c), (d) and (e) respectively. The weights of the solutions are
computed as: wt(c;) =3+3 =6, wt(cz) =14+ 1 =2, wi(cz) = 1, and their sizes are
sz(c1) = 2, sz(ca) = 2, sz(c3) = 1. Accordingly sz(P) = min(2,2,1) = 1 = sz(c3).

Hence, according to Definition 9, c¢3 represents the optimal solution.

Further, consider again the two candidate solutions ¢; = {F§°} and c;;, = {IF5°!, F;*};
where, wt(c;) = 3, wt(cjp) = 2, and sz(¢;) = 1, sz(c;) = 2. Hence, according to
Definition 9, ¢; represents the optimal solution of the two (since, sz(P) = min(2,1) =

1 = sz(¢;)).

Therefore, this work prefers candidate solutions that synthesize lesser number of

fences over weakly ordered solutions with more fences.

Optimal fence synthesis is a computationally expensive process. Optimal fence
synthesis with multiple types of fences (as with C11 fences) can be reduced from
the minimum set cover problem. Using the reduction, it is shown that optimal fence
synthesis problem with multiple types of fences is NP-hard even for straight-line

programs [83].
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mo

Figure 6.2: OTA-imm. Intermediate trace of the buggy trace in Figure 6.1(b)

6.3 Invalidating buggy trace with C11 fences

6.3.1 Intermediate trace

Given a buggy trace of the input program 7, consider its transformation into an
intermediate trace (™) generated by inserting untyped fences above and below
each memory access event (read, write, and rmw) in the trace. The fences inserted
in the program are called candidate fences. For instance, Figure 6.2 represents the
intermediate trace corresponding to the buggy trace shown in Figure 6.1(b), that

contains six candidate fences.

The candidate fences inflate the relations b, sw,, and dob, with the additional
ordering introduced with fences (assuming they are strongly ordered). The corre-
sponding relations for the intermediate trace are represented by sh, im, sW,im, and
dob,im. The ithb, and hb, relations (defined over sh., sw,, and dob,) are accord-
ingly updated to ithb,um and hb i (defined over sb im, S, im, and dob ). Fences
do not contribute to the relations mo, and rf,, hence, mo;wm = mo, and rf m = rf,.
Additionally, sc ordered fences also contribute to the total order on sc events. The

total order for the intermediate trace is represented as t0;im.
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The intermediate version contains a fence at each feasible location of synthesis. As
a result, the relations hb sm, M0, and rfm represent the maximal ordering that
can be introduced by synthesizing fences. Therefore, if it is feasible to invalidate a
buggy trace with C11 fences then each candidate solution is within the corresponding

intermediate trace.

6.3.2 Weak-FenSying. Invalidating buggy trace with weak

fences

C11 coherence conditions that describe incoherence of hb, relation wrt the mo, and
rf, can be violated with weak fences, where weak fences represents the set {rel,
acq, acq-rel}. The coherence condition that constitute this category are (corf),
(coWW), (coWR), (coRW), and (coRR), presented formally in Figure 3.6.

Recall that, the conditions can be interpreted as the conjunction of the following
constraints [60], (refer to §3.2.3).

hb, is irreflexive. (co-h)
rf ; hb, is irreflexive. (co-rh)
mo,; hb, is irreflexive. (co-mh)
mo,; rf; hb; is irreflexive. (co-mrh)
moy; by rf7t is irreflexive. (co-mhi)
mop; iy hby;rf= ! is irreflexive. (co-mrhi)

Candidate solutions that violate the coherence conditions of this category can be
computed by detecting reflexive ordering in the relation compositions of the above
stated constraints. The problem can be viewed as a cycle detection problem in the
compositions of relations hb im, 1m0, and rf wm corresponding to the constraints.
Weak-FenSying assumes the memory order acq-rel for candidate fences for com-

puting the hb wm ordering with fences.
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Figure 6.4: OTA-invalidated. (a), (b) invalidated traces of trace in Figure 6.1(a)

Consider the buggy trace, 7, in Figure 6.3(a), where I,(0) and I,(0) represent the
initial values for the objects x and y. The corresponding intermediate trace 7™
would form an inter-thread ordering using fences FI®* and F3°? at the locations
shown in Figure 6.3(b). The ordering on the fences forms a reflexive ordering in
L.(0)—=Moa— h.d —>7Tfm;1 I.(0), where a—"3.d ordering is formed using candidate
fences as, a— il = LF5 = lnd (since, shym and sw,um contribute to hb,m).
The reflexive ordering violates 1m0 im; hb. im; rf;ﬁm irreflexivity (constraint (co-mhi)),
invalidating the buggy trace 7, as shown in Figure 6.3(b). Note that, the intermediate
trace has a fence at every feasible program location, however for readability, the figure

only shows the fences relevant for the ordering.

Similarly, Figures 6.4(a) and (b) show two candidate solutions that invalidate the
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buggy trace shown in Figure 6.1(b) using weak fences. Ordering between fences Fist

and F55? forms a reflexive ordering in the rf um; hb s relation composition (constraint
(co-rh)), invalidating the buggy trace, as shown in Figure 6.4(a). Figure 6.4(b)
shows another candidate solution that violates the (co-rh) coherence constraint with
a single fence. Note that, the candidate solutions in Figures 6.4(a) and (b) represent

the same solutions as in Figures 6.1(d) and (e) respectively, with additional details.

Lemma 2. Weak-FenSying is sound.
Let C = { hbyum, rfrm;hbrsmm, m0zm; ) hb s, 1055 Wb i, lll()Timm;hbTimm;I'f;i}nm,
0 ima; T iy DD s I'f;}nm
Given a buggy trace 7 of input program P, let weakCycles_ represent the set of cycles
detected by Weak-FenSying for 7*™. The lemma can be formally stated as,

decond € C s.t. cond is reflexive < weakCycles_ # ().
(There exists a violation of a coherence condition if-and-only-if Weak-FenSying de-

tects a cycle in the corresponding relation compositions.)

Proof. Case =: Jeond € C s.t. cond is reflexive = weakCycles_ # ().

Assume that, given a set of ordered event pairs, the technique soundly detects all

cycles. (A1)

Then, Weak-FenSying is sound if the event relations hb im, rf im, 1m0 1m, and rf;ﬁm
are correctly computed, i.e. Beq,es € Exm s.t. a cycle would be formed containing
an ordering of eq, es but the pair is not in the corresponding relation hb,im or rf im

OI MO im O rf;ﬁm.

Given a buggy trace 7, Weak-FenSying computes the relation hb,im using candidate

fences, while rf im, m0,m, and rf;ﬁm are same as the corresponding relations of 7.

Since, computation of hb, i using fences is defined under C11 (refer to §3.2.3) , the
soundness condition can be defined as:
Weak-FenSying soundly detects all weak cycle without recomputing rf im, M0, and

rf;ﬁm relations for the events of 7™,
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rf,

1
rf;

mo,

The relation is formed from write (or rmw) events to read (or rmw) events,
since fences cannot be both, the rf, relations remains unchanged i.e. 1f; im

= rf,.

T

The relation remains unchanged as rf, remains unchanged i.e. rf;}m = rf-L

Assume Jw, w’ € £, s.t. as a consequence of synthesizing fences in the buggy

mo /

race 7 to form 7™ w is modification-ordered before w'. However, w—-»"12w
t to { ) d t dered b " H , :

since we consider Mo im = MO;.

Consider the following four cases of coherence involving mo, (refer to Fig-
ure 3.6).

(coww) Let Jwy,wy € EV st wi— Paws.

If w;—1"“w,y then there does not exist a violation.

mo

However, if wy—

wy then a cycle is detected in Mo im; hb im vio-

lating the constraint (co-mh).
(coWR): Let Jry € ER, Jwy,wy € EV st wi—Ehary and wy—ar.

If wy;—1"“w,y then there does not exist a violation.

mo

However, if wy—"“w; then a cycle is detected in 1m0 im; hb im; rf;im

violating the constraint (co-mhi).

(coRW): Let Ir; € ER, Juwy, wy € EV st w1—>ifimr1 and 7"1—>IT‘ib,mw2.

If w;—"“w, then there does not exist a violation.

mo

However, if wy—"“w; then a cycle is detected in MmO im; rf smm; Wb im

violating the constraint (co-mrh).

(CORR.): Let El’l"l T9 € gR le w - g S.t. w1—>r§ T, W —>r£ T and
) ) s 2 rimm 1 2 Fimm 72
7 1 7 7—imm7 2-

If wy;—1"“w, then there does not exist a violation.

wy then a cycle is detected in Mo im; 11 503 WD ion g Tf

mo
T

violating the constraint (co-mrhi).

However, if wy—>

Thus, Weak-FenSying does not miss a cycle in an irreflexive coherence constraint.

—1

imm
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Case <: dcond € C s.t. cond is reflexive <= weakCycles_ # ().

The computation of hb, = using fences is defined under C11 (refer to §3.2.3). Further,

Moy and rf s are the same as the corresponding relations of 7.

Thus, if Weak-FenSying detects a cycle e —¢ e where e € £sm and C € C then the

condition C' is indeed reflexive.

Hence, if Weak-FenSying detects a weak cycle then a corresponding coherence con-

dition is violated. O

6.3.3 Strong-FenSying. Invalidating buggy trace with strong

fences

C11 coherence conditions that describe the necessary constraints of a total order on
sc ordered events can be violated only with strong sc ordered fences. Hence, this
technique assumes that all candidate fences have the memory order sc. The coher-
ence condition that constitute this category are (tosc) (including (coto), (rftol),

and (rfto2)), and (tofen) , presented formally in Figure 3.6.

Intuitively, Strong-FenSying constructs an ordering on sc ordered events in coherence
with the hb im, 10m and rfsm relations in the intermediate trace 7™. If the ordering
is reflexive then it implies that a valid total order cannot be formed on the sc ordered
events of 7™, Thus, Strong-FenSying invalidates a buggy trace 7 by introducing

additional sc ordering with sc fences to prohibit a total order on the sc events.

Strong-FenSying introduces a relation so,m (called sc-order) such that a total order
cannot be formed on the sc events of 7™ iff a cycle exists in so;m. Thus, Strong-

FenSying can also be viewed as a cycle detection problem, in the relation so,im.

Consider an irreflexive relation called from-reads for ordering reads with later writes,

computed as
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Figure 6.5: Conditions for construction so = relation

. A _
fr im = rffi}m;nu)fim

The relation fr i supports the hb im, m0m, and rfw relations in computing the

so-im relation. The relation from-reads is typically used for stronger memory models

such as the sequentially-consistent memory model (refer to §3.2.1) that relates all

events of a trace by a total order. Strong-FenSying introduces the relation under

Cl11, since to,m constitutes a similar requirement on the sc ordered events of an

intermediate trace.

The rules for constructing the so,um relation are formally presented in Definition 10

and diagrammatically represented in Figure 6.5.

Definition 10. (sc-order (50,im))

Ver, ey € Erim s.t. (€1,e9) € R, where R = hbyim U m0im U 1fm U T im

o ifej,en € 5T(f,fm) then e;—"%nes;

o ife; € 5T(fmfn), dE=c e Efi(mic) s.t. eo— 0alFC then e; =50, F5¢;

o ifey, € ET(is,fm), JIFsc ¢ 5fi(mfnc) s.t. %€= mer then F5€—59 eo;

(soee)
(soef)

(sofe)

o if IFSC, Fse € 55 st F3*— ey and ep— 0 F5° then FS*—50, F5°. (soff)

Consider the buggy trace, 7, in Figure 6.6(a). Figure 6.6(b) shows a reflexive 0, im

ordering using fences Fi® and F5%: a—>3,Fi¢— 0nc— 0 F5¢—

Sle)

“tm@, where a—>%,F5¢

and ¢—°%,F5¢ are formed from the condition (soee) (due to a—wF5¢ and c— 5 F5°
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Figure 6.7: Invalidated traces of buggy trace in Figure 6.1(a)

respectively), and F$°—°%,.c and F5°—*%,,a are formed from the condition (sofe) (due

fr fr :
to b—mc and d—f.a respectively).

Similarly, Figure 6.7 shows a candidate solution that invalidates the buggy trace
shown in Figure 6.1(b) using strong fences, where the so,m relations are formed

from the conditions (soee) and (sofe).

Observations on so im

1. Pairs of sc events that do not have a definite order are not ordered by s, im.

Consider the buggy trace in Figure 6.6(a), a—"*°c and ¢—'a are both valid
total orders on the sc events of the trace. The set so,m does not contain either

of the two event pairs.
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The intuition for not ordering such pairs of events is that if the pair is involved
in a cycle then their order can be freely flipped to eliminate the cycle. As a
consequence, such pairs of events cannot contribute to the reflexivity of so;im

and can be safely ignored.

The observation is formally presented in Lemma 4.

2. As a consequence of observation (1), 50 C t0;m.

The observation is formally presented as Lemma 3.

Lemma 3. 507, C t0,im
For any valid C11 trace 7, each pair of events related by so, are also ordered by
tOTimm.

As a consequence, so i does not order events if the ordering violates (to-sc).

Proof. Let Jej, ey € Erim s.t. e—"%mes. Consider the exhaustive four conditions of

constructing e;—5%mes (by definition of s0im ),

F . )
soee: e1,€y & & im (se) e1— %mes (since ex—'0neq violates (coto) or (rftol)).
soef: e; ¢ STlm , €y € git i ) = e1— %mes (since ea— %,y violates (coto) or (rftol)).

F F . .
sofe: e € STi(nff 2 €& im (se) e1— % eq (since ex—'9,e; violates (coto) or (rftol)

or (rftoQ)).

soff: e, eq € ETmfnc) = el%jﬁ’m@ (since 62—>t w€1 violates (coto) or (tofen)).

Since, to,u= is total, thus, s0ti, C t0,m. O

Lemma 4. Strong-FenSying is sound:

Given a buggy trace 7 of input program P, let strongCycles_ represent the set of
cycles detected by Strong-FenSying in S0 im.

—(total (£, t0sm) A order(E5%), to.m)) < strongCycles_ # ().

There does not exist a total order on the sc ordered events of an intermediate trace

T if-and-only-if there exists a cycle in s0;im.
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Proof. Assume that, given a set so,m, the technique soundly detects all cycles. (A1)

Case =: —(total (£, tosum) A order(E(% to.m)) = strongCycles_ # ().
Consider e, ey € ET(SC) s.t. both e;—%ey and e;—5°¢; do not violate the conditions
(coto), (rftol), (rfto2) and (tofen). To form the total order we can assume either

one of the two orders [46]. Assume e;—5e,.

Further, consider a total order cannot be formed on sc events of 78™ s.t. e =9,
t t t t - ' t t
e S €1 % €2 . %m ... — %m € then we simply flip e;— %mes to ep— %me; and

eliminate the cycle.

Further, if a cycle in to;m includes 61—>:_?m€2 and another cycle includes 62—)5_?,“61
then there exists a cycle e1— ... > mes— ... = %mer (by by definition of t0,im),
as shown in the figure below). Thus, pairs of sc ordered events that don’t have a

fixed to,smm order cannot contribute to a strong cycle. inf(i).

N

Now, if there does not exist a total order on the sc ordered events of 7*™ then
—(total (E59) t0m) A order(EC%) tom)), i.e.
—(total(EC), topm)) V Fe € ESY) st e—i%e V (10t C t0,m))

(by definition of order(£(°), tom), Figure 3.6).
By definition of tom, —total(€®%) to,m) and —(t0fm C to,m) are not feasible.
Thus, Jde € 5T(smc,,? s.t. e—ine

= sc events of 7™ violate (coto), (rftol1), (rfto2) or (tofen).

[coto] Let Je¢ € ST(is,fm) s.t. (e,e) € (hbyam U mosam). Thus, (coto) is violated by

esc.

Since, Moym|ge U hbim

s C S();Lim thus a cycle e*¢—°%,... = 0, is formed.
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Wi(sc) R(sc) t t £
sC sSC e sC o sSC o sC sC Ir sC
rftol] Let 3w, wi® € & i 15 € E i 8.t W= 00 ws = 12,77¢ and Wi — S,

Thus, (rftol) is violated by wi®, w5 and r§°.
Si : lid sc_to,,sc sc_to,.sc
ince, 7 18 a valid trace, mwi*— w3 V —w3*—°ric.
Further, since inserting fences only modifies the hb, relation, if —w§—wse
then w*— w5 (because wi®— 9, ws®). Similarly, if —w§®—Erse then w§— L, ric.
Also, w§*—=,ws® = wi*—lnws® (assuming (co-mh) is not violated) =
re i wse.
Since, frrim|se U hbjim|se C sojimm thus a cycle r$°—=>Sn w5 = 5,77 is formed.
R(sc .
rfto2] Let Jwy, ws® € EN, 15° € é’Tifm ) st ord(ws®) is sc, w1 = arse, wi =R wse
sc_to ,.sc
and w5 —"%mrc.

Thus, (rfto2) is violated by w;, w5® and r$°.
Since, T is a valid trace, —w;—"Pwse vV —~wse—torse.

Further, since inserting fences only modifies the hb, i relation, if —w§e—torse
sc_ hb _.sc sc_to ,.sc
then w§®— n.ri® (because w§®— 0,r5°).

Also, w1 — R ws® = wi— e wse (assuming (co-mh) is not violated) = r§¢— wse.

Since, fr im|gse U hbjim|se C sojimm thus a cycle 75° =50, w5 =015 is formed.
[tofen] Let Jwse, ws® € 5yiv§msc), r € ERm, F € Efi(msmc) s.b. Wi wse— o, Fee
Fe—5ary and w$e—r,r.
Thus, (tofen) is violated by w$®, ws®, r; and F*°.
Since, T is a valid trace, —w§*—t°ws® V —w§c—LoF=e,
Further, since inserting fences only modifies the hb, s relation, if —w§e—twse
then w$*— w5 (because wi®— %, ws®). Similarly, if —w§®—°F° then ws*— L, Fee.
Also, w§*—=,ws® = wi*—laws® (assuming (co-mh) is not violated) =
r =t ws® = F°—50,ws® (using (sofe)).

Since, hbrim|se C S0 thus a cycle r5¢ =50, w5 = 0,75¢ is formed.
Case <: —(total(£5%), torim) A order(EG°) to.m)) < strongCycles_ # (.

strongCycles. # () = Je € Erm s.t. e—%me = e—'%e (using Lemma 3).
=, = (order(£G9)  tom)) = —(total(E®°), to m) A order(EG5), tom)). O
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Function synthesisCore(7): /* 7= (&, hby, mo,, rf,) */
Erm := &, U candidateFences(7)

(hbsmm, 111()Tim,rf7imm,rf;}m,frTimm,soTimm) := computeRelations (7, & im)
weakCycles, := weakFensying (7'™)
strongCycles, := strongFensying (7
if weakCycles, = () A strongCycles, = () then

‘ abort /* cannot stop 7 with Cll fences */
return weakCycles,, strongCycles.

imm)

X g O Uk W N =

6.3.4 Computing candidate solutions using Weak-FenSying
and Strong-FenSying

The detection of violation of C11 coherence conditions is formally presented as func-
tion synthesisCore. The function takes a buggy trace 7 as input and computes the
candidate solutions for invalidating 7 using Weak-FenSying and Strong-FenSying.
The function starts its processing by inserting candidate fences to obtain 7™ (line
2). The function then computes the relations hb sm, M0 im, 1 i, rf;}m, fram, and
so,um on the candidate fences and program events (line 3). The function performs
Weak-FenSying (line 4) and Strong-FenSying (line 5) as described in §6.3.2 and
§6.3.3 respectively. Johnson’s cycle detection algorithm [48] is used to detect cycles
in the event relations for Weak-FenSying and Strong-FenSying.

As remarked before, the relations on the events of 7™ represent the maximal order-
ing that can be introduced by synthesizing fences. Hence, if a buggy trace can be
invalidated using fences then the function synthesisCore would detect candidate
solutions as cycles using Weak-FenSying and Strong-FenSying. If no cycles are de-
tected by the function then the process if aborted (line 6-7) signifying that the buggy

trace cannot be invalidated with additional ordering from fences.

Note that, given a set of related event pairs, Johnson’s cycle detection algorithm

soundly detects all cycles, hence, the assumption (A1) of Lemmas 2 and 4 hold.
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6.4 FenSying. Optimal fence synthesis for C11

This work proposes the first fence synthesis technique under the C11 memory model,
called FenSying, and claims its optimality. This work is distinct from prior works in

the following ways.

1. FenSying is the first technique that performs precise analysis for fence synthesis
under the C11 model.

2. FenSying technique synthesizes C11 synchronization fences that are portable.

FenSying uses the Weak-FenSying and Strong-FenSying techniques to introduce
additional ordering in the buggy traces of an input program using fences, such that,
the additional orderings lead to the violation of a coherence condition under C11.

The FenSying technique is,

1. Sound. If a buggy trace can be fixed with C11 fences then FenSying can find

a candidate solution.

2. Optimal. FenSying synthesizes the smallest set of fences with weakest orders.

Algorithm 2 formally presents the FenSying technique. The steps of the algorithm

are discussed below.

Buggy traces

FenSying takes a finite set of buggy traces of a C11 program P as input. FenSying
relies on an external buggy trace generator (BTG) for the set of buggy traces of P
(line 3). Note that, given the assumption in Chapter 2 that the input program has
terminating executions, where each thread has deterministic computations, the set of

buggy traces returned by the BTG would be finite.
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Algorithm 2: FenSying (P)

1 ¢:=T /* SAT query for all buggy traces of P */
2 W:=0;8:=0 /* cycles of all traces */
3 forall 7 € buggyTraces(P) do /* set of buggy traces from BTG */
4 W, S; := synthesisCore(7)  /* Weak-FenSying and Strong-FenSying */
5 o, = Q(W,,S,) /* SAT query using Equation 6.1 */
6 Q=P NP, /* conjunct to retain a solution for each trace */
7 W:=WUW,;S:=SUS.,

8 min® := minModel (¥) /* min-model across all traces for optimality */
9 F := assignMO(min®, W, S) /* weakest order for optimal fences */
10 return syn(P, F) /* synthesize optimal fences in P */

Detecting violation of trace coherence

For each buggy trace 7 in the set returned by the BTG, FenSying invokes the function
synthesisCore (refer to §6.3.4). The function inserts candidate fences above and
below each event in 7 to generate the intermediate trace 7™. The function then

proceeds to compute cycles in event relations to violate coherence of the trace.

The function receives the set of weakCycles_and strongCycles_from synthesisCore

that are computed from Weak-FenSying and Strong-FenSying respectively (line 4).

If for a buggy trace the set of cycles is empty then it implies that the buggy trace
cannot be invalidated. Further, if a buggy trace of P cannot be invalidated then the
program P cannot be fixed. As a result, the fence synthesis process is aborted on

encountering such a buggy trace (lines 6-7, function synthesisCore).

Reduction for optimal set of fences using SAT

Given the set of candidate solutions to invalidate a buggy trace 7, the optimal set of
fences is the smallest set of candidate fences that can form sufficient ordering to

invalidate the buggy trace.

The set of candidate solutions are represented as a SAT query. A SAT solver is then
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be used to compute the optimal set of candidate fences. Let W, and S, represent
weakCycles_ and strongCycles_ of a buggy trace 7 computed using the function
synthesisCore. Further, for each w € W, and s € S,, let W' and SF respectively
represent the set of candidate fences in cycles w and s. The computation of the SAT

query corresponding to a buggy trace 7 is formally presented in Equation 6.1.

oW, s.)=(\/ N Fov(\V A Fo (6.1)

WeW, ]FWEWJF RIS ]FSESF

Intuitively, the computation first conjuncts the candidate fences from each candidate
solution. Further, to retain at least one solution corresponding to 7 the computation

takes a disjunction of the conjuncts (line 5).

Further, if a candidate solution is found for each buggy trace (the process is not
aborted for any trace) then the corresponding SAT queries are conjuncted to represent

that a solution must be retained for each buggy trace (line 6).

The final SAT query (®) is given to a SAT solver to compute the min-model of the query,
that is, the smallest set fo fences that satisfy the query (line 8). The min-model

returns the optimal (minimal) set of fences to invalidate each buggy trace of P.

Consider the three candidate solutions shown in Figures 6.1(c)-(e). The SAT query
corresponding to the three solutions is &, = (Fi2) V (Fio A Fa) V (F12 A Fay).
Further, assuming that Figures 6.1(b) represents the only buggy trace of the input
program, ® = & and min-model(®), min® = {F,}.

Type of fences in query. The SAT query is computed on untyped fences. The
untyped fences do not differentiate between the use of a fence in a candidate solution
computed by Weak-FenSying or Strong-FenSying. Thus, the computation of the

min-model can select the smallest set of fences across weaker and stronger solutions.

Ignoring program fences in SAT query. The SAT query is formed on the set of
candidate fences from each candidate solution. A candidate solution may also have

fences that were present in the input program (and not inserted by synthesisCore),
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called program fences. The program fences are not included in the SAT query to
receive the smallest number of fence to be synthesized. For instance, consider the
set of fences in two candidate solutions, ¢; = {Fy, Py, Po} and ¢ = {1, Fo}, where IF;
represent synthesized fences while P; represent program fences. If program fences
are considered along with synthesized fences in the SAT query, then min-model would
return the solution c¢,. However, in such a case the fixed program would have four
fences (two synthesized and two program fences). On the other hand, solution ¢;
would result in the synthesis of a single fence, and hence, a total of three fences in
the fixed program. Considering only synthesized fences in the SAT query results in

the solution ¢; as the min-model.

Weakest type for optimal fences

The min-model computed using a SAT solver returns a solution min® that is optimal
in the number of fences. The fences in min® are further assigned the weakest
memory order that can invalidate each buggy trace of P, using function assignM0
(line 9). Let min-cycles represent a set of cycles such that each candidate fence in

the cycles belongs to min®.

Weakest memory orders to invalidate individual cycles. Recall that, syn-
thesized fences form the relations s\ im, SWyim, and dob = with the events of 7™,
Further, since a buggy trace 7 is a valid C11 trace, a coherence condition cannot be
violated on the events of a thread, even with the addition of candidate fences. Thus,
the candidate fences of a candidate solution must form a sw. im or a dob,wm ordering

(the inter-thread relations formed with fences).

Let R = swyim U dob, im.

Weakest memory orders for fences of a cycle in min-cycles is computed as:
e Consider a cycle ¢ € min-cycles N weakCycles_,

— if a fence F in c is related to an event e in ¢ as e —® F, then F is assigned

the memory order acq;
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— if a fence F in c is related to an event e in ¢ as F —% ¢, then I is assigned

the memory order rel;

— if a fence I in c is related to events €/, e in c as e =% F —f ¢, then F is

assigned the memory order acq-rel.

e Consider a cycle ¢ € min-cycles N strongCycles_, each fence in c is assigned

the memory order sc.

Consider a cycle ¢: €= i1 = mFo =2 F3— i € —>§fme representing a violation
of rf, sm; hb, m irreflexivity (coherence constraint (co-rh)). Let min® = {IFy,[Fy, F5}.
According to the rules discussed above, the fences Fy, Fy and F3 are assigned the

memory orders rel, acq-rel and acq respectively.

Consider the three candidate solutions shown in Figures 6.1(c)-(e); the computed
min® = {F5}. Since, Fi5 forms the ordering Fi,—"¢ in Figure 6.1(e), thus, the

memory order assigned to Fy5 is rel.

Weakest memory orders to invalidate all buggy traces of P. After computing
the memory orders for each cycle in min-cycles, the function assignM0 iterates over
all buggy traces and detects the sound weakest memory order for each fence across
traces. For each fence I in min-model, assignMQ0 assigns the weakest memory order

that is at least as strong as the order of F computed for individual min-cycles.

Assume a cycle ¢; in 7™ and a cycle ¢ in ™. The function computes a union
of the fences in ¢; and ¢y while choosing the stronger memory order for each fence
that is present in both the cycles. In doing so, both 7 and 7 are invalidated. If two
candidate solutions have the same set of fences, the function selects the solution with

the lower weight. Computation of the weight of a cycle is discussed in §6.2.1.

Consider the cycles 71¢; and 1i¢y of buggy trace 7, and mc; of buggy trace 75 shown
in Figure 6.8. Let min® = {F;,Fy,F3}. The memory orders of the fences for each
cycle are shown with superscripts and the weights of the cycles are written against
the name of the cycles. The candidate solutions 7i¢; and 1i¢y are combined with
Tac1 to form Tya¢1; and Tyace; of weights 5 (2+ 2+ 1) and 4 (1 4+ 1 4 2), respectively.

The solution 7y5¢1; is of higher weight and is discarded. Memory orders rel, acq
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e (4) Fallcq—rel A F;cq—rel
Tica(4):  TFERL AT A Fyea™t
cycles of 7
Toc1(3):  FPet AT A FEH
cycle of 1
7'12011(5>Z Ficq—rel N Fgcq—rel A F;Cq

T12C21 (4) Fiel A F;Cq N Fgcq—rel

Figure 6.8: Weakest memory orders of optimal fences

and acq-rel assigned to fences [y, F; and F3 respectively represent the optimal

(weakest) memory orders for the fences.

Fixed input program

The optimal (minimal) set of fences (computed using min-model in line 8), with the
optimal (weakest) memory orders (computed using assignM0 in line 9) are synthesized
in P at the program locations corresponding to the synthesis locations (line 10). The

transformed program with the synthesized fences is fixed or bug free.

Lemma 5. AssignMO is sound:

V cycles ¢ = e = ey = F -8 ¢y M ¢ € min-cycles (where R; €
{hbimm, 10500, 11 s0m, 1'f;}nm, so,um}), if fence IF is assigned the memory order m then
e; T2 Fm B3 o

If a min-cycle c¢ is formed due to event relations introduced by a fence F then after
assigning a memory order m for F using assignMO the event relations still hold; i.e.
FenSying does not assign a memory order to a fence that is too weak to stop the

buggy trace.

Proof. As defined by the computation of event relations using fences under Cl11,
if there exists a weak cycle in the intermediate trace 7™ then 3 e—Sl,e’ V e—900¢’

s.t. me—=5Ve! A me—9°P¢’ (where e, e’ € &;).
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By definitions of e—5¥%,e’ and e—%ore’ (refer to Figure 3.4) if e is a fence then its

memory order must be rel or stronger, if ¢’ is a fence then its memory order must

be acq or stronger.

Since, assignMO assigns rel for e and acq for €/, thus, the locally assigned memory

orders are sufficiently strong. inf(i)

If there exists a fence, I, that was locally assigned a memory order m and after
coalescing with other buggy trace the final memory order of F is m' then either

m’ = m or m' is stronger than m (by construction of coalesced candidate solutions).

Since, we know that m was sufficiently strong (using inf(i)) then the final memory

order m’ is also sufficiently strong. U

Lemma 6. FenSying is sound for 1 trace.
Given an input program P s.t. buggyTraces(P) = {7}.
€' s.t. buggyTraces(syn(P,&’)) = () = FenSying can construct 77,

Proof.  Firstly, using Lemma 2 and Lemma 4 we can state that (i) each weak and
strong cycle is detected by FenSying, and (ii) a cycle detected by FenSying is indeed

represents a true violation under C11.

Secondly, the fences introduced for at least 1 of the violations exist in the final

solution (by construction of SAT query).

Thirdly, The memory order assigned to the fences in min® is sufficiently strong to
stop the buggy trace (Lemma 5(inf(i))).

Hence, FenSying is sound for 1 trace U

Theorem 10. FenSying is sound.

Given an input program P s.t. buggyTraces(P) # (). 3&’ s.t. buggyTraces(syn(P,&’))
= () = V7 € buggyTraces(P) FenSying can construct 7.

If P can be fixed by synthesizing C11 fences then FenSying fixes P.
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Proof. Let BT = buggyTraces(P). Consider induction on |BT|.

Base Case: Consider [BT| = 1.

Using Lemma 6, FenSying is sound for 1 trace.
Induction Hypothesis: Assume that FenSying is sound for [BT| = N.
Induction Step: Consider |BT| = N+1.

Since, we take a conjunction on the SAT formulas from various traces thus at least 1
cycle from each trace exists in the min-model (by construction of SAT query).
Further, we know from Lemma 5 that FenSying assigns memory orders that can
invalidate all buggy traces.

Thus, FenSying is sound for N+1 buggy traces. 0

Lemma 7. min-model returns the optimal number of fences.
Let EF represent the set of events of P**. min-model returns the optimal number
of fences if A£° s.t. |€°] < |EF™| and buggyTraces(syn(P,£°)) = 0.

Proof. Let F represent the set of fences returned by min-model and let F° represent

an optimal set of fences. Assume |F°| < |F|.

The min-model is computed using a SAT solver and the computation is assumed to
be correct. As the consequence, |F°| < |F| = the optimal result was not a part of
the SAT query.

Using Lemma 2 and Lemma 4 we know that FenSying does not miss any weak or
strong cycle = every set of fences that forms a correct solution, including the optimal

solution, is contained in the SAT query.

Thus, |F| = |F°| i.emin-model returns the optimal number of fences. O

Theorem 11. FenSying synthesizes the optimal number of fences with the optimal
memory orders.

Let EF represent the set of events of P then AE° s.t. [£°] < |EF™| or (Fe° € £°,¢ €
EF™ st thr(e?) = thr(e), idx(e?) = idz(e), act(e®) = act(e), obj(e?) = obj(e) and
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loc(e®) = loc(e) but ord(e’)Cord(e)) and buggyTraces(syn(P,£%)) = (.

Proof.  AssignMO0 iterates over cycles in min-cycles and takes union over fences
of cycles from min-cycles. As min® consists of the optimal number of fences
(Lemma 7) then union over cycles of min-cycles is the same set of fences as min®.

Thus, FenSying is optimal in the number of fences.
Let BT = buggyTraces(P). Consider induction on |BT|.

Base Case: Consider |BT| = 1.
Each fence is locally assigned the weakest memory order that is sound (Lemma 5).

Thus, FenSying is optimal in the memory order of fences for 1 buggy trace.

Induction Hypothesis: Assume, FenSying is optimal in the memory order of fences
when |BT| = N.

Induction Step: Consider |[BT| = N+1.
Let s1, ..., spr represent the M coalesced solutions for buggy traces 7y, ..., 7y and Ty 1¢;

for i € {1,...,q} represent the ¢ cycles of (N + 1) trace.

Every coalesced solution 7y415; has the same number of fences = fences of min®

because min® returns the minimum number of fences required to stop 7, ..., Tn 1.

If there exists a fence F with memory order m in a cycle x4 1¢; but the final solution
of FenSying assigns memory order m’ to F s.t. m’ is stronger than m

then, 3s; where memory order of F is m/ (by construction of coalesced solutions),

Further, fs;, where memory order of Fis m s.t. wt(7ny1¢-5x) < wt(Tny1¢-5;) (where
wt(x-y) represents the weight of the solution formed by coalescing cycle x with can-

didate solution y).

Thus, FenSying is optimal in the memory order of fences for N+1 buggy traces. [
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6.4.1 Time complexity analysis

Time complexity of synthesisCore. The complexity of detecting all cycles for a
trace is € = O((|€;|4+E).(C+1)) where C represents the number of cycles of a buggy
trace T and E represents the number of pairs of events in &,. Note that E is in O(|&,|?)
and C is in O(|&;|!). Thus, Weak-FenSying and Strong-FenSying have exponential

complexities in the number of traces and the number of events per trace.

Time complexity of SAT solving. The complexity of constructing the query @, is
& = O(C.F), where C is the number of cycles of 7 and F is the number of fences per
cycle. The structure of the query ® corresponds to the Head-cycle-free (HCF) class of

CNF theories; hence, the min-model computation falls in the FP complexity class [18].

Time complexity of assignM0. Determining the optimal memory orders has a
complexity &/ = O(BT.C.F+M"T), where BT if the number of buggy traces of P, C and

F are defined as before, and M is the number of min-cycles per trace.

Thus, the time complexity of FenSying is computed as O(BT.(¢ + ) + ).

6.5 fastFenSying. Efficient fence synthesis for C11

Optimal fence synthesis problem with multiple types of fences is NP-hard even
for straight-line (refer to §6.2.1 for details). The hardness is witnessed empirically
with proposed optimal fence synthesis solution even for the simplest C11 programs.
Experiments with FenSying (§6.7) show an exponential increase in the analysis time

with the increase in the program size.

To address scalability, this work proposes a near-optimal fence synthesis technique
called fastFenSying. fastFenSying fixes one buggy trace at a time optimally. Note
that, fixing one buggy trace optimally may not guarantee optimality across all buggy
traces. In the process, this technique may add a small number of extra fences than

what an optimal solution would compute. Experiments with fastFenSying show
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Algorithm 3: fastFenSying (P)

1 if 37 € buggyTraces(P) then /* next buggy trace from BTG */
2 W,, S; := synthesisCore (1) /* Weak-FenSying and Strong-FenSying %/
3 o :=Q9W,,S,) /* SAT query using Equation 6.1 */
4 min® := minModel (®) /* optimal fences to invalidate 7 */
5 F = assignM0O(min®, W,, S;)  /* weakest order for optimal fences */
6 P = syn(P, F) /* synthesize fences optimal for 7 */
7 return fastFenSying (P’) /* fences synthesis on transformed P */
8 else return P /* no more buggy traces */

that it performs exponentially better than FenSying, in terms of the time of analysis
and scalability. Further, fastFenSying computes the optimal synthesis result in over

99.5% of the experiments. The fastFenSying technique is,

1. Sound. If a buggy trace can be fixed with C11 fences then fastFenSying can

find a candidate solution.

2. Optimal for one buggy trace. fastFenSying synthesizes the smallest set of

fences with weakest orders for a single buggy trace.

Similar to FenSying, fastFenSying performs precise analysis for fence synthesis
under the C11 model, and synthesizes portable C11 fences. Algorithm 3 formally

presents the fastFenSying technique. The steps of the algorithm are discussed below.

Unlike the FenSying technique, fastFenSying takes any one buggy traces of a
C11 program P from BTG as input (line 1). fastFenSying invokes the function
synthesisCore (refer to §6.3.4) on the buggy trace 7, received from BTG, and ob-
tains weakCycles_ and strongCycles_ (line 2). Similar to FenSying if the set
of weakCycles_ and strongCycles_ is empty then the fence synthesis process is
aborted, since 7 cannot be invalidated and, hence, P cannot be fixed (lines 6-7, func-

tion synthesisCore).

fastFenSying forms a SAT query on weakCycles_ and strongCycles_ using Equa-

tion 6.1 (line 3) and invokes a SAT solver to compute the min-model, min®, of the
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cycles in 7y (C,,):
{Fb]FQ? 61} and {]Fl) ]F?n ]F4}
©7'1: (Fl VAN IFQ)\/(IFl VAN Fg A F4)

cycles in 75 (C,,): {Fs,Fy}
O.,= (F3ATFy)

Figure 6.9: Example of non-optimal computation of fastFenSying

query (line 4). The set min® represents the smallest set of fences that can invali-
date a single buggy trace 7. On the set min®, fastFenSying invokes assignM0 that
computes the weakest memory orders for the fences in min® to invalidate 7 (line 5).
assignMO first computes the weakest memory orders to invalidate individual cycles
and chooses the cycle with the weakest memory orders for fences (as described under

‘Weakest type for optimal fences’ in §6.4).

The optimal (minimal) set of fences (computed using min-model in line 4), with the
optimal (weakest) memory orders (computed using assignM0 in line 5) are synthesized

in P at the program locations corresponding to the synthesis locations (line 6).

The transformed program P’ is then passed as input to the BTG to receive any one
buggy trace of P’ (line 7). The process repeats till fastFenSying generates a program
by synthesis that has no buggy traces (line 8).

Non-optimality of fastFenSying
The non-optimality of fastFenSying is a result of the reduction in information that
the technique has to work with (from all buggy traces to just one at a time).

Consider the example in Figure 6.9. The figure shows cycles in two buggy traces 7

and 7 of an input program.

FenSying provides the formula &, A ®,, to the SAT solver and the optimal solution
obtained is (F; AF3 AF4). On the other hand, fastFenSying considers the formulas
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@, and ®,, in separate iterations. As a result, fastFenSying may compute the set
Fy AT, in one iteration and the set F3 AF4 in the next iteration, and thus, synthesize
four fence ({Fl, FQ, Fg, IF4})

Theorem 12. fastFenSying is sound
Given an input program P, and 7 € buggyTraces(P).
&' s.t. buggyTraces(syn(prg(P, &)= ) = fastFenSying can compute 7.

Note that, the proof of Theorem 12 follows from the proof of Lemma, 6.

Theorem 13. fastFenSying is optimal for one buggy trace.

Proof. fastFenSying is optimal in the number of fences (using Lemma 7).

Let min-cycles represent a set of cycles such that each candidate fences in the
cycles belongs to min®. For each cycle ¢ in min-cycles, assignM0 computes the
weakest memory order for the fences in ¢ (inf(i), Lemma 5) . Since, assignM0
chooses the cycle with fences of weakest memory orders (by definition of assignM0),

fastFenSying is optimal for one buggy trace. U

6.5.1 Time complexity analysis

Time complexity of synthesisCore and SAT solving. Similar to FenSying (refer
to 6.4.1), the time complexity of synthesisCore is € = O((|&;|+E).(C+1)) where C
represents the number of cycles of the buggy trace 7 and E represents the number
of pairs of events in &, and SAT solving is . = O(C.F), where F is the number of

fences per cycle of 7.

Time complexity of assignM0. Since, fastFenSying does not coalesce memory
orders across traces the time complexity of assignMO0 is reduced to &7’ = O(C.F+M),

where C and F are defined as before, and M is the number of min-cycles per trace.

Assuming BT if the number of buggy traces of P, the time complexity of fastFenSying
is computed as O(BT.(¢ + .~ + &’)).
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Figure 6.10: Structural overview of FenSying tool

Although, the time complexity of fastFenSying is similar to that of FenSying, em-
pirically it is observed (refer to §6.7) that the number of buggy traces analyzed by
fastFenSying is significantly lesser than |BT|. Therefore, in practice, the complexity
of various steps of fastFenSying, that are dependent on |BT|, reduces exponentially
by a factor of |BT|.

6.6 Implementation details of (fast)FenSying

The implementations of the FenSying and fastFenSying techniques have internal
modules that execute the steps of the respective Algorithms 2 and 3, and external
modules of preexisting techniques used by Algorithms 2 and 3. The preexisting tech-
niques used by FenSying and fastFenSying include a BTG and a SAT solver.
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Figure 6.11: Structural overview of fastFenSying tool

Figure 6.10 represents the overview of the FenSying implementation where the inter-
nal modules are shown within the dashed box. FenSying receives the set of buggy
traces of the input program P from an external BTG and sends one trace at a time
to the synthesisCore. Modules ‘intermediate trace’ and ‘Weak-FenSying Strong-
FenSying’ in Figure 6.10 together represent the synthesisCore. synthesisCore
computes the set of cycles using Johnson’s cycle detection and sends them to the
module ‘SAT query’ to generate the query Q. The query Q is given to an external
‘SAT solver’ module that computes the min-model. FenSying computes the weakest
memory orders for the fences in min-model using the internal module ‘assignM0’
and synthesizes the optimal set of fences back in the input program using the module

‘syn’ to generate the fixed program P**.

Figure 6.11 represents the overview of the fastFenSying implementation where again
the internal modules are shown within the dashed box and external modules are

outside the dashed box. In contrast to FenSying, fastFenSying receives a single
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buggy trace from BTG. It then follows similar interaction between the internal and
external modules to generate the transformed program P’ with fences synthesized
to invalidate the input buggy trace. fastFenSying invokes BTG repeatedly by sending
the transformed P’ as input. The process continues till P’ is buggy. When a bug free
P’ is generated, fastFenSying returns the bug free P’ as P*™.

Interpreter. An ‘interpreter’ module takes a set of raw buggy traces and interprets
them in the format readable for FenSying and fastFenSying. Given an external BTG,
the raw format of buggy traces refers to the output format used by the BTG for the
bug trace dump. Interpreter converts the dump into a tuple of (£, hb,, mo,, rf,) i.e.
the format of a trace that is recognized by the techniques. If a relation, hb,, mo,, or
rf,, is not provided by the BTG, then the interpreter computes the relation from the
available data in the dump. Therefore, to use a tool as the BTG module a suitable

interpreter is created for the tool.

6.6.1 Strengthening of program fences

Consider that the fence synthesis, by FenSying or fastFenSying, computes the
synthesis of a fence [F with a memory order m at a program location [ in the input
program P. If there exists a program fence P (fence already in the input program)
at [ with a memory order weaker than m, then as a design choice the techniques
strengthen the memory order of P to m instead of synthesizing F. Such a choice

reduces the performance overhead of an additional fence in the fixed program.

6.6.2 Tool description

The techniques FenSying and fastFenSying are implemented in Python3. Weak-
FenSying and Strong-FenSying use Johnson’s cycle detection algorithm in the net-
workz library version 2.6.3 [45]. The Z3 theorem prover is used as the SAT solver to
find the min-model of SAT queries. As a BTG, a model checker called CDSChecker [32]

is preferred for the following reasons;
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1. CDSChecker is a model checker and thus it can soundly compute the complete
set of buggy traces (unlike a testing or simulation alternative).

2. CDSChecker supports the C11 semantics. Most other techniques are designed
for a variant [51] or a subset [5, 9, 81] of C11.

3. CDSChecker returns buggy traces along with the corresponding hb,, mo,, and
rf, relations.

4. CDSChecker does not halt at the detection of the first buggy trace; instead, it
continues to provide all buggy traces as required by FenSying.

5. CDSChecker is open-source and is actively maintained [38].

CDSChecker’s source code is modified to accept program location as an attribute of the
program events and to halt at the first buggy trace when specified (for fastFenSying).
The modifications do not alter the core technique, and thus, are semantic preserving.
The data types and data structures supported by an input program is limited to
CDSChecker support. Since, CDSChecker is a dynamic technique it supports typical

atomic and non-atomic memory accesses and C11 fences.

CDSChecker takes a C/C++ program as input and dumps the buggy traces as a struc-
tured list that contains the set of events, and the hb; and rf; relations. The relation
mo, is separately dumped as a graph in the format of a dot file. The interpreter
module accordingly reads the dumps and generates the tuple of events and relations

representing a C11 trace.

6.7 Experiments and Results on FenSying and

fastFenSying
6.7.1 Experimental setup
The experiments are conducted on an Intel(R) Xeon(R) CPU E5-1650 v4 @ 3.60GHz

with 32GB RAM and 32 cores running Ubuntu 20.04.1 LTS. The experiments are run
on Python3 version 3.6.9 and Z3 version 4.4.1.
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FenSying and fastFenSying are the first techniques that perform fence synthe-
sis under the C11 memory model. The existing fence synthesis technique work on
a different set of buggy traces (buggy under their memory model) and accordingly
synthesize fences assuming the implicit ordering under their memory model. Con-
sequently, the outcome of FenSying and fastFenSying is incomparable with any

existing techniques.

6.7.2 Litmus testing

FenSying and fastFenSying are tested on 1,389 litmus tests of buggy C11 programs
(programs where the assert condition in violated in some program run), with the

focus on,

(i) soundness: if a buggy program can be fixed with Cl1 fences then both

FenSying and fastFenSying can do so;

(ii) optimality of FenSying: FenSying synthesizes the smallest number of weakest

fences.

Identifying failure of soundness. The fence synthesis process, of FenSying
or fastFenSying, is aborted for a program P when the set of weakCycles_ and
strongCycles_ for a buggy trace 7 of P is empty (refer to §6.3.4). A failure of
soundness indicates that the buggy trace could be invalidated with C11 fences and
the technique wrongly aborted. The following process is followed to detect failure of

soundness for the buggy trace 7 that could not be invalidated.

1. For each candidate fence in 7™, assign memory order sc.

2. Synthesize the fences in P at the locations indicated by 7™ to form a trans-

formed program P’.

3. Invoke BTG on P'.
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Table 6.2: Details of litmus tests

Tests|min-BT |max-BT|avg-BT|min-syn|max-syn |avg-syn|min-str max-str |avg-str
1389 |1 9 1.05 1 4 2.25 0 0 0

Table 6.3: Litmus test results

completed (syn+no fix) ' TO|NO|Tbtg (total) | TF (total)| Ttotal
FenSying 1333 (1185+148)| 56| 0 50453.19| 36896.06 |87266.09
fastFenSying 1355 (1207+148)| 34| 0 30703.71| 49068.61|79772.32

The strong order of the synthesized fences in P’ form the maximal ordering feasible
with C11 fences. If the BTG returns a buggy trace still, then the program indeed

cannot be fixed with C11 fences.

Identifying failure of optimality for FenSying. Failure of optimality occurs when
there exists a weaker version of the fixed program P** that is bug free. Here, a weaker
version refers to a transformation of P** with lesser or weaker fences than P*™. The

following processes is followed to detect failure of optimality for a fixed program P**.

1. For each synthesized fence F in P**, for each memory order weaker than the

order of IF, create a transformed program P™*(i) with the weaker orders for F.
2. Create a transformed program from P*™ by removing F.

3. Invoke BTG on each version created in the previous two steps.

If the BTG returns a buggy trace for each of the weaker versions of P** then there does

not exist a weaker fix for the input program P.

Litmus tests. The set of 1,389 litmus tests is borrowed from a previous work [9].
The work proposes a larger set of tests but apart from the 1,389 tests used, the
others are bug free. The details of the litmus tests are give in Table 6.2, where
‘BT’ represents the number of buggy traces, and ‘syn’, ‘str’ represent the number of
fences synthesized, strengthened respectively. Prefixes ‘min’, ‘max’, and ‘avg’ refer

to minimum, maximum, and average respectively.
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As shown in the table, the number of buggy traces for the litmus tests range between
1 to 9 with an average of 1.05, while the number of fences synthesized range between
2 to 4. None of the litmus tests contained fences in the input program. Hence, no
fences were strengthened for any of the litmus tests. Additionally, the average length

of litmus tests is 70.46 lines of code.

The results of FenSying and fastFenSying on the litmus tests are presented in
Table 6.3.

The column ‘completed’ represents the number of tests successfully completed for
the respective technique. A successful completion signifies that the technique could
complete within a timeout of analysis (set at 900s for BTG, and an additional 900s
for FenSying or fastFenSying), and that the outcome of the synthesis process is
sound and optimal (for FenSying). Further, the values in the bracket represent the
number of tests that could be fixed (‘syn’) and the number of tests that the techniques
detected cannot be fixed with C11 fences (‘no fix’).

The column ‘TO’ represents the number of tests that the corresponding techniques
timed out for, and ‘NO’ represents the number of tests for which the techniques
computed a non-optimal result. Note that, the non-optimal fastFenSying technique
also computed the optimal solution for all the litmus tests that it did not timeout
for. Further, observe that the sum total of the number of tests completed and the
number of tests that the techniques timed out for is equal to the number of litmus
tests, indicating that the techniques were not unsound for any test. The columns
‘Tbtg’, ‘TF’, and ‘Ttotal’ represent the time of analysis (in seconds) of the BTG, the
technique (FenSying or fastFenSying) and the total of the two. The time of analysis
is recorded over 5 runs with a timeout of analysis set at 900s each for the BTG and

the technique.

Note that, the time of analysis of BTG is significant in comparison to the time of
analysis of the FenSying or fastFenSying technique itself. Therefore, it is reported
separately for an accurate indication of the time of analysis of the techniques. The

time of analysis of the SAT solver is negligible, and therefore, it is included in “TF".
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6.7.3 Performance analysis

The performance analysis of FenSying and fastFenSying is done over challenging
benchmarks, that produce buggy traces under C11, borrowed from previous works on

model checking under the C11 memory model and its variants [5, 9, 72, 81].

The performance is measured on various configurations of each benchmark, where
the configurations vary on the problem size determined by program features such
as the number of loop unrolls and the number of concurrent processing elements
(or threads). In essence, higher configurations of the benchmarks result in a higher

number of program events.

The performance on the benchmarks is measured on four aspects.

1. Number of fences synthesized + strengthened. The number of candidate fences

synthesized and the number of program fences strengthened.

2. Time of analysis of BTG. The time taken by the BTG to generate the set of buggy
traces for FenSying and the total time across various iterations to generate the

next buggy trace for fastFenSying.

3. Time of analysis of the technique. The time of analysis of the internal mod-
ules of FenSying and fastFenSying. This includes the time of computing the

min-model using SAT solver.

4. Number of iterations to reach the result. Relevant for fastFenSying.

The performance analysis of FenSying and fastFenSying is presented in Table 6.4.

The columns ‘Thtg’, ‘TF’, and ‘Ttotal’ represent the time of analysis (in seconds)
of the BTG, the technique (FenSying or fastFenSying), and the total of the two.
The time of analysis is recorded over 5 runs with a timeout of analysis set at 900s
each for the BTG (‘BTo’) and the technique (‘FTo’). Column ‘#BT’ shows the num-
ber of buggy traces in the input program. A ‘7’ in ‘#BT’ signifies that BTG could
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Table 6.4: Comparative performance analysis
FenSying fastFenSying
Id [Name #BT |syn+str Tbtg TF Ttotal|iter syn+str  Thtg TF Ttotal
1 |peterson(2,2) 30|1+0 2.63 54.31 56.94(1:1 1:140:0  0.18 2.07 2.25
2 |peterson(2,3) 198|140 29.96 594.34 624.3|1:1 1:1+0:0 0.53 3.58 4.11
3 |peterson(4,5) 71— BTo — —1:1 1:140:0 397.51 21.07 418.58
4 |peterson(5,5) 71— BTo — —(1:1 1:140:0  BTo 31.52 *931.52
5 |barrier(5) 136(1+0 1.09 207.74 208.83|1:1 1:140:0 0.13 1.40 1.53
6 |barrier(10) 416|140 3.37 565.44 568.81|1:1 1:14-0:0 0.2 2.70 2.9
7 |barrier(100) 31106|— —  FTo —|1:1 1:140:0  34.2 198.54 232.74
8 |barrier(150) 71— BTo — —[1:1 1:140:0 117.09 399.20 516.29
9 |barrier(200) ?|— BTo - - = — FTo -
10|store-buffer(2) 6/240 0.08 091 0.99|1:1 2:24-0:0 0.04 0.05 0.09
11|store-buffer(4) 20(2+0 1.61 195.35 196.96|1:1 2:240:0 1.20 0.05 1.25
12|store-buffer(5) 30| — — FTo —|1:1 2:24-0:0 14.07 0.22 14.29
13 |store-buffer(6) 42| — — FTo —|1:1 2:240:0 171.09 0.15 171.24
14 |store-buffer(10) ?|— BTo - —|1:1 2:240:0 BTo  0.05 *900.05
15|dekker(2) 9412+0 0.17 0.27 0.44|1:1 2:24-0:0 0.26  0.04 0.3
16 |dekker(3) 1596 | — — FTo —|1:1 2:240:0 586.46 1.34 587.8
17|dekker-fen(2,3) 54|1+1 0.15 0.29 0.44]1:1 1:1+41:1 0.25 0.05 0.3
18|dekker-fen(3,2) 730| — — FTo —|1:1 1:14+1:1 159.84 5.56 165.4
19 |dekker-fen(3,4) 3076|— — FTo —(1:1 1:141:1 BTo  6.06 *906.06
20|burns(1) 36| — — FTo —|7:8 8:10+2:2 0.61 4.69 5.3
21|burns(2) 10150|— — FTo —16:7 8:104+0:1 71.53 554.6 626.13
22|burns(3) ?|— BTo - - = — FTo -
23|burns-fen(2) 100708|— — FTo —15:7 4:6+3:3 329.41 43.96 373.37
24 |burns-fen(3) 71— BTo = —|5:7 4:6+3:3  BTo 70.14 *970.14
25 |linuxrwlocks(2,1) 10|— — FTo —(1:1 2:24+0:0  0.13 0.12 0.25
26| linuxrwlocks(3,8) 353|— — FTo —12:2 3:4+0:0 686.52 0.41 *686.93
27|seqlock(2,1,2) 500|— —  FTo —(1:1 1:140:0 341.54 2.38 343.92
28|seqlock(1,2,2) 592| — — FTo —|1:2 1:240:0 119.88 27.69 147.57
29|seqlock(2,2,3) 71— BTo - —|1:2 1:240:0 BTo 88.52 *988.52
30|bakery(2,1) 6/1+0 0.25 2542 2.88|1:1 1:140:0 0.07 0.18 0.25
31|bakery(4,3) 7272\ — — FTo —|1:1 1:140:0 166.11 5.68 171.79
32|bakery(4,4) 50402| — — FTo —|1:1 1:140:0 BTo 18.17 *918.17
33|lamport(1,1,2) 1|No fix. 0.06 0.05 0.11|1:1 No fix. 0.04 0.05 0.09
34|lamport(2,2,1) 1|No fix. 411.94 0.05 411.99|1:1 No fix. 53.34 0.056 53.39
35|lamport(2,2,3) 70— BTo - —|1:1 No fix. 389.77 0.05 389.82
36| flipper(5) 297|240 6.22 254.18 260.40|1:1 240 2.51 0.02 2.53
37| flipper(7) 4493 | — —  FTo —|1:1 240 119.21  0.02 119.23
38|flipper(10) ?|- BTo -  —|1:1 240 BTo  0.03 *900.03
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not scale for the test, so the number of buggy traces is unknown. Column ‘iter’
shows the minimum:maximum number of iterations performed by fastFenSying
across five runs. The column ‘syn+str’ under FenSying report the number of fences
synthesized+strengthened. Under fastFenSying ‘syn+str’ reports the minimum:

maximum number of fences synthesized+strengthened across five runs. A “*’

against
the total time (column ‘Ttotal’) under fastFenSying signifies that the input program
is fixed but the BTG timed out in detecting that the program has no more buggy traces.
The assessment that the program is fixed is drawn from manual analysis with help

from the fixed programs for lower configurations'.

Configurations of benchmarks. The configurations of a benchmark vary the
problem size such that higher configurations require a higher effort of analysis. The
configurations typically vary on the number of concurrent elements (threads), the
number of loop iterations, and the number of events. The configurations of the

benchmarks in Table 6.4 vary on the following aspects.

The configurations of the benchmark ‘barrier’ (test IDs 5-9) vary on the number
of loop iterations and the number of writer threads. Similarly, the configurations of
the benchmark ‘seqlock’ (test IDs 27-29) vary on the number of loop iterations and
the number of reader threads. The configurations of all other benchmarks vary on the

number of loop iterations of various loops in the program.

Observations. A graph contrasting the performance of FenSying and fastFenSying
is shown in Figure 6.12. The graph represents the time of analysis of FenSying
and fastFenSying, on the y-axis, for the tests in Table 6.4, indicated on x-axis in
increasing order of time of analysis of FenSying and fastFenSying, (**’ on the x-axis
represents tests that both techniques timeout for). It can be observed that the time

of analysis of FenSying is notably higher than that of fastFenSying.

A similar trend can also be observed from the Table 6.4 where fastFenSying signifi-

cantly outperforms FenSying in terms of the time of analysis and scalability (indicated

ITypically, increasing the problem size between configurations increases the set of events not the
set of program locations (such as with increasing the number of loop iterations). For such tests the
synthesis solution remains same across configurations and so the solution for a lower configuration
can be used as an indicator to determine whether the tests marked with ‘*’ are indeed fixed.
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Figure 6.12: Time of analysis of FenSying against fastFenSying (seconds)

by lesser number of ‘F'To’). Another noteworthy observation is that fastFenSying

adds extra fences in only 7 tests with an average of 1.57 additional fences.

With the increase in the number of buggy traces, FenSying’s time of analysis grows
exponential leading to FTo; except in case of test IDs 12, 13, 20, and 25, where
FenSying times out with as low as 10 traces. The tests time-out in Johnson’s cycle
detection due to a high density of the number of related events or the number of
cycles. The event relations of some buggy traces form as many as 2-3 millions cycles
for test IDs 12-13, 14 million for test ID 20, and over 36 million for test ID 25,

eventually leading to the timeout.

fastFenSying analyzes a remarkably smaller number of buggy traces in comparison
to ‘#BT’ (<2 traces for ~85% of tests), as shown in column ‘iter’. Thus, it can be
concluded that a solution corresponding to a single buggy trace fixes more than one
buggy traces. As a result, fastFenSying scales to tests with thousands of buggy
traces with an average speedup of over 67x, with over 100x speedup in ~41% of tests,
against FenSying. fastFenSying could also scale for the tests with traces of millions

of cycles because such traces were not encountered by the technique.

Consider test ID 16, BTG times out in 3/5 runs and completes in ~100s in the remaining
2 runs. A fence is synthesized between two events that are inside a loop. Additionally,

the later event is within a condition. Depending on where the fence is synthesized
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Figure 6.13: Time of analysis of BTG against fastFenSying internal modules (seconds)

(within the condition or outside), BTG either runs out of time or finishes promptly.

BTG times out in 3/5 runs for test ID 26 as well. However, the reason here is the

additional non-optimal fences synthesized that increase the analysis overhead of the
chosen BTG (CDSChecker).

Note that, for most benchmarks, fastFenSying’s scalability is limited by BTo. Ob-
servably, fastFenSying’s time of analysis is much lesser than FTo for such cases.
Consider the bar graph in Figure 6.13 where the bars indicate the total time of anal-
ysis of fastFenSying on various tests in Table 6.4, ordered in increasing order of the
total time of analysis (column ‘Ttotal’ of fastFenSying). The yellow components
represent the portion of ‘Ttotal’ corresponding to ‘Tbtg’, while the black components
represent ‘TF’. It is evident from the graph that BTG takes up the major share of the
total time of analysis. As a consequence, higher configurations of benchmarks could

not be tested as BTG did not scale for the current configurations.
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6.8 Scope, Limitations, and Future directions

Applicability under other version C/C++ memory model. The Weak-FenSying
and Strong-FenSying techniques presented in §6.3.2 and §6.3.3 respectively are de-
signed for the ISO 2011 standard of C/C++. The analyses are not directly applicable
to the memory models presented in the subsequent standards. By defining suit-
able analysis corresponding to Weak-FenSying and Strong-FenSying, FenSying and
fastFenSying techniques can be extended to support the the subsequent models of
C/C++.

fence synthesis to restore sequential consistency. Some earlier works syn-
thesize fences to restrict the program outcomes to those allowed under sequential
consistency [6, 17, 33] or its variant [11]. Such restriction provides compatibility
with existing analysis techniques for sequential consistency. However, most fences
synthesis techniques [10, 49, 55, 63, 67|, attempt to remove traces violating a safety
property specification under their respective axiomatic definition of memory model,

similar to FenSying and fastFenSying.

Alternate definition of optimality. Technique [16] assigns weights to various types
of fences (similar to this work) and defines optimality on the weights of candidate
solutions. Consequently, out of the candidate solutions {F$°} and {F3**, F;*%}, dis-
cussed in §6.2.1, a similar definition of optimality as in [16] would prefer the solution

{F%et, "%}, whereas FenSying and fastFenSying prefer {F5°}.

The definition of optimality in [16] is incomparable with that presented in §6.2.1, and
their efficiency is subject to the input program and the underlying architecture. No

prior work establishes the advantage of one definition over the other.

Modifying memory orders against synthesis of fences. A recent technique [73]
fixes a buggy C11 program by strengthening memory access events instead of synthe-
sizing fences. This work synthesizes C11 fences and stands fundamentally different

from techniques that modify the memory orders of program events.

sc fences cannot restore sequential consistency [60], hence, strengthening memory
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Figure 6.14: IRIW-rlx. (a) buggy trace (b) with strong memory orders, (c¢) with
strong fences

orders may invalidate buggy traces that the strongest C11 fences cannot.

Consider the outcome IRIW with r1x memory orders for the read and write events,
shown in Figure 6.14(a) (where — depicts the total-order on sc events). Assume
that the outcome is buggy. Figure 6.14(b) and (c) show two transformations of the
program. In Figure 6.14(b), let the memory order sc as superscripts represent that
the memory orders of the respective read and write events are strengthened to sc.
In Figure 6.14(c) the strongest kind of C11 fences are synthesized at all feasible

synthesis locations.

The fences of Figure 6.14(c) do not introduce an ordering between the write events
and the corresponding read events thereby allowing reads from initial events. Thus,
the trace shown in Figure 6.14(c) cannot be invalidated by C11 fences. Whereas,
changing the memory order of read and write events achieves the desired ordering
and invalidates the outcome, as shown in Figure 6.14(b). FenSying and fastFenSying

invalidate traces by synthesizing Cl1 fences, thus, the outcome in Figure 6.14(a)
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Figure 6.15: SB. (a) with strong memory orders, (b) with strong fences

cannot be invalidated by the techniques.

On the other hand, architectures translate the strongly ordered memory access events
to memory access operation and supporting barriers. The translation of strongly

ordered events to barriers may be sub-optimal.

Consider the two versions of the program store buffer (Figure 3.3(a)) shown in Fig-
ures 6.15(a) and (b), (where — depicts the total-order on sc events). In Figure 6.15(a)
the memory orders of the read and write events are strengthened, while in Fig-
ure 6.15(b) C11 fences are synthesized. The translation of Figure 6.15(a) on ARM-v7
and Power is depicted in Figures 6.15(arm-a) and (power-a) respectively. The trans-
lation of Figure 6.15(b) ARM-v7 and Power is depicted in Figures 6.15(arm-b) and
(power-b) respectively. Clearly each of the two architectures place additional (and
unnecessary) barriers on interpreting barrier requirement from the memory orders of
program events; while, fences present a better indication of the necessary barrier

requirement.

1isync+ refers to cmp; bc; isync
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As aresult, the two alternative approaches of strengthening memory orders of memory

access events and synthesizing fences are incomparable and subjectively superior.

Threats to Validity

Scalability. Since SMC limited in scalability, the dependence of FenSying and
fastFenSying on an SMC limits their scalability as well. There is a significant scope
for improvement in performance of the techniques in terms of the time of analysis

and scalability while ensuring near-optimality of the resulting fence synthesis.

Availability of benchmarks. There exist very few benchmarks of C11 programs
that utilize C11 weak ordering guarantees, and there are even fewer benchmarks with

bugs emerging from the weak ordering guarantees of C11.

Memory orders for testing. The benchmark suites such as SV-Comp [22] and
SCT [66] contain C programs without associated memory orders. To test the weaker
behaviors the memory access operations are associated with appropriate weak memory

orders which are chosen by the authors.

6.8.1 Future directions

Efficient synthesis. The time complexity of FenSying and fastFenSying is dom-
inated by the cycle detection, that is, O((|€,|+E).(C+1)) where E is in O(|€,|*) and
Cis in O(|&;|"). Hence, reducing the size of £ can reduce the complexity of cycle

detection.

The size of £ can be reduced by reducing the number of candidate fences in the
intermediate trace. Clever heuristics may be used to compute a well suited set of
candidate fences instead of inserting a candidate fence at each feasible location.
Further, bounding techniques , such as depth bounding on the number of events or

the number of event relations may also reduce the complexity of cycle detection.

Alternate BTG. As depicted by the graph in Figure 6.13, BTG takes up the major share
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of the time of analysis of fastFenSying. Further, it can be observed from Table 6.4
that there exist tests for which the BTG (CDSChecker) can compute the complete set of
buggy traces but cannot generate them one at a time from the transformed programs
of each iteration of fastFenSying (such as test IDs 19 and 32). It may be concluded

that CDSChecker’s performance decreases with fences in the input program.

An alternate BTG may significantly improve the scalability of fastFenSying. Alterna-
tively, collecting the set of buggy traces from CDSChecker and internally computing

the set of invalidated and remaining traces in each iteration can also be explored.

Eliminating fences for efficient fixed programs. Fence elimination is out of the
scope of this work. For future, elimination of program fences can be explored aiming
at generating fixed programs with lower performance overhead. A similar approach
can be used to extend FenSying and fastFenSying to take bug free programs as

input for computing performance-efficient versions of the programs.

Support for program fence elimination can be extended primarily by including pro-

gram fences to compute the min-model using the SAT solver.

Support for richer constructs. The technique may be extended to support richer
constructs such as coarse-grained locking. The modules Weak-FenSying and Strong-

FenSying may be suitably extended for detecting cycles in the presence of locks.

6.9 Concluding remarks

This work presents the first fence synthesis techniques for the C11 memory model,
called FenSying and fastFenSying. The techniques provide an automated solution
for fixing a C/C++ program that violates a user specified (assert) property. The
techniques take buggy traces of a C/C++ program as input and synthesize C11 fences

in the program to make the program bug free.

The FenSying technique is shown to be sound and optimal. However, the optimal

computation is NP-hard and empirically the technique is seen to suffer in scalability.
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The fastFenSying technique is sound. The technique is not optimal but can be per-
ceived as near-optimal for two reasons; first, it is shown that the technique is optimal
for a single buggy trace, and second, empirically it is observed that fastFenSying
computes optimally in over 99.5% tests. This work also presents the worst case time

complexity analysis for the FenSying and fastFenSying algorithms.

The FenSying and fastFenSying techniques are accompanied with an implemen-
tation for C and C++ buggy input programs. This work presents the corresponding

implementation details including the structural overview and key components.

The implementation of the FenSying and fastFenSying techniques are tested over
1300+ litmus tests from previous works,with the focus on soundness and optimality
(for FenSying). FenSying and fastFenSying timeout for 4% and 2.5% of the tests,
respectively. For the remaining tests, the techniques perform a sound analysis. Both

the techniques also produce an optimal solution for the remaining tests.

To determine the effectiveness of FenSying and fastFenSying techniques and their
corresponding implementations, the presented tool is tested on challenging bench-
marks. The tests compare the techniques on the time of analysis, the number
of fences synthesized and strengthened, and scalability. The comparative results
on benchmarks highlight that fastFenSying significantly outperforms FenSying in
terms of the time of analysis and scalability, while incurring a small number of extra

fences in a small number of tests.

Finally, this work discusses the scope of FenSying and fastFenSying, and highlights
differences with some popular and similar notions in related fields. Based on the

scope of the techniques this work also proposes worthy future directions.
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Chapter 7

Conclusion

This work presents techniques for the ease of development of efficient programs that
produce expected outcomes under relaxed memory consistency models. The focus of
this work is on two objectives, (i)verification efficiency and (ii) developer productivity

and runtime efficiency.

The work proposes the techniques,

e ViEqui, under the objective of verification efficiency, presented in Chapter 4;

e MoCA, under the objectives of verification efficiency and developer productivity,

presented in Chapter 5; and,
e FenSying and fastFenSying, under the objectives of developer productivity

and runtime efficiency, presented in Chapter 6.

ViEqui is an efficient stateless model checker that is based on a novel equivalence
relation for trace partitioning called view-equivalence, that is as coarse as any exist-
ing equivalence relation. It is shown with relevant theorems that ViEqui is sound,

complete, and optimal in its exploration.

MoCA is a precise stateless model checker for a restriction of the C11 memory model

191
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over MCA. This work presents the restriction of the C11 happens-before relation and
proposes coherence conditions precisely for MCA. The work introduces novel type of
events called shadow-writes that simulate reordering through interleaving to achieve
the restriction. It is shown with relevant theorems that MoCA is sound, coherent under
C11 and precise for C11 restricted to MCA.

FenSying and fastFenSying are the first fence synthesis techniques for automated
fixing of buggy C11 programs. This work presents the approach of invalidating buggy
outcomes by breaking their coherence with fences. The FenSying technique performs
optimal (minimal) fence synthesis by introducing the smallest number of weakest
fences to fix a buggy program but suffers in the time of analysis and scalability.
The fastFenSying technique efficiently performs fence synthesis while performing
optimally in most cases. It is shown with relevant theorems that FenSying is sound,

and optimal and fastFenSying is sound and mear-optimal.

Each technique is accompanied by an implementation to empirically validate the
claims and show the effectiveness of the techniques. The techniques are validated
on relevant litmus tests and ViEqui and MoCA are further compared against state-
of-the-art comparative techniques. Since, FenSying and fastFenSying are the first
techniques in their scope, their performance is compared against each other. Each

technique is also presented with a worst case time complexity analysis.

This document briefly presents the relevant background for this work in Chapter 3.
Further, a detailed background corresponding to each technique is presented in their
corresponding chapters (Chapters 4, 5 and 6). The background includes details on
the existing related work and the difference of the existing works with the proposed
techniques. Each technique is also presented with the scope of the work, comparison

with other similar notions and representations, and worthy future directions.

In summary, this work proposes provably correct techniques for the said objectives.
Each technique is further supported with a useful implementation, and empirical
study of the techniques establish relevance and efficacy of each technique and utility

of the accompanying implementation.
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Glossary

ARM

acq
acq-rel
C11

bug
DPOR
(fast)FenSying
MCA

na
non-MCA
5 POR
PSO

rel

rlx

sc

SMC
TSO

Memory model of ARM architecture for versions 8 and later
memory order acquire (memory_order_acquire)

memory order acquire-release (memory_order_acq rel)

C/C++ ISO 2011 memory model

A valid program trace that violates a user specified (assert) property
Dynamic Partial Order Reduction

FenSying and fastFenSying

Multi-copy atomics

non-atomic event type

Non-multi-copy atomics

Partial order reduction

Partial store order

memory order release (memory_order release)

memory order relazed (memory_order relaxed)

memory order sequentially consistent (memory_order_seq cst)
Stateless Model Checker

Total store order
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